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CHAPTER ONE 

T h e T h r e a t o f t h e 
E l e c t r o n i c S p i e s 

Oversight of the burgeoning international security and intelligence apparat is a considerable problem for democracy. Vast sums are swallowed on intelligence collection, yet the agencies systematically fail to foresee important crises. There is a clear case for public and parliamentary scrutiny. 
The unveiling of 'Sigint' 
In the course of the ' A B C trial at the Old Bailey in 1978, it was officially 
confirmed that two massive buildings in Cheltenham, Gloucestershire, are 
the offices of Government Communications Headquarters (GCHQ); that 
the work of this organisation involves signals intelligence (Sigint), now 
officially defined as the 'reception and analysis of foreign conmiunications 
and other electronic transmissions for intelligence purposes'; and that it is a 
'majority shareholder in British intelligence' 

For some reason, GCHQ has never attracted the same degree of 
public interest as other intelligence agencies - perhaps because its image is 
less glamorous than that of the Special Branch or M16, or because its work 
(as officially defined) sounds relatively harmless. In fact, it is larger and 
potentially far more sinister, its influence more widespread, and the 
implications of its work ultimately more threatening to civil liberty and 
world peace, than all the other agencies put together. It deserves the closest 
scrutiny by the public, yet it resists this with all its might. 

Signals intelligence is not a new idea. It is founded, after all, on the 
ancient and dishonourable tradition of governments reading other people's 
mail. GCHQ's direct roots go back at least as far as the Foreign Office 
'black chambers' of the 1920s, but well before that code breakers and 
monitors of communications had become deeply imbued with the idea that 
their work must be kept secret at all costs. Secrecy remains a vital and 
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i n t e g r a l p a r t o f G C H Q ' s w o r k t o d a y . E v e r y o n e o f t e n s o f t h o u s a n d s o f 
m i l i t a r y a n d c i v i l i a n p e r s o i m e l w o r k i n g i n S i g i n t i s s u b j e c t t o i n t e n s i v e 
' i n d o c r i n a t i o n ' e v e r y t i m e t h e y m o v e t o a n e w p o s t . A s t h e y l e a v e , t h e y m u s t 
b e ' d e - i n d o c t r i n a t e d ' a n d r e m i n d e d o f a n o b l i g a t i o n n e v e r t o d i s c l o s e a n y 
i n f o r m a t i o n w h a t s o e v e r t o ' a n y o n e n o t c u r r e n t l y i n d o c t r i n a t e d ' . A t e a c h 
s t age , a l o n g l e c t u r e i s d e l i v e r e d o n t h e i m p o r t a n c e o f t h e w o r k a n d t h e n e e d 
f o r s e c r e c y . 

I t w a s n o t u n t i l 1 9 7 4 t h a t a c o m e r o f t h e v e i l w a s l i f t e d . A f t e r a 
l e n g t h y b a t t l e w i t h t h e a u t h o r i t i e s , G r o u p C a p t a i n W i n t e r b o t h a m o f M l 6 
( w h o w a s , i r o n i c a l l y , o n e o f t h e e a r l y p r o t a g o n i s t s o f ' i n d o c t r i n a t i o n ' ) 
m a n a g e d t o p u b l i s h h i s m e m o i r s o f w a r t i m e c o d e b r e a k i n g i n a b o o k c a l l e d 
The Ultra Secret. W i n t e r b o t h a m w a s n o w h i s t l e b l o w e r ; h e m e r e l y b e h e v e d 
t h a t s u c h a g l o r i o u s e p i s o d e i n t h e n a t i o n ' s h i s t o r y ( a n d o n e w h i c h s h e d a 
fine l i g h t u p o n h i m s e l f ) s h o u l d n o t g o u n r e c o r d e d . O n c e h e h a d b r o k e n t h e 
i c e , a gaggle o f w a r t i m e p r a c t i t i o n e r s e m e r g e d f r o m t h e w i n g s t o t e l l t h e i r 
s t o r i e s . F r o m p r i v a t e r e s e a r c h , a n d f r o m t h e s e b o o k s a n d o t h e r s p u b l i s h e d 
a b r o a d , i t i s p o s s i b l e t o p i e c e t o g e t h e r a p i c t u r e o f S i g i n t o p e r a t i o n s w h i c h i s 
n o t o n l y h i ^ y a l a r m i n g , b u t a l s o a g r e a t d e a l m o r e d e t a i l e d t h a n t h o s e 
i n v o l v e d w o u l d l i k e i t t o b e . 

G C H Q i s a p a r t n e r i n a m u l t i n a t i o n a l ' S i g i n t p a c t ' , w h o s e t a s k i s t o 
m o n i t o r t h e e n t i r e g lobe . T h e b a s i c i n s t r u m e n t o f u n i t y i s a se r i e s o f a g r e e m e n t s 
s i g n e d b e t w e e n t h e U n i t e d S t a t e s a n d t h e U K a r o u n d 1 9 4 7 ( k n o w n as t h e 
U K U S A p a c t ) , w h i c h C a n a d a , A u s t r a l i a a n d N e w Z e a l a n d l a t e r j o i n e d . 
T h e p a c t i s h i e r a r c h i c a l : a t t h e t o p i s t h e U S N a t i o n a l S e c u r i t y A g e n c y 
( N S A ) , w h i c h h a s i t s h e a d q u a r t e r s a t F o r t G e o r g e C . M e a d e i n M a r y l a n d . 
G C H Q h a s t h e s t a t u s o f a s e n i o r p a r t n e r , w h i l e C a n a d a , A u s t r a l i a a n d N e w 
Z e a l a n d a r e ' s e c o n d p a r t i e s ' . ' T h i r d p a r t i e s ' i n c l u d e t h e N A T O a l l i e s , 
n o t a b l y G e r m a n y a n d N o r w a y . F r a n c e a n d S w e d e n a r e a l s o p a r t i c i p a n t s 
a n d l i n k s h a v e e x i s t e d w i t h F i n l a n d , S o u t h A f r i c a a n d B r a z i l , a m o n g 
o t h e r s . 

E a c h o f t h e m a i n p a r t i c i p a n t s - N S A , G C H Q , A u s t r a l i a ' s D e f e n c e 
S i g n a l s D i v i s i o n ( D S D ) a n d C a n a d a ' s C o m m u n i c a t i o n s B r a n c h o f t h e 
N a t i o n a l R e s e a r c h C o u n c i l ( C B N R C ) — i s i n c h a r g e o f S i g i n t a c t i v i t i e s i n a 
g i v e n r e g i o n . G C H Q ' s t e r r i t o r y i s A f r i c a a n d E u r o p e e a s t o f t h e U r a l 
m o u n t a i n s . T e c h n i c a l l i a i s o n b e t w e e n t h e p a r t i c i p a n t s i s , o f n e c e s s i t y , c l o s e 
a n d w e l l i n t e g r a t e d . T h e y s h a r e p r o c e d u r e s f o r i d e n t i f y i n g a n d l a b e l l i n g 
s i g n a l s a n d h a v e a u n i f i e d c o m m u n i c a t i o n s n e t w o r k . V o l u m i n o u s ' I n ­
t e r n a t i o n a l R e g u l a t i o n s o n S i g i n t ' - I R S I G f o r s h o r t - p r e s c r i b e s e c u r i t y 
p r o c e d u r e s , i n c l u d i n g i n d o c t r i n a t i o n , t o w h i c h p a r t i c i p a t i n g g o v e r n m e n t s 
m u s t ag ree . T h e y s h a r e , t o o , o u t l a n d i s h c o d e w o r d s s u c h as V I P A R , 
T R I N E o r U M B R A , w h i c h m u s t a l w a y s d e s i g n a t e T o p S e c r e t S i g i n t 
m a t e r i a l . E v e r y t h i n g t h a t i s i n t e r c e p t e d i s s e n t t o F o r t M e a d e , a n d g e n e r a l l y 
a l s o t o C h e l t e n h a m as w e l l as t o o t h e r c o n c e r n e d s t a t i o n s a r o u n d t h e w o r l d . 

Ears around the globe 
T h e sca le o f i n t e r n a t i o n a l c o m m u n i c a t i o n s h a s i n c r e a s e d e n o r m o u s l y o v e r 
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the last 30 years and the Sigint agencies have swollen to a corresponding size. NSA employs more than 120,000 people in different parts of the world. The size of GCHQ is - of course - supposed to be a secret, but it is possible to estimate the scale of operations by looking at the better-known bases. The two office blocks in Cheltenham have ample room for between four and five thousand employees. One thousand personnel or so are employed in each of the major monitoring bases, army centres in Cyprus and West Germany, RAF units in Lincolnshire and West Berlin, and civilian units in Staffordshire, Devon, Cornwall and Hong Kong. Then there are smaller units scattered around Britain and in Malta, Mauritius. Turkey, Iran, Ascension Island and Australia, with fiirther detachments else­where. So the total number of GCHQ related staff may be more than 20,000. 
Another indicator of its size is that, while GCHQ is listed rather modestly as the 'Signals Department' of the Foreign Office, its director is a Deputy Secretary and it has five or six Under Secretaries. The entire remaining Foreign Office establishment is not many times larger. 
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Although nominally responsible to the Foreign Secretary, GCHQ's actual lines of command may fall somewhere between the Cabinet Office (where a Co-ordinator of Intelligence and Security looks after the work of all secret agencies) and Fort Meade. Chapman Pincher's recent comment is probably accurate: 
Dependence is so great (of GCHQ) upon NSA) and co-operation so close that I am convinced security chiefs would go to any lengths to protect the link-up . . .' NSA has five major independent establishments in Britain: Chicksands, Bedfordshire (telephone and telex monitoring, and control of SIGINT satellites); Edzell, Scodand (radio monitoring); Menwith Hill, Harrogate; Mildenhall, Suffolk (SIGINT and spy aircraft), and SUSLO, Grosvenor Square, London (communications centre). Their activities are similarly shrouded in secrecy. 
Sigint work involves a great deal more than interception of tele-commimications from bases on the ground. 'Provocative' missions into foreign air and sea space are a regular feature. Since 1945, more than 70 US aircraft have been destroyed on missions of this kind - and ship casualties have been high, too. The Tonkin Gulf incident, which the US used to justify the Vietnam war, was the result of an intrusion by the USS Maddox, engaged on work for NSA. When the USS Liberty was attacked by the Israelis off Gaza in 1967, it had been trying to monitor Israeli com­munications during the Six-Day War: more than 40 seamen and NSA personnel were killed and the ship was very nearly sunk. The most recent incident of this kind was the capture, intact, of the USS Pueblo while it was spying off the North Korean coast. And in addition, US nuclear submarines have several times collided with Soviet ships while engaged in the extraordinary 'Project Holystone', spying in Soviet waters, even going as far as the entrance to Vladivostok harbour. 
Britain has had its share of such international mischief. Two undergraduates were put on trial under the Official Secrets Act in 1958 for revealing details of espionage work in the Baltic and on one occasion as far afield as Leningrad, by British aircraft and small ships, often operating under the Swedish flag. Two RAF aircraft were reported lost on a 'provocative' mission over the Caspian Sea in the early 1960s. Nowadays, two enormously expensive, specially equipped Nimrod aircraft are sent from their base in East Anglia on regular monitoring flights along the east European border. Large trawlers which spend long periods in northern waters sometimes carry naval staff equipped with interception receivers. Trawlers such as the Gaul, which was mysteriously lost in the Norwegian Sea three years ago, may do this work. 

Spying on allies Although it is piously denied, spying on allies is an accepted rule in the Sigint game. For example, ex-employees of NSA at Chicksands have reported that the base monitors French diplomatic traffic. They have also 
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alleged that it monitors British government and commercial communications -and similar allegations have been made in Parliament. British bases in Germany and Cyprus monitor NATO allies. During the early stages of negotiations to join the Common Market, GCHQ was reportedly required to decipher a considerable amount of diplomatic traffic passing between our prospective European partners, and for this purpose it drew heavily on NSA's resources. At the time of the Suez crisis, the Americans intercepted diplomatic and military telegrams of the British and French governments and used the information to frustrate their strategies. This caused so much antagonism - and the only known rift in the Sigint pact - that in 1957 the prominent US cryptographer William Friedman was sent on an NSA special mission to GCHQ to restore relations and study advances in cryptography that had been made in Britain, Sweden and Switzerland. (Two years ago, NSA fought to prevent publication of details of Friedman's trip, on the grounds that it might deprive NSA of its ability to read the coded messages of all NATO countries.) 
Sigint has also turned its attentions to individual citizens. In 1975 the Church Committee of the US Senate uncovered NSA programmes to intercept the international telephone and telex messages of targeted American citizens. These programmes, known as SHAMROCK and MINARET, included the interception of all telephone and telegraph traffic to or from the United States. Other intelligence agencies provided 'watch lists' to NSA. Be 1974 there were extensive files on 75,000 people, and Bob Woodward (of Watergate fame) revealed in the Washington Post in 1975 that NSA had intercepted the messages of such anti-war dissidents as Jane Fonda and Benjamin Spock. 
GCHQ has its own version of SHAMROCK and MINARET. The famous 'D-Notice Affair' of 1967 centred on the (relatively trivial) relevation that all overseas Post Office telegrams were collected and read by security officials. In 1977, the president of Western Union International told the US senate that the British government had demanded copies of all overseas telegrams handled by the company since 1945. Interception of most UK overseas telephone traffic is carried out not by GCHQ, but by NSA at its Menwith Hill site, near Harrogate (as detailed later on in this report). A station of the Composite Signals Organisation (the civilian monitoring agency run by GCHQ) is located congenially in Earls Court, high in a Ministry of Defence tower block at the back of the exhibition hall, and monitors radio and telephone traffic in the London area, including, presumably, foreign embassies. 
Operations of this kind are mainly illegal. Interception of diplomatic communications, of whatever kind, is contrary to British and international law - and in particular, it contravenes the Diplomatic Privileges Act of 1964, which ratified the Vienna Convention on Diplomatic Relations. The International Telecommunications Convention, ratified by the British government, places a general duty on signatories to preserve the secrecy of international communications (although it allows a little leeway). Trainees for GCHQ are left in no doubt about this point, and are instructed that the 
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t e c h n i c a l i l l e g a l i t y i s a n i m p o r t a n t r e a s o n w h y t h e p u b l i c s h o u l d n o t k n o w o f 
t h e i r w o r k . 

A n a l t e r n a t i v e , sec re t h i s t o r y 
T h e s e c r e c y w h i c h s u r r o u n d s the w o r k o f G C H Q a n d o t h e r S i g i n t a g e n c i e s 
a f f o r d s c o n s i d e r a b l e p o w e r t o t h o s e w h o c o n t r o l i t . I n p a r t i c u l a r , t h e y h a v e 
p r o p a g a t e d a n a l t e r n a t i v e , s e c r e t , v e r s i o n o f h i s t o r y , k n o w n o n l y t o a 
p r i v i l e g e d a n d p o w e r f u l f e w , w h i c h c a n n o t e a s i l y b e c h a l l e n g e d b y a n y o n e 
e l s e . A f t e r t h e S e c o n d W o r l d W a r , i t w a s d e t e r m i n e d t h a t n o a c c e s s t o s o -
c a l l e d ' s p e c i a l i n t e l l i g e n c e ' m a t e r i a l s h o u l d b e p e r m i t t e d t o o f f i c i a l h i s ­
t o r i a n s , a n d t h a t s u c h c h r o n i c l i n g as w a s n e c e s s a r y w o u l d b e u n d e r t a k e n b y 
' i n d o c t r i n a t e d p e r s o n n e l ' . A ' c o n c o r d a t ' t o t h i s e f f e c t w a s a p p a r e n t l y s i g n e d 
b e t w e e n t h e B r i t i s h c a b i n e t a n d P r e s i d e n t T r u m a n i n 1 9 4 6 - t h e h a r b i n g e r 
o f m o r e e x t e n s i v e a g r e e m e n t s e x t a n t t o d a y . 

F o r 3 0 y e a r s t h e n , t h e r e e x i s t e d i n t h e m i n d s o f t h e i n d o c t r i n a t e d a 
v e r s i o n o f h i s t o r y w h i c h l o o k e d v e r y d i f f e r e n t f r o m t h a t o f f i c i a l l y d e s c r i b e d . 
T h e p r a c t i t i o n e r s o f t h e s e c r e t w o r l d w e r e a b l e t o p r e s e n t t h o s e i n 
g o v e r n m e n t w i t h a n u n c h a l l e n g e a b l e a c c o u n t o f h o w i n t e l l i g e n c e i n 
g e n e r a l a n d S i g i n t i n p a r t i c u l a r h a d p l a y e d a n e s s e n t i a l p a r t i n w i n n i n g t h e 
w a r a n d w o u l d c o n t i n u e t o b e i n d i s p e n s a b l e i n t h e f u t u r e . T h i s s i n g u l a r 
w o r l d v i e w o n l y s t a r t e d t o o p e n u p w i t h t h e p u b l i c a t i o n o f W i n t e r b o t h a m ' s 
b o o k , TTie Ultra Secret. S i n c e t h e n , i n d e p e n d e n t h i s t o r i a n s h a v e b e g u n t o 
e x a m i n e t h e a c h i e v e m e n t s o f T h e G o v e r n m e n t C o d e a n d C y p h e r S c h o o l a t 
B l e t c h l e y , a n d h a v e c o m e t o t h e c o n c l u s i o n t h a t , d e s p i t e c l a i m s t o t h e 
c o n t r a r y , i t d i d n o t s i n g l e h a n d e d l y w i n W o r l d W a r T w o . A t c e r t a i n c r i t i c a l 
m o m e n t s ( s u c h as t h e B a t t l e o f B r i t a i n ) , i n t e l l i g e n c e w a s i r r e g u l a r o r 
u n a v a i l a b l e - o r e v e n u n u s a b l e b e c a u s e o f a l a c k o f d e f e n s i v e r e s o u r c e s . F o r 
a t l e a s t h a l f t h e w a r , p o o r B r i t i s h c o d e s a n d c y p h e r s p r o b a b l y g a v e a w a y as 
m u c h as w a s g a i n e d . E v e n t h e m a t h e m a t i c a l a c h i e v e m e n t s i n c o d e b r e a k i n g 
a n d i n t e l l i g e n c e a r e n o w b e i n g r e s e a r c h e d b y i n d e p e n d e n t h i s t o r i a n s , a n d 
m a y e v e n t u a l l y s e e m m u n d a n e , r a t h e r t h a n t h e w o r k o f g e n i u s . 

T o p r e s e r v e t h e c o - o p e r a t i o n o f g o v e r n m e n t , t h e s e c r e t w o r l d 
o p e r a t e s a s u c c e s s f u l c a r r o t - a n d - s t i c k s t r a t e g y . T h e c a r r o t i s a d m i s s i o n t o a 
v e r y e x c l u s i v e c l u b w h e r e m e m b e r s a r e a l l o w e d t o k n o w a b o u t t o p s e c r e t 
m a t t e r s w h i c h , b e c a u s e t h e y a r e k n o w n o n l y i n s i d e t h e c h a r m e d c i r c l e , 
a p p e a r t o b e h i g h l y s i g n i f i c a n t . T h e s t i c k i s t h e c a r e f u l l y c u l t i v a t e d f e a r t h a t 
t h e n a t i o n a l i n t e r e s t w o u l d b e t h r e a t e n e d i f t h e s t r i c t e s t s e c r e c y w e r e n o t 
m a i n t a i n e d . 

I t i s e a s y t o see h o w e f f e c t i v e l y t h i s c u l t o f s e c r e c y s e r v e s t h e i n t e r e s t s 
o f G C H Q a n d i t s a l l i e s . M e m b e r s o f P a r l i a m e n t a n d e v e n j u n i o r m i n i s t e r s 
i n d e f e n c e a n d t h e F o r e i g n O f f i c e a r e e x c l u d e d f r o m t h e c l u b ; i f t h e y a s k 
a w k w a r d q u e s t i o n s , t h e y a r e t o l d i t w o u l d n o t b e ' i n t h e n a t i o n a l i n t e r e s t ' f o r 
t h e m t o h a v e t h e a n s w e r s . A d v i s e r s t o o n e m a j o r g o v e r n m e n t d e p a r t m e n t 
w h i c h c o u l d u s e f u l l y u s e S i g i n t i n f o r m a t i o n o n c o m m o d i t y p r i c e s h a v e s a i d 
t h a t ' n o n e o f t h a t k i n d o f i n f o r m a t i o n e v e r r e a c h e s u s ' . A c c o r d i n g t o 
C h a p m a n P i n c h e r , J i m C a l l ^ g h a n i s s e n t ' i m p o r t a n t i n t e r c e p t s b y G C H Q 



The Threat of the Electronic Spies 13 

[Teft: GCHQ's crest bombastically gives tlie game 
away. Its title, signals flashes symbolising Sigint, 
and the accolade of a laurel wreath, surround 
the globe. Above: one of the two large Chelten­
ham offices housing the largest intelligence 
organisation in Britain. Below: the NSA base at 
Chicltsands, Bedfordshire. 
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. . . daily in oblongyellow boxes'. But even he, says Pincher, is 'treated on a "need to know" basis'. GCHQ, not the Prime Minister, decides which bits of information he gets. Richard Hall explains in his book on GCHQ's Australian partner. The Secret State, that a common Sigint tactic is to keep ministers happy by feeding them with distracting low grade information. When Sigint finds a 'diplomatic titbit with the minister's name in it' says Hall, 'these are almost always pushed forward'. 
Shaping foreign policy Foreign policy is often shaped, secretly, by Sigint. GCHQ's close links with the NSA are a major ingredient in the cement which seals Britain's dependent alliance with the United States. The NSA, in turn, can secretly shape US foreign policy. For example, it purchased the right to maintain an enormous base at Asmara in Ethiopia by sending millions of dollars' worth of military and economic assistance to Haile Selassie. The US Congress remained unaware that the bases existed or that the payments had been made. Similar arrangements were made for setting up three stations in Morocco. When Allende came to power in Chile, the NSA rapidly had to dismantle a major installation on Easter Island - which must have been an important spur to the decision to 'destabilise' the new Socialist government. The network of surveillance bases in Turkey, monitoring the Soviet Union, has for a long time been a key factor in US-Turkish relations: at one stage it forced the US to withdraw the pressure on the Turkish govenmient to clamp down on heroin production. 

Britain has similar secret commitments. Foreign policy towards Cyprus has been determined largely by the fact that it is the site of major Sigint and other surveillance activity. A GCHQ station in Iran - run in co­operation with the notorious Iranian secret police, Savak, was among the clutch of spying stations which had to close down urgently after the 1979 revolution. Its existence was a secret factor determining Britain's attitude to developments in Iran. According to openly available circulars, GCHQ employees were working regularly in South Africa at least as recently as 1970. Britain has a major interest in one of the Turkish stations, Sinop, on the Black Sea: British technicians working there for GCHQ and under GCHQ contracts with Cable and Wireless Ltd, were killed in a terrorist attack in 1972. 
By monopolising information, Sigint agencies have made it virtually impossible for governments to control them. One episode which illustrates this with frightening clarity is the sacking of Gough Whitlam, the Australian Prime Minister. Whitlam had made himself very unpopular with the intelligence community by asking questions about Pine Gap, a station run by the NSA. He had also caused a secret base in Singapore to be closed by identifying it publicly; and his Attorney General had led a raid by armed police to recover information being witheld from the government by the Australian Secret Intelligence Organisation (Australia's M15). In the end, the CIA sent a telegram to Australian intelligence which declared that if 
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' t h i s p r o b l e m ' c o u l d n o t b e ' s o l v e d ' , i t c o u l d n o t ' s ee h o w o u r m u t u a l l y 
b e n e f i c i a l r e l a t i o n s h i p s a r e g o i n g t o c o n t i n u e . ' T h e p r o b l e m w a s p r o m p t l y 
s o l v e d w h e n t h e G o v e r n o r G e n e r a l s u d d e n l y c h o s e t o r e l i e v e W h i t l a m o f 
h i s p o s t . 

I t i s d i f f i c u l t f o r o b v i o u s r e a s o n s t o find o u t w h e t h e r s i m i l a r b a t t l e s a r e 
w a g e d b e h i n d W h i t e h a l l ' s l a c e c u r t a i n s . W e k n o w , a t l e a s t , a b o u t t h e 
b u g g i n g o f H a r o l d W i l s o n ' s o f f i c e s a t D o w n i n g S t r e e t a n d i n t h e H o u s e o f 
C o m m o n s , r e v e a l e d i n 1 9 7 8 . T h i s w a s d o n e n o t b y M 1 5 b u t b y a s p e c i a l 
e l e c t r o n i c s u n i t r u n b y G C H Q , a c c o r d i n g t o C h a p m a n P i n c h e r . J a m e s 
C a l l a g h a n d e n i e d t h e a l l e g a t i o n , b u t o f c o u r s e t h e first c r e d e n t i a l o f a n y 
s u c h u n d e r c o v e r a c t i v i t y i s t h a t i t c a n b e d e n i e d a t t h e h i g h e s t l e v e l . G C H Q 
is r e s p o n s i b l e f o r p r o v i d i n g t h e P r i m e M i n i s t e r w i t h s e c u r e c o m m u n i c a t i o n s 
a n d p r o t e c t i o n f r o m b u g g i n g b y t h e ' e n e m y ' : i t t h e r e f o r e h a s p e r f e c t a c c e s s , 
s h o u l d i t w a n t t o d o a n y m o n i t o r i n g i t s e l f . W h e n C a l l a g h a n m a d e h i s d e n i a l , 
h i s b r i e f w a s p r e p a r e d b y t h e t h e n c o o r d i n a t o r o f i n t e l l i g e n c e i n t h e C a b i n e t 
O f f i c e , S i r L e o n a r d H o o p e r . S i r L e o n a r d i s a f o r m e r d i r e c t o r o f G C H Q , 
w h e r e h e h a d w o r k e d f o r 3 2 y e a r s . 

N o t o n l y h a s S i g i n t p h e n o m e n a l l y i n c r e a s e d t h e e x t e n t o f i t s a c t i v i t i e s 
s ince t h e w a r ; i t h a s a l s o c h a n g e d i n c h a r a c t e r . I t s p r i o r i t i e s h a v e s h i f t e d 
a w a y f r o m u r g e n t l y n e e d e d m i l i t a r y i n t e l l i g e n c e a n d t e c h n o l o g i c a l i n ­
n o v a t i o n s h a v e m a d e s o m e t a s k s i m p o s s i b l e . F o r i n s t a n c e , t h e m a j o r c o d e s 
o f t h e S o v i e t U n i o n a r e n o w , l i k e t h o s e o f t h e U S a n d t h e U K , l a r g e l y 
u n c r a c k a b l e a n d e v e n a n a l y s i s o f t r a f f i c l e v e l s ( t h e v a r y i n g v o l u m e o f 
c o m m u n i c a t i o n s ) c a n b e u m - e v e a l i n g . F o r m e r C I A d i r e c t o r W i l l i a m C o l b y 
a d m i t t e d t o t h e C h u r c h C o m m i t t e e t h a t m o s t o f N S A ' s m a j o r s u c c e s s e s 
h a v e b e e n o b t a i n e d n o t b y d i l i g e n t t e c h n i c a l b r e a k t h r o u g h s , b u t b y t h e t h e f l 
o f c o d e b o o k s a n d ' k e y s ' f r o m e m b a s s i e s a r o u n d t h e w o r l d : t h e s a m e i s 
p r e s u m a b l y t r u e o f G C H Q . 

T h e s h e e r v o l u m e o f i n f o r m a t i o n c a n i n h i b i t S i g i n t ' s e f f e c t i v e n e s s , as t h e 
P i k e C o m m i t t e e o f t h e U S H o u s e o f R e p r e s e n t a t i v e s r e c o g n i s e d i n J a n u a r y 
1 9 7 6 . C o m m e n t i n g o n t h e f a i l u r e o f t h e i n t e l l i g e n c e c o m m u n i t y t o p r e d i c t 
t h e 1 9 7 5 M i d d l e E a s t w a r , t h e C o m m i t t e e s a i d : ' N S A i n t e r c e p t s o f 
E g y p t i a n - S y r i a n w a r p r e p a r a t i o n s w e r e s o v o l u m i n o u s - h u n d r e d s o f 
r e p o r t s e a c h w e e k - t h a t f e w a n a l y s t s h a d t i m e t o d i g e s t m o r e t h a n a s m a l l 
p o r t i o n . C o s t l y i n t e r c e p t s h a d s c a n t i m p a c t o n i n t e l l i g e n c e e s t i m a t e s . ' 
S o m e o f t h e m o r e h i g h l y c l a s s i f i e d m a t e r i a l t o o k s o l o n g t o b e d i s t r i b u t e d 
t h a t t h e w a r h a d b r o k e n o u t b e f o r e t h e r e l e v a n t m e s s a g e s w e r e r e a d . S i m i l a r 
d i f f i c u l t i e s h a v e a t t e n d e d o t h e r e v e n t s i n t h e M i d d l e E a s t a n d E a s t e r n 
M e d i t e r r a n e a n . 

A m i d m o u n t i n g t e c h n i c a l o b s t a c l e s , S i g i n t h a s s h i f t e d i t s a i m t o w a r d s 
w e a k e r t a r g e t s : t h i r d w o r l d g o v e r n m e n t s , d i s s i d e n t c i v i l i a n n a t i o n a l s , 
e c o n o m i c i n t e l l i g e n c e a n d l o w g r a d e c o m m u n i c a t i o n s f r o m t h e m a j o r 
p o w e r s . I n The Secret State, R i c h a r d H a l l r e p r o d u c e d a 1 9 7 5 S i g i n t r e p o r t 
o n w o r l d o i l p r i c e s : i t w a s p o r t e n t o u s l y m a r k e d w i t h t h e r e q u i r e d i n ­
t e r n a t i o n a l d e s i g n a t i o n s ( C O D E W O R D m a t e r i a l . . . T O P S E C R E T 
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U M B R A ) , b u t t h e i n f o r m a t i o n i t c o n t a i n e d c o u l d e a s i l y h a v e b e e n l i f t e d 
f r o m t h e pages o f t h e Financial Times. 

C o s t l y a n d u n - a c c o u n t a b l e 
T h e c o s t o f S i g i n t i s e n o r m o u s . G C H Q ' s t o t a l a n n u a l b u d g e t m u s t b e w e l l 
o v e r £200m — w h i c h m a k e s p u b l i c a c c o u n t a b i l i t y i m p e r a t i v e . W h y d o e s 
G C H Q m a i n t a i n a c o s t l y p o s t i n H o n g K o n g ? W h a t i s i t s i m p o r t a n c e t o 
c u r r e n t B r i t i s h s t r a t e g y ? D o e s i t b r i n g i n u s e f u l e x c h a n g e c o m m o d i t i e s f r o m 
t h e U n i t e d S t a t e s ? I f s o , w h a t a r e t h e s e , a n d w h a t e x a c t l y d o e s t h e s m a l l 
p r i n t o f t h e d e a l s a y ? I s t h i s t h e b e s t w a y t o a l l o c a t e s c a r c e r e s o u r c e s ? I f 
£200m i s c o m m i t t e d t o d e f e n c e , w o u l d i t p e r h a p s b e b e t t e r s p e n t - a t l e a s t i n 
p a r t - o n t a n k s o r f r o n t l i n e a i r c r a f t ? 

I n v i e w o f t h e e n o r m o u s b u d g e t , t h e r e i s a l s o a c a s e f o r c o n c e r n a b o u t 
c o m m e r c i a l c o m p a n i e s ' i n v o l v e m e n t w i t h G C H Q . R a c a l e n j o y s a p a r ­
t i c u l a r l y f a v o u r e d r e l a t i o n s h i p a m o n g c o m m u n i c a t i o n s m a n u f a c t u r e r s . 
L a r g e o r d e r s f o r a b a s i c S i g i n t s u r v e i l l a n c e r e c e i v e r , t h e R a c a l R A 1 7 , w e r e 
p l a c e d i n t h e l a t e 1 9 5 0 s a t a c r i t i c a l t i m e i n t h e c o m p a n y ' s d e v e l o p m e n t . A 
s p e c i a l s u b s i d i a r y w a s s e t u p t o m a k e s u r v e i l l a n c e e q u i p m e n t f o r G C H Q ; 
i t s m a n a g e r s a n d s a l e s m e n i n c l u d e f o r m e r G C H Q a n d M o D c i v i l s e r v a n t s . 

T h e s e c r e t w o r l d m a i n t a i n s t h a t i t c a n n o t m a k e i t s e l f i n a n y w a y 
p u b l i c l y a c c o u n t a b l e b e c a u s e t h a t w o u l d t h r e a t e n t h e ' n a t i o n a l i n t e r e s t ' . 
B u t d e t a i l s o f t h e S i g i n t p a c t h a v e b e e n w e l l k n o w n i n t e r n a t i o n a l l y s i n c e 
1 9 6 0 . T h a t w a s t h e y e a r i n w h i c h t w o N S A d e f e c t o r s r e v e a l e d a t a M o s c o w 
p re s s c o n f e r e n c e a f u l l a c c o u n t o f G C H Q - N S A l i n k u p a n d i t s r a m i ­
f i c a t i o n s . F o r g o o d m e a s u r e , t h e y p r o d u c e d a l i s t o f s o m e o f t h e 4 0 
c o u n t r i e s w h o s e c o d e s N S A w a s t h e n s u c c e s s f u l l y c r a c k i n g . S o m e c h a n g e d 
t h e i r c o d e s as a r e s u l t , b u t m a n y d i d n o t - p e r h a p s b e c a u s e t h e y f e l t t h e y h a d 
t o o m u c h i n v e s t e d i n t h e c u r r e n t c o d e , o r b e c a u s e t h e y t o o k t h e v i e w t h a t 
n o t h i n g w a s h u r t e x c e p t t h e i r p r i d e as l o n g as o n l y t h e m a j o r p o w e r s w e r e 
r e a d i n g t h e i r m e s s a g e s , n o t t h e i r n e i g h b o u r s . 

G C H Q h a s h a d i t s o w n d e f e c t o r s , b u t h a s k e p t s i l e n t a b o u t t h e m . 
T h e r e h a v e b e e n a t l e a s t t w o . A n I n t e l l i g e n c e C o r p s c o r p o r a l w o r k i n g i n 
S i g i n t a t t h e 1 3 t h S i g n a l s R e g i m e n t i n W e s t B e r l i n c r o s s e d t h e B e r l i n W a l l 
i n J u l y 1 9 6 3 a n d s t a y e d i n E a s t G e r m a n y ; a n d i n S e p t e m b e r 1 9 6 8 , a C h i e f 
T e c h n i c i a n w o r k i n g a t t h e R A F S i g i n t c e n t r e i n D i g b y , L i n c o l n s h i r e w a s 
a r r e s t e d a f t e r p a s s i n g s e c r e t i n f o r m a t i o n t o S o v i e t a g e n t s . O n e o f h i s 
o f f e n c e s , f o r w h i c h h e i s s t i l l i n p r i s o n , w a s r e v e a l i n g t h a t G C H Q h a d 
f o l l o w e d S o v i e t r a d i o c a l l s i g n s f o r m o r e t h a n 2 0 y e a r s , u s i n g c a p t u r e d 
w a r t i m e d o c u m e n t s . 

T h e S i g i n t c o m m u n i t y c l i n g s t o s e c r e c y b e c a u s e i t s p o w e r d e p e n d s 
u p o n i t . T h e a r g u m e n t s i t u se s i n s e l f - j u s t i f i c a t i o n w e r e w e l l a i r e d a t t h e 
O f f i c i a l S e c r e t s t r i a l i n 1 9 7 8 : a l l i e s m u s t b e s p i e d u p o n b e c a u s e o n e d a y 
t h e y m i g h t b e c o m e e n e m i e s ; c o u n t r i e s w h i c h s e e m r e m o t e n o w m u s t 
n e v e r t h e l e s s b e m o n i t o r e d b e c a u s e t h e y m i g h t o n e d a y b e c o m e p a r t o f a 
l a r g e r c o n f l i c t ; i n f o r m a t i o n a b o u t s i g n a l s i n t e l l i g e n c e a n d c r y p t o g r a p h y 
m u s t b e t i g h t l y r e s t r i c t e d s o as n o t t o a l e r t t a r g e t s t o t h e d a n g e r s o f 
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i n t e r c e p t i o n ; t r u e , s o m e c o u n t r i e s k n o w t h e y a r e b e i n g m o n i t o r e d , b u t i t i s 
e s s e n t i a l t h e y s h o u l d n o t k n o w t h e l e v e l o f s o p h i s t i c a t i o n o f t h e m o n i t o r i n g . 

T h e f u n d a m e n t a l e f f e c t o f t h i s p o l i c y i s t o i n h i b i t a n y s c i e n t i f i c 
a d v a n c e w h i c h i s n o t d i r e c t l y c o n t r o l l e d b y t h e i n d o c t r i n a t e d . T h e y a r e 
t h r e a t e n e d a t p r e s e n t b y t w o d e v e l o p m e n t s : b y t h e i n t r o d u c t i o n o f m i c r o ­
e l e c t r o n i c s w h i c h c a n m a k e e v e n e x p e n s i v e c y p h e r i n g s y s t e m s u n c r a c k a b l e 
e x c e p t t h r o u g h d i s p r o p o r t i o n a t e e f f o r t ; a n d b y a n e w f o r m o f c 3 T 3 h e r s y s t e m 
w h i c h r e m o v e s t h e n e e d f o r s e c r e t d i s t r i b u t i o n o f c o d e ' k e y s ' , t h u s o p e n i n g 
t h e d o o r t o m u c h w i d e r p u b l i c u s e o f s e c r e t c o m m u n i c a t i o n . E v e n i n t h e 
e a r l y d a y s , N S A a n d G C H Q w e r e d e t e r m i n e d t o c l a s s i f y a n d r e s t r i c t 
i n f o r m a t i o n w h i c h h a d p r e v i o u s l y b e e n a v a i l a b l e , i n o r d e r t o e s t a b l i s h a 
m o n o p o l y . T o d a y , N S A a n d i t s p a r t n e r s a r e f i g h t i n g a f u r i o u s b a t t l e t o 
c o n t r o l t h e b l o s s o m i n g p u b l i c i n t e r e s t i n c r y p t o g r a p h y . T h e y h a v e a t ­
t e m p t e d t o s t o p p u b l i c a t i o n o f s c i e n t i f i c p a p e r s b y i n d e p e n d e n t r e s e a r c h e r s ; 
t h e y h a v e t r i e d t o i n t e r f e r e i n t h e a l l o c a t i o n o f g r a n t s . N S A h a s s u c c e e d e d i n 
h a v i n g t h e first U S p u b l i c l y s t a n d a r d i s e d c r y p t o g r a p h i c s y s t e m a d j u s t e d t o 
i t s s p e c i f i c a t i o n - w h i c h p r o b a b l y m e a n s i t c a n n o w c r a c k i t . B o t h N S A a n d 
G C H Q p r o h i b i t t h e e x p o r t o f c r y p t o g r a p h i c e q u i p m e n t u n l e s s t h e m a n u ­
f a c t u r e r h a n d s o v e r c o m p l e t e p l a n s . 

T h e U K U S A p a c t , w i t h i t s g o a l o f W A S P g l o b a l s u r v e i l l a n c e s e e m s 
i n r e t r o s p e c t t o r e f l e c t a p o s t w a r d e s i g n f o r U S h e g e m o n y . Y e t S i g i n t h a s 
m a i n t a i n e d t h a t g o a l a n d p r o t e c t e d i t f r o m c h a n g i n g p u b l i c o p i n i o n . W h y ? 
I n t h e c o u r s e o f h i s i n v e s t i g a t i o n s i n t h e U S C o n g r e s s , F r a n k C h u r c h 
c o m m e n t e d t h a t N S A ' s t e c h n o l o g y ' a t a n y t i m e c o u l d b e t u r n e d a r o u n d o n 
t h e A m e r i c a n p e o p l e . . . t h e c a p a c i t y i s t h e r e t o m a k e t y r a i m y t o t a l ' . I f t h a t 
i s t h e d i r e c t i o n i n w h i c h N S A i s h e a d i n g , i t s C h e l t e n h a m p o o d l e s c a n n o t b e 
f a r b e h i n d . 

First published 2 F e b r u a r y 1 9 7 9 . 



CHAPTER TWO 

The Phone Tappers Exposed 
(with Nick Anning) 

The cover of this booklet portrays the man who runs a highly-secretive Post Office installation in Chelsea. This is the government's phone-tapping centre — the scope of its operations is much larger than Parliament has ever been told. 
Chelsea home of 'Tinkerbell' 
Britain's national telephone-tapping service operates from a building 
concealed behind the Industrial Tribunals Central Office at 93 Ebury 
Bridge Road, S W l Just opposite Chelsea Barracks. This is the organisation 
which is known in police lore as 'Tinkerbell'. Here thousands of telephone 
lines up and down the country are monitored every year, and the results 
supplied to the spy 'customers' - chiefly M l 5 , Scotland Yard's Special 
Branch, and the C11 squad. 

'Tinkerbeir can be identified in the first place simply because this 
large facility appears only in ghostly form in the Post Office's official 
records and directories. Most Post Office activities, naturally, are publicly 
listed in some detail, together with accounts of their work and the 
responsibilities of their staff. But 'Tinkerbell' appears only as the Equip­
ment Development Division of the PO Operational Programming Depart­
ment, OPS. Its address is given as Telecommunications Headquarters, in 
the City, but there are no facilities there except a dropping-point for mail. It 
also has a City phone number, 432 4132. Operations, however, clearly 
centre on the building at Ebury Bridge Road, which is sealed-off through a 
mews: there is a small plaque bearing the letters 'PO/THQ/OPD/EDD' . 

The centre has been in use for almost ten years, and according to local 
planning records it is a 'computer centre'. Ordinary PO staff are not allowed 
into the centre, which has permanently-locked doors. Its windows, over­
looked by a block of Peabody Trust flats, are covered by opaque white 
curtains, never parted. Observation shows that it is staffed 24 hours a day: 
local residents are accustomed to the lights burning all night, and to frequent 
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The national phone tapping centre at 93 Ebury Bridge Road, S W 1 . 

s e c u r i t y a l a r m s . S h i f t s o f w o r k e r s - a g o o d m a n y o f w h o m a p p e a r t o b e 
f e m a l e t e l e p h o n e s u p e r v i s o r s - c o m e a n d g o d u r i n g t h e s m a l l h o u r s . 

T h e P o s t O f f i c e o f c o u r s e h a s f a c i l i t i e s i n m a n y p a r t s o f t h e c o u n t r y , 
w h i c h a r e e m p l o y e d i n d e v e l o p i n g n e w e q u i p m e n t o f v a r i o u s k i n d s . T h e y 
a r e f o r t h e m o s t p a r t p u b l i c l y i d e n t i f i e d , a n d d o n o t w o r k a r o u n d t h e c l o c k . 
( E l s e w h e r e , o f c o u r s e , t h e P o s t O f f i c e a l s o h a s s u b s t a n t i a l a n d w e l l - k n o w n 
c o m p u t e r c e n t r e s . ) ' T i n k e r b e l l ' a p p e a r s t o a c t as h e a d q u a r t e r s f o r t h e t e a m s 
o f s e l e c t e d P O e n g i n e e r s w h o v i s i t t e l e p h o n e e x c h a n g e s t o i n s t a l t a p s . T h e s e 
m e n f r e q u e n t i y t r a v e l i n s t a n d a r d P O v a n s , w h i c h a r e s a i d b y o t h e r e n g i n e e r s 
t o b e s o m e t h i n g o f a ' g i v e a w a y ' s i n c e t h e y a r e j u s t l a b e l l e d ' P o s t O f f i c e 
T e l e p h o n e s ' , a n d d o n o t h a v e t h e u s u a l w o r d s s a y i n g w h i c h t e l e p h o n e 
M a n a g e r i s r e s p o n s i b l e f o r t h e m . U n i o n o f f i c i a l s h a v e s e e n P o s t O f f i c e 
d o c u m e n t s w h i c h s u g g e s t t h a t a t l e a s t 1 2 5 s t a f f i n t h e h i g h l y - p a i d E x e c u t i v e 
E n g i n e e r i n g g r a d e s ( e q u i v a l e n t t o f a i r l y s e n i o r - l e v e l a d m i n i s t r a t i v e o f f i c e r s 
i n t h e C i v i l S e r v i c e ) a r e e m p l o y e d i n O P 5 . T h e r e c e n t h i v i n g - o f f o f B r i t i s h 
T e l e c o m m u n i c a t i o n s f r o m t h e P o s t O f f i c e h a s n o t a f f e c t e d t h e t a p p e r s : t h e y 
h a v e m e r e l y c h a n g e d t h e i r n a m e f r o m O P 5 t o E S 4 , a n d a d o p t e d a n e w t i t l e : 
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'Equipment Development Policy Division'. The secretive nature of OP5 is 
confirmed by the sparseness of its entry in the Post Office central staff 
directory — which normally runs to quite elaborate accounts of each official's 
function. Its Director — and by implication the chief phone-tapper — is Mr 
Philip R. F. Harris, who lives in St Albans. His predecessor, Mr. A. E. 
Harvey of Chislehurst, retired in 1980 with a CBE. 

When we approached Mr Harris at his home, he would only confirm 
that he is employed by the Post Office. When it was put to him that he was in 
charge of phone-tapping, he refused to make any comment. 
Cottage industry to big business 
In addition to what can be deduced from Post Office records, from 
observation and from background knowledge about the 'state of the art' in 
telecommunications surveillance, there is some information available from 
employees and ex-employees of the Post Office (although it is unlikely that 
any will identify themselves, in the absence of a full-scale public inquiry). 
This helps to chart the rise of the phone-tapping business from something of 
a cottage industry in the fifties - when the last attempt was made at 
systematic scrutiny through the Birkett report - to the extensive, high-
technology system which exists today. 

An employee who has worked in the phone-tapping operation says 
that the Ebury Road system was planned during the late sixties. Facilities 
then being proposed would have the capacity to tap 1,000 lines simul­
taneously . We put this to ex-Inspector Dick Lee, who headed the Operation 
Julie drugs investigation, and used phone-tapping extensively in the work. 
He said the estimate 'doesn't surprise me - with the technology that's 
available'. He confirmed that all telephone tapping was centralised at a 
facility in London, which he has visited. 

Interviews with ex-Post Office employees, crosschecked with ac­
counts of police investigations, suggest that less than 100 of Tinkerbell's 
lines are available for police inquiries into serious crime, with the remainder 
being devoted to the secret services. To judge by Dick Lee's recollections, 
the facilities available to the police remain fairly cumbersome. Long hours 
of listening to tapes, and sorting out trivial from important traffic, can make 
the process very labour-intensive. In the past, the necessity of employing 
many people, fulltime, to sort out the calls made, for example, to relatives 
from the calls made to the shopsteward's committee has always been a 
restriction on the extent of phone-tapping. 

Our inquiries suggest that some of the facilities available at Ebury 
Bridge Road - though not necessarily ones which are available to the police 
- go far beyond this difficulty. Computerised retrieval systems enable 
particular connections to be automatically logged, so that a 'target' 
subscriber's calls need only be transcribed when he or she makes a call to 
some destination likely to be interesting. It is also suggested that advanced 
machine-transcription systems are becoming available, so that results of 
phone-taps can be made swiftly and easily available to 'customers'. In 
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Left: Phil Harris, Head of the Post Office Equipment Development 
Division, which taps phones. Right: Brinley J o n e s , Controller of 
the Post Office Investigation Division, which opens mail. 

s h o r t , c e n t r a l i s a t i o n a n d t e c h n o l o g i c a l r a t i o n a l i s a t i o n d r a s t i c a l l y l o w e r s t h e 
m a r g i n a l c o s t o f p h o n e - t a p p i n g . T h e e q u i p m e n t a t E b u r y B r i d g e R o a d w a s 
d e s i g n e d b y G C H Q , t h e g o v e r n m e n t ' s c o d e - a n d - c y p h e r c e n t r e a t C h e l ­
t e n h a m . T h i s h a s access t o t h e l a t e s t U S k n o w - h o w , i n c l u d i n g c o m p u t e r ­
i s e d v o i c e r e c o g n i t i o n t e c h n i q u e s . A c c o r d i n g t o o n e t a p p i n g c e n t r e 
e m p l o y e e , v o i c e - r e c o g n i t i o n o p e r a t i o n s h a v e r e a c h e d a n a d v a n c e d s t a g e -
g i v e n t h e a v a i l a b i l i t y o f g o o d - q u a l i t y l i n e s - a n d b y 1 9 7 8 s p e e c h o n m a n y 
l i n e s c o u l d b e t r a n s c r i b e d a u t o m a t i c a l l y a n d p r i n t e d - o u t a l m o s t ' o n 
d e m a n d ' . T h e c e n t r e a p p a r e n t l y h a s d i r e c t l i n k s t o G C H Q , t o M 1 5 a t 
C e n t u r y H o u s e , t h r o u g h w h i c h r e c o r d e d c a l l s c a n b e r e p l a y e d o n r e q u e s t . 

T h e r e h a v e b e e n t w o m a j o r b o o m s i n p h o n e - t a p p i n g i n t h e l a s t 2 0 
y e a r s . T h e first c a m e i n t h e l a t e fifties, w h e n o p e r a t i o n s w e r e c e n t r a l i s e d i n 
L o n d o n i n s t e a d o f b e i n g d o n e a d - h o c t h r o u g h l o c a l e x c h a n g e s . T h e m a j o r 
L x ) n d o n c e n t r e w a s c l o s e t o V a u x h a l l B r i d g e R o a d , S W l , b e h i n d t h e 
p r e s e n t M 1 6 ' L o n d o n S t a t i o n ' a t N o . 6 0 . T h a t o f f i c e h a d a c a p a c i t y o f 3 0 0 
l i n e s b y t h e m i d - s i x t i e s . S i n c e t h e r e w e r e t h r e e o r f o u r o t h e r c e n t r e s i n u s e , 
a n d t h e 1 9 5 6 l e v e l o f o p e r a t i o n w a s d e s c r i b e d i n t h e B i r k e t t r e p o r t o f 1 9 5 7 
as n o m o r e t h a n 1 5 9 t a p s in an entireyear, a m a s s i v e e x p a n s i o n h a d a l r e a d y 
t a k e n p l a c e . 

A t r a i n i n g c e n t r e f o r t a p p i n g w a s e s t a b l i s h e d i n a n o f f i c e i n P e t t y 
F r a n c e , S W l ( s i n c e d e m o l i s h e d t o m a k e w a y f o r t h e n e w H o m e O f f i c e 
H Q ) . A s m a l l a m o u n t o f p o l i c e t a p p i n g w a s d o n e t h e r e . B y t h e l a t e s i x t i e s , 
t h o u g h , t h e o b s o l e s c e n c e a n d i n c o m p a t i b i l i t y o f s o m e o f t h e e q u i p m e n t 
p r o d u c e d a d e s i r e t o b r i n g n e w s y s t e m s t o g e t h e r u n d e r o n e r o o f : t h e r e s u l t 
w a s E b u r y B r i d g e R o a d . 

A n a t i o n a l n e t w o r k o f t a p p i n g c o n n e c t i o n s c o v e r s t h e e n t i r e c o u n t r y , 
w i t h 1 2 l i n e s a t l e a s t u s u a l l y c o n n e c t e d t o e v e r y ' g r o u p ' e x c h a n g e i n m a j o r 
c i t i e s . T o p r e v e n t o r d i n a r y P o s t O f f i c e e n g i n e e r s r e c o g n i s i n g t h i s s y s t e m 
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a n d i t s p u r p o s e , t h e l i n e s a r e i n c l u d e d i n t h e D e f e n c e C o m m u n i c a t i o n s 
N e t w o r k , w h i c h i s i n s t a l l e d f o r m i l i t a r y c o m m u n i c a t i o n s . I t r u n s t h r o u g h 
o r d i n a r y P o s t O f f i c e f a c i l i t i e s , b u t d e t a i l s o f i t s o p e r a t i o n s a r e s e c r e t . 

T h e p h o n e t a p p e r s a r e a w a r e t h a t t h e y a r e n o t p o p u l a r w i t h t h e 
o r d i n a r y e n g i n e e r s . T h e y n o r m a l l y a t t a c h t h e i r t a p s o u t s i d e o f i c e h o u r s , 
g a i n i n g access t o e x c h a n g e s w i t h s p e c i a l k e y s . S o m e t i m e s t h e i r t a p p i n g 
c o n n e c t i o n s — w h i c h a r e o f t e n r e c o g n i s a b l e t o e x c h a n g e e n g i n e e r s — 
h a v e b e e n r e m o v e d b y o t h e r s t a f f . I t i s s a i d t h a t s o m e y e a r s a g o a t a p p e r w h o 
w a s m a k i n g a n u r g e n t c o n n e c t i o n t o a u n i o n l i n e d u r i n g a s t r i k e f o u n d 
h i m s e l f s u r r o u n d e d b y e x c h a n g e e m p l o y e e s w h o r e g a l e d h i m w i t h a c h o r u s 
of Land of Hope and Glory ( M o t h e r o f t h e F r e e ! ) . T h e r e i s n o s u g g e s t i o n 
t h a t w a r r a n t e d p o l i c e t a p s , t a r g e t e d a g a i n s t s e r i o u s c r i m e , h a v e b e e n 
i n t e r f e r e d w i t h . 

Tapping the Grunwick strikers, and others 
R o u g h l y 9 0 p e o p l e c o m e t o w o r k e a c h m o r n i n g a t E b u r y B r i d g e R o a d . T h e y 
i n c l u d e t e c h n i c i a n s a n d r e p r e s e n t a t i v e s o f ' c u s t o m e r ' d e p a r t m e n t s . M a n y 
o f t h e s h i f t w o r k e r s w h o o p e r a t e t h e t a p p i n g s e r v i c e s a r e w o m e n , a n d a p p e a r 
t o b e r e c r u i t e d f r o m s t a f f i n ' S e r v i c e O b s e r v a t i o n s ' - a m o r e l e g i t i m a t e i f 
o b j e c t i o n a b l e s y s t e m o f r a n d o m t a p p i n g w h i c h i s d e s i g n e d t o m o n i t o r a n d 
m e a s u r e t h e n o r m a l w o r k i n g s o f t h e p h o n e s y s t e m . 

C a l l s r e a c h i n g t h e c e n t r e f r o m t a p p e d l i n e s a r e p a s s e d v i a a c o m p u t e r 
t o m u l t i - c h a n n e l t a p e r e c o r d e r s a n d s t o r a g e d i s c s : o n e r e c o r d e r c a n d e a l 
w i t h 3 6 o r m o r e l i n e s ( p e r h a p s u p t o 1 0 0 ) , a c c o r d i n g t o f r e q u e n c y o f u s e . A 
c e n t r a l r e g i s t e r o f a l l t e l e p h o n e n u m b e r s i n t h e c o u n t r y , t o g e t h e r w i t h t h e 
n a m e s a n d a d d r e s s e s , i s a v a i l a b l e : t o g e t h e r w i t h c o m p u t e r i s e d f a c i l i t i e s f o r 
' s c a n n i n g ' c o n n e c t i o n s , a s e t - u p o f t h i s k i n d c a n p r o v i d e , c h e a p l y a n d 
e a s i l y , s u r v e i l l a n c e - p o w e r o n a s c a l e L o r d B i r k e t t n e v e r d r e a m e d o f . 

M i l i t a r y i n t e l l i g e n c e a p p e a r s t o b e t h e o n l y a g e n c y s t i l l r u n n i n g a 
s e p a r a t e c e n t r e ( m a n y I n t e l l i g e n c e C o r p s p e r s o n n e l w e r e t r a i n e d i n t a p p i n g 
t e c h n i q u e s d u r i n g t h e s i x t i e s , a n d o p e r a t e d o n c i v i l i a n t e l e p h o n e s i n C y p r u s 
a n d i n G e r m a n y ) . T h e A r m y n o w r u n s a l i s t e n i n g p o s t , c o m p a r a b l e t o t h e 
C h e l s e a i n s t a l l a t i o n , o n t h e t o p f l o o r o f C h u r c h i l l H o u s e , a P o s t O f f i c e 
b u i l d i n g i n B e l f a s t : w e h a v e n o s p e c i f i c i n f o r m a t i o n a b o u t a n y p o s s i b l e 
A r m y t a p p i n g o p e r a t i o n s o n t h e m a i n l a n d . 

O n e P o s t O f f i c e e n g i n e e r d e s c r i b e d t o u s a ca se o f p o l i t i c a l t a p p i n g i n 
1 9 7 8 . D u r i n g t h e G r u n w i c k s t r i k e , a t a p w a s a t t a c h e d t o a t e l e p h o n e u s e d 
b y t h e s t r i k e c o m m i t t e e i n t h e B r e n t T r a d e s C o u n c i l o f f i c e s i n W i l l e s d e n 
L a n e . T h i s r a n t h r o u g h H a r l e s d e n e x c h a n g e : o n e l o c a l e n g i n e e r t r i e d t o 
d i s c o n n e c t i t , b u t e n g i n e e r s f r o m t h e s p e c i a l t e a m r a p i d l y r e - i n s t a l l e d i t . A t 
t h e s a m e t i m e , S p e c i a l B r a n c h o f f i c e r s s e t u p s u r v e i l l a n c e o f t h e T r a d e s 
C o i m c i l o f f i c e s f r o m h i r e d r o o m s i n a n e a r b y p u b : l o n g - r a n g e m i c r o p h o n e s 
w e r e u s e d i n a n a t t e m p t t o m o n i t o r c o n v e r s a t i o n s t h r o u g h w i n d o w s . 

H o m e a n d o f f i c e n u m b e r s o f u n i o n l e a d e r s a n d o t h e r s i n v o l v e d i n 
m a j o r i n d u s t r i a l d i s p u t e s a r e f r e q u e n t l y , e v e n r o u t i n e l y , t a p p e d : M l 5 
a p p e a r t o t a k e t h e v i e w t h a t m i n i s t e r s h a v e n o ' n e e d t o k n o w ' a b o u t t h e 
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d e t a i l s o f s u r v e i l l a n c e o p e r a t i o n s . A c c o r d i n g t o t h e t a p p i n g - c e n t r e e m ­
p l o y e e w h o g a v e u s s o m e o f t h e m o s t d e t a i l e d i n f o r m a t i o n , t h e r e w a s n o 
M P ' s t e l e p h o n e b e i n g t a p p e d d u r i n g t h e S i x t i e s . T h u s , t h e a s s u r a n c e s g i v e n 
b y H a r o l d W i l s o n i n 1 9 6 4 a p p e a r t o h a v e b e e n h o n o u r e d . 

B u t i t i s h a r d t o f e e l r e a l c o n f i d e n c e i n a n y o f t h e i n f o r m a l ' s a f e g u a r d s ' 
w h i c h a r e s u p p o s e d t o e x i s t . O n l y t h e p o l i c e , w e w e r e t o l d , s t i c k t o t h e 
p r o c e d u r e o f o b t a i n i n g a w a r r a n t b e f o r e p l a c i n g a t a p : t h e s e c r e t a g e n c i e s 
h a v e a carte blanche. T h e i r a c t i v i t i e s m a y b e c o v e r e d b y a g e n e r a l w a r r a n t , 
w h i c h c o u n t s o n l y as ' o n e ' i n a c c o u n t s g i v e n t o m i n i s t e r s , e v e n t h o u g h 
h u n d r e d s o f l i n e s m a y b e i n v o l v e d . ( C e r t a i n l y , G C H Q h a s a s i n g l e g e n e r a l 
w a r r a n t a l l o w i n g a l l o v e r s e a s t e l e g r a m s a n d c a b l e s t o b e i n t e r c e p t e d a t 
w i l l . ) W a r r a n t s , w h e n t h e y a r e o b t a i n e d , a r e h a n d l e d b y t h e P o l i c e 
D e p a r t m e n t o f t h e H o m e O f f i c e ; t h e H o m e S e c r e t a r y ' s s i g n a t u r e i s 
o b t a i n e d w i t h l i t t l e d i f f i c u l t y a n d l i t t l e e x p l a n a t i o n . E v e n t h o u g h e x -
I n s p e c t o r L e e m a d e e x t e n s i v e a n d h i g h l y s u c c e s s f u l u s e o f p h o n e - t a p s i n 
O p e r a t i o n J u l i e , h e d e p l o r e d t h e r i s k s o f a b u s e i n t h e p r e s e n t a r r a n g e m e n t s . 
' I t ' s a n e x e c u t i v e d e c i s i o n - t h e r e ' s a b s o l u t e l y n o a c c o u n t a b i l i t y ' , h e s a i d t o 
u s . 

Threats from technology 
I f t a p p i n g u s e d t o b e k e p t w i t h i n b o i m d s , t h i s p r o b a b l y h a d m o r e t o d o w i t h 
p r o b l e m s o f t e c h n o l o g y a n d m a n p o w e r t h a n w i t h a n y s t r u c t u r e o f l e g a l 
c o n t r o l . B u t t h e t e c h n o l o g i c a l c h a n g e s w h i c h u p s e t t h e b a l a n c e a r e o n l y j u s t 
b e g i n n i n g . 

A n e w g e n e r a t i o n o f B r i t i s h t e l e p h o n e e x c h a n g e s , k n o w n as ' S y s t e m 
X ' , i s a b o u t t o c o m e i n t o s e r v i c e . T h i s , i f n o t r e g u l a t e d , c a n b e t u r n e d i n t o a 
t o o l o f m a s s - s u r v e i l l a n c e f a r m o r e r e a d i l y t h a n o u r p r e s e n t c u m b e r s o m e 
e l e c t r o - m e c h a n i c a l e x c h a n g e s - a n d t h e r e i s a n o t h e r s h r o u d e d d e p a r t m e n t 
o f t h e P o s t O f f i c e w h i c h a p p e a r s t o b e w o r k i n g o n j u s t t h a t p r o j e c t . 

I n t o d a y ' s e x c h a n g e s , l a r g e c a b l e s e n t e r f r o m t h e s t r e e t , s p r a y o u t 
o n t o d i s t r i b u t i o n f r a m e s a n d a r e c o n n e c t e d t o l o n g r a c k s o f s w i t c h i n g 
e q u i p m e n t . E v e r y t h i n g i s h i g h l y v i s i b l e , a n d c o m p r e h e n s i b l e e v e n t o 
u n i n s t r u c t e d e y e s . 

E v e r y a s p e c t o f S y s t e m X ' s o p e r a t i o n w i l l b e c o n c e a l e d i n s i d e 
m i n i a t u r e e l e c t r o n i c d e v i c e s . I t s o v e r a l l o p e r a t i o n s w i l l b e c o n t r o l l e d b y 
i n a c c e s s i b l e c o m p u t e r s , t h e m s e l v e s s u b o r d i n a t e t o r e g i o n a l c o n t r o l c e n t r e s . 
C o m p l e x f a c i U t i e s f o r c h a i m e l l i n g c a l l s t h r o u g h e x c h a n g e s w i l l a n y w a y b e 
r e q u i r e d , a n d a d d i n g a f e w p r o g r a n u n e s t o m o n i t o r ' t a r g e t ' l i n e s w i l l b e 
s i m p l e . N o d a n g e r o u s l y v i s i b l e e x t r a w i r e s w i l l b e r e q u i r e d t o b e a t t a c h e d 
d u r i n g s e m i - c l a n d e s t i n e v i s i t s : t h e r e w i l l b e n o w a r n i n g l i g h t s , a n d r a t h e r 
f e w e r p e o p l e a r o u n d e a c h e x c h a n g e t o n o t i c e w h a t m a y b e g o i n g o n . 

A n a l y s i s o f t h e P o s t O f f i c e T e l e c o m m u n i c a t i o n s H Q D i r e c t o r y -
w h i c h r e v e a l e d t h e ' E q u i p m e n t D e v e l o p m e n t D i v i s i o n ' - p o i n t s t o a n o t h e r 
o d d o u t f i t : O P 7 , t h e ' E q u i p m e n t S t r a t e g y D i v i s i o n ' . T h i s , l a t e r r e - l a b e l l e d 
a s t h e ' O p e r a t i o n a l S t r a t e g y C o - o r d i n a t i o n D i v i s i o n ' , i s a s e l f - c o n t a i n e d 
s e c t i o n o f t h e m u c h l a r g e r t e a m w o r k i n g o n S y s t e m X a t 6 L a m b e t h R o a d 
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The Birkett Report 
was published a 
quarter-century ago 
— the first and only 
public discussion of 
telephone tapping — 
yet Home Office 
ministers persistently 
reassure Parliament, 
quite wrongly, that 
nothing has changed. 
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S E l . O n c e a g a i n , s e p a r a t e l i n e s o f c o n t r o l a n d m e a n i n g l e s s d i r e c t o r y 
e n t r i e s a r e p o i n t e r s t o a p u r p o s e w h i c h c a n n o t b e a c k n o w l e d g e d . 

S e v e r a l P o s t O f f i c e e n g i n e e r s h a v e t o l d u s t h e y b e l i e v e e x t e n s i v e 
s u r v e i l l a n c e c a p a c i t y i s b e i n g b u i l t i n t o S y s t e m X . A n d i n d e e d , l i t t l e e f f o r t 
c a n b e i n v o l v e d . S y s t e m X ' s c o m p u t e r s w i l l a u t o m a t i c a l l y g e n e r a t e r e c o r d s 
o f w h o c a l l s w h o m , w h e n a n d f o r h o w l o n g , as p a r t o f t h e i r m e a n s o f 
o p e r a t i o n . S u c h r e c o r d s , s u p p l i e d w h o l e s a l e f o r s e c r e t a n a l y s i s , c o u l d 
p r o v i d e m e a n s o f s u p e r v i s i o n as e x c l u s i v e a s a n y s t a t e m i g h t d e s i r e . T h e 
first S y s t e m X e x c h a n g e - i n t h e C i t y o f L o n d o n - o p e n e d i n t h e s u m m e r o f 
1 9 8 0 . 

Mail-opening and bugging 
T h e P o s t O f f i c e a l s o o p e n s m a i l a n d m a n u f a c t u r e s b u g g i n g e q u i p m e n t . 
M a i l - o p e n i n g i s b a s e d o n t h e 2 9 0 - s t r o n g I n v e s t i g a t i o n D i v i s i o n , l o c a t e d i n 
t h e 2 5 t h a n d 2 6 t h f l o o r s o f t h e E u s t o n T o w e r b u i l d i n g . T h e m a i n j o b o f t h e 
I D i s t o d e t e c t c r i m e s a g a i n s t t h e P o s t O f f i c e , b u t m u c h m a i l - o p e n i n g h a s 
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n o t h i n g t o d o w i t h s u c h a i m s . I n g e n i o u s e q u i p m e n t , i n c l u d i n g e x t r e m e l y 
l o n g , t h i n p l i e r s w h i c h e n a b l e l e t t e r s t o b e r o U e d - u p a n d r e m o v e d f r o m 
e n v e l o p e s v i a t h e c o m e r s , a r e a m o n g t h e d e v i c e s I D e m p l o y s . T h e r e a r e 
a l s o s p e c i a l s p r a y s - o n e i s m a d e b y t h e U S firm D u P o n t - w h i c h t u r n a n 
e n v e l o p e t e m p o r a r i l y t r a n s l u c e n t , a n d s p e c i a l s o l v e n t s u s e d t o u n g u m flaps. 

S t i l l m o r e a d v a n c e d e q u i p m e n t i s a l r e a d y i n s e r v i c e , a c c o r d i n g t o t w o 
P o s t O f f i c e e m p l o y e e s , a l l o w i n g s o m e m a i l t o b e r e a d u n o p e n e d . T h i s i s 
d o n e b y e l e c t r o n i c s c a n n i n g w h i c h c a n d e t e c t t h e c a r b o n u s e d i n m o s t k i n d s 
o f i n k . B u t t h e u n d e r l y i n g m e c h a n i c s o f m a i l i n t e r c e p t i o n r e m a i n s i m p l e : 
l e t t e r s s o r t e d f o r a p a r t i c u l a r p o s t m a n ' s ' w a l k ' a r e r e m o v e d s e l e c t i v e l y b y a 
p o s t a l s u p e r v i s o r o r I D I n v e s t i g a t i o n O f f i c e r w h o h a s a l i s t o f ' t a r g e t ' 
a d d r e s s e s . T h e m a i l i s t h e n t a k e n b y m e s s e n g e r t o t h e m a i n l o c a l P o s t 
O f f i c e , w h e r e i t i s o p e n e d b y I D o f f i c i a l s , r e a d , c o p i e d i f i n t e r e s t i n g , a n d 
r e t u r n e d t o t h e s o r t i n g o f f i c e . 

L o n d o n ' s m a i n l e t t e r - o p e n i n g c e n t r e i s a t U n i o n H o u s e i n S t 
M a r t i n ' s - l e - G r a n d , c l o s e t o S t P a u l ' s . A ' S p e c i a l S e c t i o n ' o f t h e I n ­
v e s t i g a t i o n D i v i s i o n i s b a s e d t h e r e : i n t e r c e p t e d m a i l i s a d d r e s s e d t o t h e 
O f f i c e r o n D u t y , R o o m 2 0 2 . 

T h e m a n i n c h a r g e o f t h i s s p e c i a l s e c t i o n i s M r R . F . G . R o b e r t s , a g e d 
5 8 , a n A s s i s t a n t C o n t r o l l e r i n t h e I n v e s t i g a t i o n D i v i s i o n . T h i s r e s u l t s f r o m 
a p r o c e s s o f e l i m i n a t i o n : a l t h o u g h M r R o b e r t s ' n a m e a p p e a r s i n o f f i c i a l l i s t s 
o f s e n i o r P o s t O f f i c e s t a f f , i t d o e s n o t a p p e a r i n t h e I D ' s e n t r y i n t h e P o s t 
O f f i c e ' s i n t e r n a l t e l e p h o n e d i r e c t o r y . A H o t h e r I D s t a f f o f s i m i l a r r a n k 
a p p e a r , a n d h a v e c l e a r l y - d e s c r i b e d , l e g i t i m a t e f u n c t i o n s . C a l l e r s w h o a s k 
f o r M r R o b e r t s a t t h e I n v e s t i g a t i o n D i v i s i o n ' s E u s t o n T o w e r h e a d q u a r t e r s 
a r e r e f e r r e d t o a C i t y n u m b e r , 4 3 2 4 2 0 9 . 

W h e n w e p l a c e d a c a l l t o t h i s n u m b e r w e w e r e t o l d t h a t i t w a s i n d e e d 
t h e ' S p e c i a l S e c t i o n ' , a n d t h a t M r R o b e r t s w a s i n c h a r g e , a l t h o u g h n o t 
p r e s e n t . W e s a i d t h a t w e w e r e m a k i n g a p r e s s i n q u i r y c o n c e r n i n g m a i l 
o p e n i n g : w h e r e u p o n t h e o f f i c i a l a t t h e o t h e r e n d d e n i e d t h a t t h e S e c t i o n 
o p e n e d m a i l , d e c l i n e d t o s a y w h a t b u s i n e s s t h e S e c t i o n was e n g a g e d i n , a n d 
t e r m i n a t e d t h e c o n v e r s a t i o n v e r y a b r u p t l y . 

T h e I n v e s t i g a t i o n D i v i s i o n ' s m a i l - o p e n i n g p r o g r a m m e h a s c o m e t o 
l i g h t o n a n u m b e r o f o c c a s i o n s , t h e m o s t n o t a b l e b e i n g t h e c a se of Freedom, 
t h e a n a r c h i s t m a g a z i n e , i n 1 9 7 2 . I n t e r c e p t e d m a i l w h i c h w a s b e i n g r e t u r n e d 
t o t h e E a s t e r n D i s t r i c t S o r t i n g O f f i c e i n L o n d o n w a s d e l i v e r e d t o Freedom 
c o m p l e t e w i t h t h e c o v e r - n o t e f r o m t h e S p e c i a l S e c t i o n t o a n I D o f f i c i a l a t 
t h e l o c a l o f f i c e . A n o t h e r w e l l - d o c u m e n t e d c a s e c o n c e r n e d t h e S o c i a l i s t 
L a b o u r L e a g u e ( n o w t h e W o r k e r ' s R e v o l u t i o n a r y P a r t y ) i n 1 9 6 7 , w h e n o n e 
o f t h e m e s s e n g e r s i n v o l v e d t o l d t h e m a b o u t P o s t O f f i c e m a i l i n t e r c e p t i o n 
a n d c o p y i n g , t a k i n g p l a c e i n a b a s e m e n t a d j a c e n t t o U n i o n H o u s e . 

P o l i t i c a l g r o u p s o f m a n y c o m p l e x i o n s a r e a w a r e o f i n t e f e r e n c e w i t h 
t h e i r m a i l , e v i d e n c e d b y t h e o t h e r w i s e i m p o s s i b l e m i x i n g o f m a i l f r o m 
w h o l l y - s e p a r a t e p o s t a l a r e a s . T h e C o m m u n i s t P a r t y , f o r i n s t a n c e , w h i c h 
h a s i t s h e a d q u a r t e r s i n K i n g S t r e e t , C o v e n t G a r d e n , h a s o f t e n r e c e i v e d m a i l 
a d d r e s s e d t o u n l i k e l y l o c a t i o n s s u c h as t h e a n a r c h i s t b o o k s h o p ' R i s i n g 



T h e P h o n e T a p p e r s E x p o s e d 2 7 

Post Office Research Centre, Martlesham Heath; R12 has top 
floor offices. 

F r e e ' , t h e n n e a r K i n g s C r o s s S t a t i o n . M e m b e r s o f t h e B r i t i s h S o c i e t y f o r 
S o c i a l R e s p o n s i b i l i t y i n S c i e n c e h a v e f o u n d m a i l f o r c o l l e a g u e s l i v i n g m i l e s 
a w a y i n c l u d e d i n t h e i r o w n h o m e d e l i v e r i e s . O n s o m e o c c a s i o n s , s u c h as t h e 
o p e n i n g o f s o m e o f t h e N a t i o n a l C o u n c i l f o r C i v i l L i b e r t i e s ' m a i l d u r i n g t h e 
A g e e - H o s e n b a l l c a s e , t h e w o r k h a s b e e n d o n e s o o b v i o u s l y as t o l e a v e l i t t l e 
d o u b t t h a t h a r a s s m e n t w a s i n t e n d e d . 

B u g g i n g i s p a r t o f t h e w o r k o f t h e R 1 2 ' S p e c i a l I n v e s t i g a t i o n s 
D i v i s i o n ' o f t h e P o s t O f f i c e , w h i c h i s r u n b y M r M . F . M e a d s a n d i s l o c a t e d 
i n t h e e x t e n s i v e n e w R e s e a r c h C e n t r e a t M a r t l e s h a m H e a t h n e a r I p s w i c h . I t 
is w e l l - k n o w n i n t h e e l e c t r o n i c s b u s i n e s s t h a t t h e D i v i s i o n o r d e r s c o n ­
s i d e r a b l e q u a n t i t i e s o f u l t r a - m i n i a t u r e e l e c t r o n i c s p a r t s , i n c l u d i n g m i c r o ­
p h o n e s . M e m b e r s o f t h e d i v i s i o n h a v e d e m o n s t r a t e d b u g g i n g d e v i c e s t o 
s e c u r i t y o r g a n i s a t i o n s i n B r i t a i n a n d o v e r s e a s . 

R 1 2 ' s e n t r y i n t h e o f f i c i a l s t a f f d i r e c t o r y i s as u n r e v e a l i n g as t h a t o f i t s 
s h a d o w y L o n d o n c o u n t e r p a r t s . I t c o n t a i n s s u c h m e a n i n g l e s s t a s k - d e s c r i p t ­
i o n s as ' i m p r o v e m e n t s i n c u r r e n t p r a c t i c e A ' o r ' p h y s i c a l i n v e s t i g a t i o n B ' . 
N o r m a l j o b d e s c r i p t i o n s a r e h i g h l y d e t a i l e d . 

M u c h o f t h e t o p floor a t M a r t l e s h a m H e a t h i s d e v o t e d t o R 1 2 . 
A n e l e c t r o n i c d e t e c t o r s y s t e m g u a r d s i t f r o m e n t r y b y o t h e r P O r e s e a r c h e r s 
( w h o d e s c r i b e t h e p e o p l e i n v o l v e d as ' F a c e l e s s ' ) . T h e o n l y e n t r a n c e t o t h e 
s e c t i o n i s v i a a b l a n k r o o m w i t h l o c k e d d o o r s , a n d a n i n t e r c o m o n t h e w a l l 
w i t h w h i c h t o a s k f o r a d m i s s i o n . S t a f f l i s t s s h o w t h a t m o s t o f i t s 1 1 7 
p e r s o n n e l a r e t e c h n i c i a n s , c o n c e r n e d w i t h m a n u f a c t u r e a n d a s s e m b l y , 
r a t h e r t h a n g r a d u a t e s c i e n t i s t s e n g a g e d i n r e s e a r c h . 

T w o - a n d - a - h a l f y e a r s a g o , R 1 2 e n g i n e e r s s e c r e t l y v i s i t e d G e r m a n 
s e c u r i t y o f f i c i a l s t o s w a p i n f o r m a t i o n o n b u g s . A t o n e m e e t i n g , t h e y s h o w e d 
o f f a n ' i n f i n i t y ' b u g , w h i c h c o u l d b e i n s e r t e d i n a p h o n e a n d t h e n c a l l e d u p 
f r o m a n y w h e r e e l s e t o e a v e s d r o p o n c o n v e r s a t i o n s . 

The official response 
W e p u t d e t a i l e d q u e s t i o n s t o t h e P o s t O f f i c e c o n c e r n i n g e a c h o f t h e 
d i v i s i o n s i n v e s t i g a t e d h e r e - s p e c i f i c a l l y i n v i t i n g t h e m t o c o n f i r m o r d e n y 
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t h a t t h e r o l e o f t h e C h e l s e a e s t a b l i s h m e n t i s t e l e p h o n e - t a p p i n g . T h e y 
r e p l i e d : 

T h e P o s t O f f i c e h a s n o c o m m e n t t o m a k e . T h e p o U c y o n i n t e r c e p t i o n 
o f c o m m u n i c a t i o n s i s a m a t t e r f o r t h e H o m e S e c r e t a r y a n d e v e r y c a s e 
h a s t o b e p e r s o n a l l y a p p r o v e d b y a S e c r e t a r y o f S t a t e . W e r e f e r y o u t o 
t h e H o m e O f f i c e . 

W e t h e n s p o k e t o t h e H o m e O f f i c e D i r e c t o r o f I n f o r m a t i o n , D o n a l d G r a n t . 
H e s a i d : 

W e w o u l d n ' t a n s w e r q u e s t i o n s l i k e t h a t a n y w a y - y o u k n o w t h a t v e r y 
w e l l . S u c c e s s i v e a n s w e r s i n t h e H o u s e o f C o m m o n s ( m a k e t h e 
s i t u a t i o n c l e a r ) . I t i s n o t i n t h e p u b l i c i n t e r e s t t h a t t h e d e t a i l s b e n i a d e 
p u b l i c . T h e B i r k e t t r e p o r t m i g h t r e p a y r e a d i n g . . . i t ' s c a r r i e d o u t t o 
t h e l e t t e r . 

I t i s q u i t e c l e a r t h a t t h e p h o n e - t a p p i n g s i t u a t i o n h a s e n t i r e l y a l t e r e d s i n c e 
L o r d B i r k e t t r e p o r t e d . T h e d o c i m i e n t , h o w e v e r , d o e s r e p a y r e a d i n g i n o n e 
s ense : b e c a u s e e v e n t h e n t h e r e w a s a s e p a r a t e r e s e r v a t i o n b y o n e o f t h e 
c o m m i t t e e , M r P a t r i c k G o r d o n W a l k e r M P , w h o i s a n d a l w a y s h a s b e e n 
s o m e d i s t a n c e f r o m a w i l d - e y e d r a d i c a l . H e s a i d t h e n : 

. . . I c a i m o t w h o l l y a g r e e w i t h m y c o l l e a g u e s t h a t p r e s e n t u s e o f t h e 
p o w e r t o i n t e r c e p t c o m m u n i c a t i o n s s h o u l d c o n t i n u e u n c h a n g e d . I n 
m y v i e w t h e p u r p o s e s f o r w h i c h w a r r a n t s a r e i s s u e d s h o u l d i n f u t u r e 
be j u d g e d b y s t r i c t e r s t a n d a r d s . . . 

T h o s e s e n s i b l e r e s e r v a t i o n s c l e a r l y m a d e n o i m p a c t u p o n b u r e a u c r a t i c 
o p i n i o n . T w o b r i e f p o i n t s m a y b e w o r t h m a k i n g i n c o n c l u s i o n . F i r s t , t h e 
p r o l i f e r a t i o n o f p h o n e - t a p p i n g e q u i p m e n t m a y b e j u s t i f i e d b y r e f e r e n c e t o 
t h e ' I r i s h t r o u b l e s ' . B u t i t s e e m s c l e a r t h a t m u c h o f t h e e x p a n s i o n w a s 
p l a n n e d i n t h e s i x t i e s - w e l l b e f o r e t h e I R A b e c a m e a s u b s t a n t i a l t h r e a t . 
A n d i n a n y c a s e , m u c h o f t h e e x t r a l o a d t h u s c a u s e d i s c a r r i e d d i r e c t l y b y 
m i l i t a r y i n t e l l i g e n c e f a c i l i t i e s . 

S e c o n d , i t m a y b e j u s t i f i e d b y s o m e t h i n g r e s e m b l i n g a n e w C o l d W a r 
h y s t e r i a . B u t t h a t i s a r e a s o n f o r s t r i c t e r , n o t l a x e r , l e g i s l a t i v e s u p e r v i s i o n . 
O n e o f t h e e s s e n t i a l d i s c o v e r i e s t h a t t h e A m e r i c a n s m a d e d u r i n g t h e 
s e v e n t i e s w a s t h a t t h e b u r g e o n i n g a c t i v i t i e s o f t h e ' i n t e l l i g e n c e c o m m u n i t y ' 
- w i r e - t a p p i n g , m a i l - o p e n i n g a n d t h e l i k e - w e r e t a r g e t e d , i n r e a l i t y , n o t 
a g a i n s t t h e e x t e r n a l e n e m i e s o f t h e U n i t e d S t a t e s , b u t a g a i n s t t h e A m e r i c a n 
p u b l i c i t s e l f . T h a t i s a p a i n f u l d i s c o v e r y w e a r e b e g i n n i n g t o m a k e i n t h i s 
c o u n t r y . B u t w h e t h e r w e h a v e t h e s a m e l e g a l a n d c o n s t i t u t i o n a l m e a n s f o r 
i n v e s t i g a t i n g i t i s a n o t h e r q u e s t i o n . 

F i r s t published 1 F e b r u a r y 1 9 8 0 
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B i g B r o t h e r ' s 
M a n y M a n s i o n s 

C a u s e f o r c o n c e r n a b o u t t h e w o r k o f t h e s e c r e t i n t e l l i g e n c e a n d s e c u r i t y 
s e r v i c e s i s n o t c o n f i n e d t o t h e i r r o l e i n t e l e p h o n e t a p p i n g a n d m a i l o p e n i n g . T h e 
s o l e a c c o u n t a b i l i t y o f M I S , M I 6 a n d o t h e r s e r v i c e s t o P a r l i a m e n t i s t h r o u g h t h e 
a n n u a l S e c r e t V o t e , r e c e n t l y r a i s e d t o £40m. B u t t h i s c a n o n l y b e a s m a l l p a r t o f 
a c t u a l r e s o u r c e s a l l o c a t e d . O t h e r f u n d s , w e a r e i n f o r m e d b y e x - e m p l o y e e s , a r e 
' l a u n d e r e d ' a w a y f r o m b u d g e t s v o t e d f o r o t h e r p u r p o s e s : H o m e , F o r e i g n a n d 
D e f e n c e . 

B e t w e e n a n u n q u e s t i o n e d a n d u n q u e s t i o n a b l e S e c r e t V o t e , a n d t h e 
u n c o n s t i t u t i o n a l l a u n d e r i n g o f f u n d s i s a n e n o r m o u s v o i d o f u n a c c o u n t a b i l i t y . 
M a n y o f t h e s e c u r i t y a n d i n t e l l i g e n c e a g e n c i e s ' a c t i v i t i e s — w h i c h i n e v i t a b l y , 
c a n o n l y b e s a m p l e d t h r o u g h i n t e n s e b a r r i e r s o f s e c r e c y a n d d e c e p t i o n — r a i s e 
d e e p e r p r o b l e m s t h a n s e c r e t , u n a c c o u n t a b l e f u n d s . 

B u g g i n g o p e r a t i o n s a r e s e p a r a t e f r o m t e l e p h o n e t a p p i n g b u t c o m e u n d e r 
e v e n l e s s l e g a l r e s t r a i n t . B u g g i n g m u s t n o r m a l l y i n v o l v e s o m e k i n d o f i n t r u s i o n 
i n t o p r e m i s e s — e v e n , o n o c c a s i o n , b r e a k i n g a n d e n t e r i n g , ( b u t , a s i n t h e c a s e o f 
p h o n e - t a p p i n g , n e w t e c h n o l o g i e s a r e e m e r g i n g w h i c h m a k e t h e i n t r u d e r ' s t a s k 
e v e n e a s i e r , a n d e v e n h a r d e r t o c o n t r o l . ) 

M o s t o f t h e ' s e c r e t s ' h e r e a r e s e c r e t o n l y f r o m t h e B r i t i s h p u b l i c w h i c h 
p a y s t h e b i l l s . T h e r e i s a m p l e e v i d e n c e t h a t i n s e v e r a l c a s e s S o v i e t a n d E a s t 
E u r o p e a n i n t e l l i g e n c e s e r v i c e s h a v e p e n e t r a t e d f l i m s i l y - a s s e m b l e d ' c o v e r s ' . 

T h e g o v e r n m e n t ' s secre t r e a l es ta te 
In London alone, the security and intelligence services appear to have 
exclusive use of eight large office blocks. This suggests that their official 
budget - £40 million - must be a serious deception. We have assembled 
evidence from many public sources, and confirmed with those acquainted 
with the security agencies and elsewhere, that all the buildings portrayed on 
the following pages are - or were recently - concerned entirely with such 
activities. From this - undoubtedly rough - assessment, we can estimate the 
numbers employed in these premises, and gauge the overall cost. 

The legitimate work of these services does of course require office 
premises of some size. But these Lxjndon offices appear to employ enough 
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p e o p l e t o c o n s u m e t h e e n t i r e S e c r e t V o t e i n s a l a r i e s a l o n e . W e e s t i m a t e t h a t 
t h e s a l a r i e s o f t h e 5 , 4 0 0 e m p l o y e e s i n t h e s e L o n d o n o f f i c e s a l o n e m u s t 
a m o u n t , a t t h e v e r y l e a s t , t o j u s t u n d e r £40 m i l l i o n . A d d i t i o n a l l y , r a t e s n o t 
c h a r g e d t o t h e V o t e a m o u n t t o £2.3 m i l l i o n , a n d r e n t a l l i k e w i s e i g n o r e d 
w o u l d be o v e r £10 m i l l i o n . O v e r a l l , t h e r e a l b u d g e t s f o r M l 5 , M l 6 a n d 
G C H Q c o u l d b e m o r e t h a n £300 m i l l i o n . A d e t a i l e d c a l c u l a t i o n i s i n c l u d e d 
a t t h e e n d o f t h i s r e p o r t . 

T h e s i z e a n d p o w e r o f t h e s p o o k s m a y , w e s u g g e s t , b e i n d i c a t e d b y t h e 
e x t e n t o f t h e i r r e a l e s t a t e . I n m a n y c a s e s , w e k n o w l i t t l e o r n o t h i n g a b o u t 
p r e c i s e l y w h a t t h e b u i l d i n g i s u s e d f o r . B u t i n t h e case o f o n e u n i t , a g r e a t 
d e a l h a s b e e n e s t a b l i s h e d f r o m p u b l i c d o c u m e n t s , c o n f i r m e d b y p o l i c e a n d 
i n t e l l i g e n c e s o u r c e s . 

Bugging centres 
A j o i n t e l e c t r o n i c s u r v e i l l a n c e a n d b u g g i n g f a c i l i t y f o r M 1 5 , M 1 6 a n d t h e 
p o l i c e i s l o c a t e d i n a q u i e t p a r t o f S o u t h L o n d o n , a t 1 1 3 G r o v e P a r k , 
C a m b e r w e l l , S E 5 . T h e s i t e i s e n t e r e d b y a d r i v e w a y c o n c e a l e d b e h i n d a 
s u r b u r b a n t e r r a c e a n d o v e r l o o k i n g a r a i l w a y . T h e o n l y e n t r a n c e i s v i a a n 
e l e c t r i c a l l y o p e r a t e d s t e e l d o o r w a y . L i k e T i n k e r b e l l , t h e p h o n e - t a p p i n g 
h e a d q u a r t e r s , t h i s o f f i c e i s o p e r a t e d 2 4 h o u r s a d a y . 

O f f i c i a l l y , a l t h o u g h n o t p u b U c l y , t h e c e n t r e i s p a r t o f C 7 d i v i s i o n o f 
t h e M e t r o p o l i t a n P o l i c e , w h i c h s u p p l i e s t e c h n i c a l s e r v i c e s . O c c a s i o n a l l y , 
p u b l i c a d v e r t i s e m e n t s f o r r e c o r d i n g s p e c i a U s t s h a v e r e f e r r e d t o t h e ' C a m ­
b e r w e l l T a p e L a b o r a t o r y ' . T h e s i t e i s m a r k e d b y a n u m b e r o f h i g h r a d i o 
m a s t s , m a n y s t e e r a b l e , a n d c a p a b l e o f r e c e i v i n g a w i d e r a n g e o f d i f f e r e n t 
r a d i o s i g n a l s . T h e r o l e o f t h e c e n t r e , a l a r g e p a r t o f w h i c h i s s a i d b y v i s i t o r s 
t o b e b e l o w g r o u n d , i s c o n f i r m e d b y i t s e n t r y i n t h e l o c a l p l a n n i n g r e g i s t e r . I t 
i s r e c o r d e d as a ' w i r e l e s s r e c e i v i n g s t a t i o n ' . 

T h e b u g s u s e d b y t h e p o l i c e a n d s e c u r i t y s e r v i c e s a r e v a r i e d i n t y p e 
a n d f a c i l i t y . B r i e f l y , t h e y e n a b l e a l l c o n v e r s a t i o n s i n a r o o m o r b u i l d i n g t o 
b e m o n i t o r e d f r o m a d i s t a n c e . T h e b u g s w i l l t r a n s m i t o v e r h e a d c o n ­
v e r s a t i o n s t o a l i s t e n i n g c e n t r e e i t h e r b y r a d i o o r w i r e s - i f s o , u s u a l l y 
t e l e p h o n e w i r e s . T h e u s e o f a b u g i s q u i t e d i s t i n c t f r o m t a p p i n g w h e r e o n l y 
c o n v e r s a t i o n h e l d o n a t e l e p h o n e c a n b e h e a r d : a b u g i s a t l e a s t i n t e n d e d t o 
p i c k u p e v e r y t h i n g . P l a n t i n g a b u g o n a ' t a r g e t ' p r e m i s e s r e q u i r e s , a l m o s t b y 
n e c e s s i t y , b r e a k i n g a n d e n t e r i n g o r , a t t h e v e r y l e a s t , g a i n i n g e n t r y b y 
d e c e p t i o n . A s m u c h i s a d m i t t e d b y e x - I n s p e c t o r D i c k L e e i n h i s p u b l i s h e d 
a c c o i m t o f t h e O p e r a t i o n J u l i e d r u g c a s e . I f t h e b u g w o r k s b y r a d i o t h e n i t s 
s i g n a l s o n a s p e c i a l H o m e O f f i c e f r e q u e n c y b a n d w i l l b e p i c k e d u p f r o m a 
n e a r b y o f f i c e , s p e c i a l l y e q u i p p e d v a n , o r o n e o f a n u m b e r o f f i x e d l i s t e n i n g 
s i t e s t h r o u g h o u t L o n d o n . 

Y e t a l t h o u g h b u g g i n g w o u l d a p p e a r o f n e c e s s i t y t o i n v o l v e o f f i c i a l l y 
b l e s s e d l a w - b r e a k i n g , n o w a r r a n t s a r e n e e d e d t o e m p l o y b u g s o n a n y p o l i c e 
i n v e s t i g a t i o n . I n t h e M e t r o p o l i t a n P o l i c e , b u g g i n g i s g e n e r a l l y a u t h o r i s e d 
b y a D e p u t y C o m m i s s i o n e r . B u t t h i s i s n o r e a l d i f f i c u l t y , a c c o r d i n g t o o n e 
p o l i c e s o u r c e , as a u t h o r i t y t o b u g ' c a n b e o b t a i n e d i n five m i n u t e s ' . T h e 
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Left: The distinctively 
curtained 16th floor of 
Euston Tower marks the 
MIS floor out from those 
used by the DHSS, above 
and below. Below: the 
sturdy barrier which pro­
tects the entrance of the 
bugging HQ concealed 
in Camberwell , a south 
London suburb. 
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C a m b e r w e l l c e n t r e h a s b e e n i n v o l v e d i n i m p o r t a n t c a se s w h e r e b u g g i n g h a s 
b e e n n e c e s s a r y a n d i n d e e d p u b l i c l y a c k n o w l e d g e d - s u c h a s t h e S p a g h e t t i 
H o u s e a n d B a l c o m b e S t r e e t s i e g e s , a n d o t h e r t e r r o r i s t d i s t u r b a n c e s . B u t 
s u c h cases f o r m o n l y a s m a l l p a r t o f t h e c e n t r e ' s w o r k . A c c o r d i n g t o f o r m e r 
p o l i c e a n d i n t e l l i g e n c e o f f i c i a l s , m u c h o f C a m b e r w e l l ' s b u g g i n g c a p a b i l i t i e s 
a r e u s e d n o t b y t h e p o l i c e f o r c r i m i n a l i n v e s t i g a t i o n , b u t b y t h e i n t e l l i g e n c e 
a g e n c i e s . 

T h e M e t r o p o l i t a n P o l i c e h a v e b e e n c l o s e l y c o n n e c t e d w i t h t h e 
i n t e U i g e n c e s e r v i c e s i n t h e u s e o f e l e c t r o n i c e s p i o n a g e f o r a l o n g t i m e . 
A c c o r d i n g t o d o c u m e n t s n o w i n t h e P u b l i c R e c o r d s O f f i c e , t h e C a m b e r w e l l 
c e n t r e - t h e n k n o w n as ' G r o v e P a r k ' - w a s o p e r a t e d b y M e t r o p o l i t a n P o l i c e 
s t a f f i n t h e 1 9 2 0 s a n d 1 9 3 0 s t o i n t e r c e p t r a d i o s i g n a l s f r o m f o r e i g n 
e m b a s s i e s i n L o n d o n . I t s u p p l i e d i n f o r m a t i o n t o G C C S , t h e f o r e r u i m e r o f 
G C H Q ( t h e v a s t c o d e b r e a k i n g a n d m o n i t o r i n g a g e n c y n o w b a s e d a t 
C h e l t e n h a m ) . L a t e r , t h e b u l k o f t h i s a c t i v i t y , s t i l l i n t h e h a n d s o f t h e p o l i c e , 
m o v e d t o S a n d r i d g e n e a r S t A l b a n s . A f t e r t h e w a r , S a n d r i d g e w a s t a k e n 
o v e r as a G C H Q l i s t e n i n g s t a t i o n . T e a m s o f m o b i l e e a v e s d r o p p i n g v a n s f o r 
u se t h r o u g h o u t B r i t a i n w e r e s t a t i o n e d t h e r e i n t h e 1 9 5 0 s a n d e a r l y 6 0 s . T h e 
p o l i c e c o n n e c t i o n c o n t i n u e d , a n d S a n d r i d g e h a s n o w b e e n t a k e n o v e r b y t h e 
H o m e O f f i c e as a p o l i c e a n d M I S r e s e a r c h c e n t r e . 

S a n d r i d g e c o n t i n u e s t o d e v e l o p s u r v e i l l a n c e a n d o t h e r t e c h n i c a l 
e q u i p m e n t f o r t h e C a m b e r w e l l c e n t r e a n d M 1 5 , a c c o r d i n g t o f o r m e r s e n i o r 
p o l i c e o f f i c e r s . O n e o f t h e s e i s t h e s p e c t a c u l a r l a s e r m o n i t o r i n g d e v i c e 
w h i c h c a n d e t e c t c o n v e r s a t i o n s a t l o n g r a n g e b y r e f l e c t i n g a l a s e r b e a m o f f a 
w i n d o w p a n e o r , b e t t e r , a n o b j e c t i n s i d e a r o o m . M l 5 p l a c e d a s e c u r i t y 
c l a m p o n d e v e l o p m e n t o f t h i s d e v i c e b y c o m m e r c i a l c o m p a n i e s i n t h e l a t e 
6 0 s , a c c o r d i n g t o o n e f o r m e r i n t e U i g e n c e a g e n t . O n a r e c e n t v i s i t t o 
S a n d r i d g e , I r e c o g n i s e d l a s e r e q u i p m e n t b e i n g t e s t e d o n t h e c e n t r e ' s r o o f . 

T h e P o s t O f f i c e i s a l s o c l o s e l y i n v o l v e d i n b u g g i n g . A s m e n t i o n e d i n 
t h e p r e v i o u s r e p o r t , t h e R 1 2 d i v i s i o n a t M a r t l e s h a m H e a t h n e a r I p s w i c h 
m a n u f a c t u r e s ( a n d h a s d e m o n s t r a t e d ) m i n i a t u r e b u g s w h i c h a t t a c h t o a 
t e l e p h o n e o r t r a n s m i t b y r a d i o . T h e R l 2 d i v i s i o n i s c l o s e l y c o n n e c t e d w i t h 
G C H Q a n d t h e s e c u r i t y s e r v i c e s . O n e e s t i m a t e o f t h e e x t e n t o f b u g g i n g 
c o m e s f r o m a P o s t O f f i c e e m p l o y e e , w i t h k n o w l e d g e o f t h e q u a n t i t i e s o f 
m i n i a t u r e p r i n t e d c i r c u i t s a n d o t h e r p a r t s o r d e r e d b y t h e d i v i s i o n . F o u r 
h u n d r e d w e r e o r d e r e d i n o n e y e a r . B u t t h e H o m e O f f i c e r e f u s e s t o g i v e a n y 
f i g u r e s f o r t h e n u m b e r o f b u g g i n g a u t h o r i s a t i o n s m a d e f o r p o l i c e o r t h e 
s e c u r i t y s e r v i c e s . 

O t h e r g o v e r n m e n t d e p a r t m e n t s a r e i n v o l v e d i n t h e m a n u f a c t u r e a n d 
u s e o f b u g g i n g e q u i p m e n t . T h e J o i n t S e r v i c e s E l e c t r o n i c s R e s e a r c h 
L a b o r a t o r y , n e a r B a l d o c k , h a s b e e n c l a i m e d t o b e t h e s o u r c e o f b u g s u s e d 
b y m i l i t a r y i n t e l l i g e n c e i n N o r t h e r n I r e l a n d . G C H Q a n d t h e F o r e i g n 
O f f i c e j o i n d y r u n t h e D i p l o m a t i c T e l e c o m m u n i c a t i o n s M a i n t e n a n c e S e r v i c e , 
b a s e d a t H a n s l o p e P a r k n e a r M i l t o n K e y n e s a n d i n L o n d o n . D T M S 
p r o v i d e s b o t h b u g g i n g a n d d e b u g g i n g s p e c i a l i s t s w h o r e g u l a r l y c h e c k 
g o v e r n m e n t o f f i c e s a n d e m b a s s i e s f o r b u g s . B u t t h e y a l s o s p e c i a l i s e i n 
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i n s t a l H n g b u g s , a n d h a v e a l l e g e d l y d o n e t h i s i n N o 1 0 D o w n i n g S t r e e t 
d u r i n g H a r o l d W i l s o n ' s a d m i n i s t r a t i o n . 

P o s t O f f i c e s t a f f a r e s e c o n d e d t o D T M S f o r w o r k i n B r i t a i n a n d 
a b r o a d . A c c o r d i n g t o f o r m e r i n t e l l i g e n c e o f f i c i a l s , m e m b e r s o f D T M S o r 
the P o s t O f f i c e ' s C h e l s e a t a p p i n g c e n t r e m a y i n s t a l b u g s b y p o s i n g as P o s t 
O f f i c e e n g i n e e r s r e p a i r i n g t e l e p h o n e i n s t a l l a t i o n s . T h i s a l l e g a t i o n w a s J i l so 
m a d e b y a s e n i o r o f f i c i a l o f a P o s t O f f i c e u n i o n v / h o e x p l a i n e d h o w , o n c e 
bugs w e r e i n s t a l l e d o n a p r i v a t e p h o n e , o f f i c i a l r e c o r d s w e r e d o c t o r e d t o 
e n s u r e t h a t n o o r d i n a r y e n g i n e e r v i s i t e d t h e p r e m i s e s a n d d i s c o v e r e d t h e 
b u g . E a c h t e l e p h o n e l i n e h a s a ' F a u l t C a r d ' m a i n t a i n e d o n i t a t t h e l o c a l 
e x c h a n g e , h e e x p l a i n e d , w h i c h i s c o n s u l t e d b e f o r e a n e n g i n e e r m a k e s a n y 
v i s i t . O n c e a p h o n e i n s t a l l a t i o n i s u s e d f o r b u g g i n g , t h e c a r d w i l l u s u a l l y b e 
m a r k e d ' r e f e r t o S p e c i a l S e r v i c e s ' . S p e c i a l S e r v i c e s i s a s e c t i o n i n e a c h 
t e l e p h o n e m a n a g e r ' s o f f i c e w h i c h d e a l s w i t h s e c u r i t y l i a i s o n . 

Embassies . . . unions . . . journalists . . . 
T h e m a j o r t a r g e t s o f t h e B r i t i s h b u g t e a m s a p p e a r t o b e p o l i t i c a l . T h e 
Sunday Times r e v e a l e d i n F e b r u a r y 1 9 8 0 t h a t a m a s s i v e i n t e l l i g e n c e a t t a c k 
w a s m o u n t e d i n a u t i u n n 1 9 7 9 a g a i n s t P a t r i o t i c F r o n t d e l e g a t e s t o . t h e 
L a n c a s t e r H o u s e c o n f e r e n c e . E v e r y s u r v e i l l a n c e r e s o u r c e w a s e m p l o y e d t o 
t r y t o m o n i t o r t h e c o n v e r s a t i o n s a n d d i s c u s s i o n s o f N k o m o a n d M u g a b e , a t 
a l l t i m e s . T h e i r S p e c i a l B r a n c h g u a r d s - o s t e n s i b l y p r o v i d e d f o r p r o t e c t i o n 
- w e r e r e q u i r e d t o find o u t a b o u t t h e i r p l a n s f o r c h a n g i n g h o t e l s , m e e t i n g 
r o o m s , a n d p a s s o n d e t a i l s t o t h e i n t e l l i g e n c e s e r v i c e s . T h e o p e r a t i o n w a s , 
a c c o r d i n g t o a s e n i o r i n t e l l i g e n c e s o u r c e , a u t h o r i s e d d i r e c t l y b y t h e P r i m e 
M i n i s t e r a n d L o r d C a r r i n g t o n . 

A l t h o u g h t h e i n t e l l i g e n c e a g e n c i e s , b y m e a n s o f m o n i t o r i n g a l l p h o n e 
ca l l s , d i p l o m a t i c c o m m u n i c a t i o n s , a n d b u g g i n g m e e t i n g s , s o u g h t t o d i s c o v e r 
e a c h d e l e g a t i o n ' s s t r a t e g y , t h e y w e r e h a r d l y e v e n - h a n d e d . I n o r d e r t o 
i n t e r p r e t t h e A f r i c a n l a n g u a g e s a n d d i a l e c t s u s e d b y t h e P F d e l e g a t e s , 
R h o d e s i a n s e c u r i t y p e r s o n n e l w e r e d i r e c t l y e m p l o y e d i n t h e o p e r a t i o n . 

I t w a s n o t t h e first t i m e t h a t s u c h m e t h o d s h a d b e e n u s e d a g a i n s t t h e 
P a t r i o t i c F r o n t l e a d e r s , a c c o r d i n g t o t h e s a m e s o u r c e s . C r i t i c a l m e e t i n g s 
d u r i n g t h e 1 9 7 9 n o n - a l i g n e d c o n f e r e n c e i n H a v a n a w e r e b u g g e d b y 
A m e r i c a n a g e n t s . T h e i n f o r m a t i o n w a s t h e n p a s s e d t o B r i t a i n t h r o u g h t h e 
i n t e r n a t i o n a l l i n k b e t w e e n G C H Q a n d t h e N a t i o n a l S e c u r i t y A g e n c y , 
N S A . M r s T h a t c h e r m a d e a p a r t i c u l a r p o i n t o f t h a n k i n g P r e s i d e n t C a r t e r 
f o r t h i s t e c h n i c a l a s s i s t a n c e . 

A f o r m e r i n t e l l i g e n c e o f f i c i a l w h o h a s w o r k e d a t o n e o f L o n d o n ' s 
p h o n e - t a p p i n g c e n t r e s h a s d e s c r i b e d t o u s t h e t a r g e t s o f i n t e l l i g e n c e b u g g i n g 
a n d t a p p i n g o p e r a t i o n s : 

E m b a s s i e s , a l l o f t h e m . . . i n c l u d i n g t h e A m e r i c a n s . . . t r a d e u n i o n 
l e a d e r s a n d o f f i c e s a l l t h e t i m e . . . j o u r n a l i s t s , n o t v e r y m a n y , w e ' v e 
g o t e n o u g h i n f o r m a t i o n f r o m i n s i d e . . . s h i p p i n g c o m p a n i e s , tfiey're a 
v e r y v a l u a b l e s o u r c e o f i n f o r m a t i o n . . . a f e w M P s . . . 

T a r g e t s o f t h i s s u r v e i l l a n c e h a v e i n c l u d e d L a b o u r m i n i s t e r s s u c h as J u d i t h 
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H a r t . T h e i r p o l i t i c a l a i d e s i n t h e l a s t L a b o u r g o v e r n m e n t h a v e a l s o h a d t h e i r 
t e l e p h o n e s t a p p e d , o n e i n t e l l i g e n c e s o u r c e s t a t e d . 

M 1 5 i n M a y f a i r 
T h e e x p e n s i v e p r o p e r t i e s o f t h e i n t e l l i g e n c e a n d s e c u r i t y s e r v i c e s a r e o n l y 
p a r t o f a m u c h l a r g e r s c e n e . O f t h e t h r e e m a i n a g e n c i e s , M 1 5 ( S e c u r i t y 
S e r v i c e ) , M 1 6 ( S e c r e t I n t e l l i g e n c e S e r v i c e ) , a n d G C H Q ( G o v e r n m e n t 
C o m m u n i c a t i o n s H Q ) , o n l y M l 5 i s c o n c e n t r a t e d i n L o n d o n . M a n y M 1 6 
p e r s o n n e l a r e , n a t u r a l l y , b a s e d o v e r s e a s u n d e r d i p l o m a t i c c o v e r . G C H Q ' s 
m a i n b u i l d i n g s a r e i n C h e l t e n h a m , G l o u c e s t e r s h i r e , w h e r e t h e y o c c u p y 
c o n s i d e r a b l e p r e m i s e s . M o s t o f G C H Q ' s p e r s o n n e l a n d c o s t s a r e b o r n e o n 
t h e D e f e n c e b u d g e t a n d t h e c o s t o f o p e r a t i n g G C H Q a n d i t s U K a n d 
o v e r s e a s m o n i t o r i n g c e n t r e s i s n o t d i s t i n g u i s h e d i n D e f e n c e o r F o r e i g n 
E s t i m a t e s p r e s e n t e d t o P a r l i a m e n t . 

O f t h e o f f i c e s p i c t u r e d i n t h i s r e p o r t , n i n e a r e c u r r e n t l y i n u s e b y o n e 
o r o t h e r o f t h e s e r v i c e s ( o n e o f t h e m , i n G r e a t M a r l b o r o u g h S t r e e t , w a s 
b e i n g r e f u r b i s h e d a t t h e t i m e o f w r i t i n g ) . F r o m o r d n a n c e s u r v e y m a p s , t h e 
f l o o r s p a c e a v a i l a b l e i n e a c h b l o c k m a y b e c a l c u l a t e d , l e a d i n g t o o u r 
e s t i m a t e o f b u d g e t a n d p e r s o n n e l . 

T h e h e a d q u a r t e r s o f M l 5 a r e n o w a t C u r z o n S t r e e t H o u s e , C u r z o n 
S t r e e t , W l . T h e y f o r m e r l y o c c u p i e d a n o t h e r b l o c k j u s t a l o n g t h e s t r e e t -
L e c o n f i e l d H o u s e , a s t o n e ' s t h r o w f r o m t h e H i l t o n a n d t h e P l a y b o y C l u b . 
W h e n L e c o n f i e l d H o u s e ' s o w n e r s p l a n n e d t o m o d e r n i s e t h e b l o c k , M 1 5 
r e s o l u t e l y r e f u s e d t o m o v e o u t o f M a y f a i r . C u r z o n S t r e e t H o u s e i s a s o l i d 
f o r t r e s s , b u i l t as s u c h d u r i n g t h e l a s t w a r , f r o m w h i c h t h e y c a n a d e q u a t e l y 
r e s i s t u n w e l c o m e p r e s s u r e s f o r c h a n g e . 

S e v e r a l o t h e r s u b s t a n t i a l M a y f a i r p r o p e r t i e s s w e l l M 1 5 ' s p o r t f o l i o . 
N o 7 1 / 7 2 G r o s v e n o r S t r e e t , w h i c h o n c e h o u s e d m a n y o f t h e S e c u r i t y 
S e r v i c e s ' p o l i t i c a l files, i s s t i l l i n u s e . L i k e s o m a n y o f t h e i r o f f i c e s i t s c o v e r 
i s b l o w n b y c o n t r a s t i n g t w o p u b l i c d i r e c t o r i e s - a s t r e e t d i r e c t o r y w h i c h l i s t s 
t h e p r e m i s e s as o c c u p i e d b y M o D ( A r m y ) , a n d a c i v i l s e r v i c e d i r e c t o r y 
w h i c h f a i l s t o m e n t i o n t h e p l a c e i n i t s M o D ( A r m y ) s e c t i o n . A g r o u n d f l o o r 
E s t e e L a u d e r c o s m e t i c s s h o p f a i l s t o d i s t r a c t a t t e n t i o n f r o m o b v i o u s 
g o v e r n m e n t f i t t i n g s , h e a v y l a c e c u r t a i n s a n d t i g h t s e c u r i t y . 

A t 4 1 S o u t h A u d l e y S t r e e t , W l , a s m a l l e r o f f i c e w h i c h l i e s a b o v e a 
p a t i s s e r i e n o t f a r f r o m t h e U S E m b a s s y , M l 5 ' s c o v e r a p p e a r s a l i t t l e b e t t e r . 
U n f o r t u n a t e l y , t h e y a r e n o t h e l p e d b y t h e P o s t O f f i c e , w h o r e f e r e n q u i r i e s 
a b o u t t h e i r t e l e p h o n e n u m b e r - c u n n i n g l y l i s t e d i n a p r i v a t e n a m e , f o r o n c e 
- t o ' S p e c i a l S e r v i c e s ' . C a l l e r s a r e t o l d : ' T h a t m e a n s i t ' s p r o b a b l y a 
g o v e r n m e n t d e p a r t m e n t ' . 

T h e S e r v i c e ' s f r o n t o f f i c e , u n t i l i t m o v e d t o t h e n e w H Q ( a p a r t f r o m 
t h e i r m y s t i f y i n g p o s t a l address o f ' B o x 5 0 0 ' ) i s a t 1 4 - 1 7 G r e a t M a r l b o r o u g h 
S t r e e t , o p p o s i t e t r e n d y C a m a b y S t r e e t . M I 5 ' s l e g a l a d v i s e r , w h o a t t e n d s t r i a l s 
a n d m e e t s p r o v i n c i a l p o l i c e m a n o n t h e i r b e h a l f , w a s b a s e d t h e r e . 

S u r v e i l l a n c e o f p o l i t i c a l a n d ' s u b v e r s i v e ' a c t i v i t y i n t h e L o n d o n a r e a 
i s m o u n t e d f r o m a n u m b e r o f s m a l l e r o f f i c e s . O n e s u c h o f f i c e i s t h e 



Above left: MIS's old HQ at Leconfield House, Curzon Street, W1. Above right: MI6 training centre at 296-
302 Borough High Street, S E 1 . Below left: joint MIS and military intelligence and surveillance off ices at 140 ^ 
Gower Street, WC1. Below right: MIS Headquarters at Curzon House, Curzon Street, W1. 
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Above left: GCHQ's London Office, 2 /8 Palmer Street, W 1 . Above 
right: MIS's front office, 14-17 Great Marlborough Street, W 1 . 
Below left: MIS centre at 71772 Grosvenor Street, W 1 . Below right: 
the MI6 'London Station' at 60 Vauxhall Bridge Road, S W 1 . 
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l a n d m a r k E u s t o n T o w e r b u i l d i n g . T h e D H S S , w h o o c c u p y m o s t o f t h e 
b u i l d i n g ' s f i r s t 2 0 floors ( t h e P o s t O f f i c e h a v e t h e t o p h a l f ) c o n f i r m t h a t t h e 
1 2 t h a n d 1 6 t h floors a r e u s e d b y o t h e r d e p a r t m e n t s . T h e 1 6 t h floor i s 
n o t i c e a b l y s u r r o u n d e d b y h e a v y c u r t a i n s , u n l i k e t h e o t h e r s . E q u a l l y 
n o t i c e a b l e , u n t i l l a s t y e a r , w a s a m y s t e r i o u s h i g h p o w e r s c r a m b l e d r a d i o 
s i g n a l , p r o b a b l y u s e d t o k e e p i n t o u c h w i t h o f f i c i a l c a r s . T h e s i g n a l , f r o m a 
p e r m a n e n t l y s t a f f e d c o m m u n i c a t i o n s c e n t r e a t t h e v e r y t o p o f t h e b u i l d i n g , 
c ause s c o n s i d e r a b l e i n t e r f e r e n c e i n t h e v i c i n i t y , n o t l e a s t t o T V a n d r a d i o 
s t u d i o s o n t h e g r o u n d floor. 

O n e o f M 1 5 ' s m o r e n o t o r i o u s s u r v e i l l a n c e o f f i c e s w a s a l a r g e g a r a g e 
a t 1-8 B a r n a r d R o a d , B a t t e r s e a . A n y s e c r e c y a t t a c h i n g t o i t w a s f a i r l y 
t h o r o u g h l y b l o w n w h e n t w o E a s t E u r o p e a n ' d i p l o m a t s ' w e r e c a u g h t t r y i n g 
t o b r e a k i n t o i t i n 1 9 6 8 . A l l t h e s a m e , M 1 5 d i d n o t g i v e u p u s i n g i t f o r 
a n o t h e r t e n y e a r s . 

A n o t h e r o f f i c e b l o c k a t 2 6 - 2 8 M o u n t R o w , M a y f a i r a p p e a r s t o b e 
p a r t o f t h e M 1 5 p o r t f o l i o . I t i s l i s t e d i n l o c a l r e c o r d s a s c e n t r a l g o v e r n m e n t 
o f f i c e s , b u t t h e a d d r e s s d o e s n o t a p p e a r i n a n y p u b U s h e d c i v i l s e r v i c e 
d i r e c t o r y . A p h o n e b o o k , c l e a r l y s t a m p e d S E C R E T , i s o n d i s p l a y a t t h e 
b u i l d i n g ' s r e c e p t i o n d e s k . T h i s sugges t s t h a t t h e o f f i c e s a r e u n l i k e l y t o 
b e l o n g t o a n y o r t h o d o x d e p a r t m e n t o f c e n t r a l g o v e r n m e n t ( n o t e v e n t h e 
M o D ' s o r d i n a r y i n t e r n a l p h o n e b o o k a t t r a c t s s u c h h i g h c l a s s i f i c a t i o n ) . 

T h e S e c r e t S e r v i c e , M l 6 , h a s l e s s s a l u b r i o u s f a c i l i t i e s . I t w a s 
b a n i s h e d d u r i n g t h e l a t e s i x t i e s t o C e n t u r y H o u s e , a 2 0 - s t o r e y t o w e r b l o c k 
n e a r W a t e r l o o . T h i s i s l i s t e d p u b l i c l y as t h e s i t e o f t h e F o r e i g n O f f i c e ' P e r ­
m a n e n t U n d e r - S e c r e t a r y ' s D e p a r t m e n t ' , w h i c h i s t h e F O ' s l i a i s o n w i t h 
M 1 6 . I t s m a i l i s v a r i o u s l y s e n t t o ' B o x 8 5 0 ' o r t o a n o n - e x i s t e n t M r G . H . 
M e r r i c k o f t h e F o r e i g n O f f i c e . T h e t h i r d floor o f a n a d j a c e n t a n n e x e h o u s e s 
t h e s e r v i c e ' s c o m p u t e r c e n t r e . 

A v a r i e t y o f t r a i n i n g c e n t r e s m e e t t h e p e r s o n n e l r e q u i r e m e n t s o f M 1 6 
a n d a n u m b e r o f f o r e i g n s e c r e t s e r v i c e s . T h e p r i n c i p a l t r a i n i n g d e p a r t m e n t i s 
a s t r o l l a w a y a t 2 9 6 - 3 0 2 B o r o u g h H i g h S t r e e t , S E l . M o r e c o l o u r f u l 
sub j ec t s - s a b o t a g e , d e m o l i t i o n a n d g e n e r a l m a y h e m - r a i s i n g - a r e t a u g h t a t 
a n u n d e r c o v e r e s t a b l i s h m e n t i n G o s p o r t c a l l e d F o r t M o n k t o n . T h i s c e n t r e , 
i n a N a p o l e o n i c f o r t o p p o s i t e P o r t s m o u t h H a r b o u r , s p o r t s a fine s e l e c t i o n o f 
s e c u r i t y f e n c e s , i n o r d e r t o b r o a d e n t h e e s p i o n a g e r e c r u i t ' s e x p e r i e n c e . A l l 
a r e c l e a r l y v i s i b l e f r o m t h e a d j a c e n t g o l f c o u r s e . 

O n e v e t e r a n o f t h e F o r t M o n k t o n c o u r s e i s t h e f o r m e r N o r w e g i a n 
m i l i t a r y i n t e l l i g e n c e a g e n t . M a j o r S v e n B l i n d h e i m . H e t o l d u s t h a t h e w a s 
t a u g h t s a b o t a g e s k i l l s t h e r e b e f o r e b e i n g e m p l o y e d b y B r i t i s h a n d U S 
i n t e l l i g e n c e t o t r a i n t e a m s o f r i g h t - w i n g F i n n s f o r o p e r a t i o n s i n s i d e t h e 
U S S R . ( M a n y o f t h e F i n n s f a i l e d t o r e t u r n , a n d B l i n d h e i m q u i t t h e j o b w h e n 
h e c o n c l u d e d t h a t i t w a s ' i l l e g a l ' . ) 

F o r t M o n k t o n ' s s e c r e t s a r e w i t h e l d o n l y f r o m t h e B r i t i s h p u b l i c . T h e 
R u s s i a n s h a v e b e e n w e l l - i n f o r m e d a b o u t t h e p l a c e s i n c e 1 9 5 1 , w h e n K i m 
P h i l b y a t t e n d e d a c o u r s e t h e r e . O f f i c i a l l y d e s c r i b e d as a n ' A r m y T r a i n i n g 
E s t a b l i s h m e n t ' , i t s e e m s t o c o n f o r m f a i r l y c l o s e l y t o t h e ' S a r r a t t ' t r a i n i n g 
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c e n t r e i n J o h n L e C a r r e ' s n o v e l s . T V c a m e r a s g u a r d t h e e n t r a n c e , a n d t r a c k 
t h e m o v e m e n t s o f i n q u i s i t i v e v i s i t o r s . 

Sir Francis Brooks Richards, a Deputy Secretary in the Cabinet 
Office. His role of Co-ordinator of Security and Intelligence 
removes the accountability of the security services from govern­
ment ministers. 

Brool<s Richards is now co-ordinator of Security in Northern 
Ireland. His place has been tai^en by Sir Anthony Duff. 

Men at the Top 
A n o t h e r u n a c k n o w l e d g e d d e p a r t m e n t , t h e C a b i n e t O f f i c e J o i n t I n t e l l i g e n c e 
S t a f f s p r o v i d e s o v e r a l l d i r e c t i o n f o r a l l t h r e e s e c r e t s e r v i c e s . T h e p e r s o n i n 
c h a r g e ( u n d e r t h e S e c r e t a r y t o t h e C a b i n e t ) i s S i r F r a n c i s B r o o k s R i c h a r d s , 
C o - o r d i n a t o r o f I n t e l l i g e n c e a n d S e c u r i t y . H i s p o s i t i o n i s a p o w e r f u l o n e : h e 
needs t o a n s w e r o n l y t o a f e w c o m m i t t e e s o f o f f i c i a l s , a n d t o t h e P r i m e 
M i n i s t e r . I n q u i r i e s i n t o t h e C a b i n e t C o m m i t t e e s t r u c t u r e b y t h e New 
Statesman i n 1 9 7 8 d i d n o t r e v e a l ( u n d e r L a b o u r ) a n y m i n i s t e r i a l c o m m i t t e e 
f o r t h e o v e r s i g h t o f i n t e l l i g e n c e a n d s e c u r i t y , a l t h o u ^ r e g u l a r r e p o r t s w e r e -
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a n d p r e s u m a b l y a r e - m a d e t o t h e c o m m i t t e e h a n d l i n g d e f e n c e a n d f o r e i g n 
a f f a i r s . B r o o k s R i c h a r d ' s i m m e d i a t e p r e d e c e s s o r w a s S i r L e o n a r d H o o p e r , 
a f o r m e r d i r e c t o r o f G C H Q . 

T h e p o s s i b i l i t y t h a t t h e i n t e l l i g e n c e a n d s e c u r i t y s e r v i c e s m i g h t d r i f t i n t o 
p o l i t i c a l ' d i r t y t r i c k s ' w a s n o t l e s s e n e d b y M r s T h a t c h e r ' s a p p o i n t m e n t o f 
a n e x t r e m e l y r i g h t - w i n g m i n i s t e r t o l i a i s e w i t h t h e C o - o r d i n a t o r . A n g u s 
M a u d e , t h e P a y m a s t e r - G e n e r a l , w a s g i v e n t h i s r o l e , t o g e t h e r w i t h a n o v e r t 
r e s p o n s i b i l i t y f o r g o v e r n m e n t ' i n f o r m a t i o n p o l i c y ' - b l u n t l y , p r o p a g a n d a . 
T h e r o l e h a s s o m e s i m i l a r i t i e s w i t h t h a t g i v e n t o G e o r g e W i g g b y H a r o l d 
W i l s o n i n t h e s i x t i e s . ( M a u d e ' s j o b w a s t o h a v e g o n e t o t h e l a t e A i r e y 
N e a v e . ) 

M 1 5 i s n o w r u n b y S i r H o w a r d T r a y t o n S m i t h , a f o r m e r a m b a s s a d o r 
t o M o s c o w a n d o n e - t i m e ' B r i t i s h g o v e r n m e n t r e p r e s e n t a t i v e i n N o r t h e r n 
I r e l a n d ' . S i n c e t h e B r i t i s h G o v e r n m e n t d o e s n o t n e e d d i p l o m a t i c r e p ­
r e s e n t a t i o n i n N o r t h e r n I r e l a n d , t h i s m a y b e r e a d as a e u p h e m i s m f o r t h e 
s e c u r i t y c o - o r d i n a t i o n j o b n o w p u b l i c l y a s s i g n e d t o S i r M a u r i c e O l d f i e l d , 
f o r m e r d i r e c t o r o f M l 6 . 

S i r A r t h u r ( ' D i c k i e ' ) F r a n k s , r e p u t e d l y a h a r d - l i n e r w i t h T h a t c h e r i t e 
i d e a s , n o w r u n s M l 6 . F o r m e r l y h e w a s d e p u t y t o O l d f i e l d , w h o w a s 
r e g a r d e d b y t h e s t a n d a r d s o f t h e i n t e l l i g e n c e w o r l d as s o m e t h i n g o f a l i b e r a l . 
B r i a n T o v e y , t a l l a n d b e s p e c t a c l e d a n d f o r m e r l y i n c h a r g e o f t h e C o m ­
m u n i c a t i o n s E l e c t r o n i c S e c u r i t y G r o u p , h e a d s G C H Q . 

W h a t h o p e i s t h e r e t h a t s o v e r e i g n t y o v e r a l l t h e s e l u s h b u t s h a d o w y 
e m p i r e s m i g h t b e r e t u r n e d t o P a r l i a m e n t ? I n t h e s h o r t t e r m , n o t m u c h . 
C u r i o u s l y , t h e f a c t t h a t a l m o s t e v e r y p e n n y o f S e c r e t S e r v i c e e x p e n d i t u r e 
w a s u n t i l r e c e n t l y i l l e g a l h a s c o m e t o l i g h t o n l y as p a r t o f t h e a t t e m p t t o 
r e a s s e r t P a r l i a m e n t a r y a u t h o r i t y . R o b i n C o o k M P h a s u n e a r t h e d t h e 
f o r m i d a b l e C i v i l L i s t a n d S e c r e t S e r v i c e A c t o f 1 7 8 2 , w h i c h p r o h i b i t e d t h e 
g o v e r n m e n t f r o m s p e n d i n g m o r e t h a n £10,000 a y e a r o n s e c r e t s e r v i c e s . 
T h i s A c t w a s o n l y r e p e a l e d i n 1 9 7 7 , a f t e r n e a r l y t w o c e n t u r i e s o f i l l e g a l 
o v e r s p e n d i n g . 

P a r l i a m e n t a r y q u e s t i o n s h a v e a l s o e s t a b l i s h e d t h a t t h e M i n i s t r y o f 
D e f e n c e s t a r t e d ' l a u n d e r i n g ' f u n d s f o r s e c u r i t y a n d i n t e l l i g e n c e a c t i v i t i e s i n 
1 9 4 6 . 

J u s t n o w , M I S i s a u t h o r i s e d t o w i t h h o l d a n y d e t a i l s o f i t s a c t i v i t i e s 
f r o m m i n i s t e r s , as w e l l as f r o m P a r l i a m e n t , u n l e s s i t c o n s i d e r s t h e y h a v e a 
' n e e d t o k n o w ' . T h a t , o f c o u r s e , i s a c h a r t e r f o r w r i t i n g y o u r o w n c h e q u e s , 
t a k i n g o v e r a n y p r e m i s e s y o u f a n c y , p h o n e - t a p p i n g , b u g g i n g a n d g e n e r a l l y 
s n o o p i n g o n a n y s e c t i o n s o f t h e p o p u l a t i o n w h o d o n ' t s h a r e t h e C a b i n e t 
O f f i c e v i e w o f l i f e . 

T h e L a b o u r P a r t y ' s H o m e A f f a i r s S t u d y G r o u p o n t h e i n t e l l i g e n c e 
s e r v i c e s finally g o t u n d e r w a y a f t e r T o n y B e n n ' s m u c h - p u b l i c i s e d i n i t i a t i v e 
m 1 9 7 9 . P r e v i o u s l y L a b o u r h a d n e v e r t a c k l e d t h e i s s u e r e a l l y s e r i o u s l y , a n d 
c e r t a i n l y d i d n o t t a k e a d v a n t a g e o f i t s p e r i o d s o f o f f i c e t o s u b m i t t h e s e c r e t 
agenc i e s t o a n y d e m o c r a t i c o v e r s i g h t . B u t t h e r e a l i s a t i o n m a y b e s p r e a d i n g 
t h a t t h e n e w t e c h n o l o g i e s o f s u r v e i l l a n c e m a k e t h e c h a l l e n g e g e n u i n e l y 
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Above: the Sarratt 'Nursery' of John Le Carre's fictional Secret 
Service appears to correspond to this real life sabotage, demolition 
and agent training centre: Fort Monlcton, at Gosport, HampshH-e. 
Below: a variety of British and foreign government secutiry fences 
are part of the trainees' hurdles. 
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urgent; that unless they are legally defended, our traditional liberties will not 
long survive. 
Footnote: Measuring up the spooks 
Using 1:1250 Ordnance Survey plans, we calculated the floor space of all the known London offices in use. The grand total is just over 100,000 square metres. The Property Services Agency, which provides and maintains all government offices, say that as a first estimate they allocate 200 square feet (18.4m^) of gross office space per head in London accommodation. The buildings discussed here will therefore accommodate about 5,400 people. 

The Supply Estimates 1979-80 gives the overall salary costs, including superaimuation, of each central government department. The security and intelligence services probably offer similar remuneration to the Foreign Office (average cost £9,984 yearly), or the Cabinet Office (£7,350). Even on the lower figure, staff costs alone would not leave much change out of the £40 million 'Secret Vote'. 
The cost of providing the buildings, met directly by the Property Services Agency, would begin with about £2.3 million in rates. Rents at normal commercial levels would be at least £10 million (some nice real estate is involved). 
Operating costs, of course, only begin with salaries. In the case of the Foreign Office, total costs are about 2.5 times salary cost. For other departments, the ratio is much smaller, but spies hardly come cheaper than diplomats. So long as we have to guesstimate, it seems reasonable to put the costs of Ml 5 and M16 together as being rather more than £100 miUion a year. 

First published 8 February 1980 



C H A P T E R F O U R 

T h e F a c t s B e h i n d t h e 
O f f i c i a l L i n e 

T h e e i g h t - p a g e W h i t e P a p e r o n t h e ' I n t e r c e p t i o n o f C o m m u n i c a t i o n s i n 
G r e a t B r i t a i n ' * , p u b l i s h e d i n A p r i l 1 9 8 0 , l o o k e d s l i m i n d e e d , w h e n 
c o m p a r e d t o t h e d e t a i l e d 4 0 - p a g e r e p o r t o n t h e s a m e s u b j e c t w h i c h L o r d 
B i r k e t t a n d o t h e r s s u b m i t t e d d m o s t 2 3 y e a r s a g o . B o t h r e p o r t s o m i t a g o o d 
m a n y s a l i e n t f a c t s ; t h e 1 9 8 0 v e r s i o n i s t h e m o s t s e r i o u s o f f e n d e r . 

I t s c h i e f d e c e p t i o n i s t h a t i t m a k e s n o m e n t i o n o f t h e p r i n c i p a l 
g o v e r n m e n t d e p a r t m e n t w o r k i n g o n t h e i n t e r c e p t i o n o f c o m m u n i c a t i o n s i n 
B r i t a i n : G o v e r n m e n t C o m m u n i c a t i o n s H e a d q u a r t e r s ( G C H Q ) . T h o u s a n d s o f 
p e o p l e a r e d i r e c t l y o r i n d i r e c t i y e m p l o y e d i n i t s s i g n a l s ' i n t e l l i g e n c e ' 
( S I G I N T ) a c t i v i t i e s i n B r i t a i n . N o r a r e t h e y s o l e l y c o n c e r n e d w i t h , f o r 
e x a m p l e , b r e a k i n g t h e s e c r e t c o d e s o f f o r e i g n p o w e r s . T h e t a p p i n g c e n t r e i n 
C h e l s e a k n o w n t o t h e p o l i c e as ' T i n k e r b e l l ' w a s d e s i g n e d , a n d m u c h o f i t s 
e q u i p m e n t p r o v i d e d b y G C H Q . G C H Q a l s o r e c e i v e s m u c h o f T i n k e r b e l l ' s 
i n t e l l i g e n c e , as d o t h e o t h e r , b e t t e r k n o w n a g e n c i e s . M l 5 a n d M l 6 . 

T h e W h i t e P a p e r d i d n o t d e n y o u r r e p o r t ; i t m e r e l y a v o i d e d t h e i s s u e 
b y n o t i n g t h a t t h e w a r r a n t s d i s c u s s e d t h e r e i n a r e i s s u e d f o r t h e 

p u r p o s e s ( o f ) t h e p o l i c e , H M C u s t o m s a n d E x c i s e a n d t h e S e c u r i t y 
S e r v i c e ( M 1 5 ) . . . 

N e i t h e r G C H Q n o r t h e S e c r e t I n t e l l i g e n c e S e r v i c e ( M l 6 ) a r e i n c l u d e d i n 
t h e l i s t ; y e t a l l a r e s u b s t a n t i a l u s e r s o f i n f o r m a t i o n f r o m i n t e r c e p t e d 
c o m m u n i c a t i o n s . 

T h e ' s a f e g u a r d s ' i n t h e t a p p i n g r u l e s w e r e p u b l i s h e d w i t h t h e W h i t e 
P a p e r ; b u t t h e y f a l l a l o n g w a y s h o r t o f b a l a n c i n g p>ersonal a n d p o l i t i c a l 
l i b e r t y w i t h t h e n e e d t o s e r v e t h e p u b l i c i n t e r e s t . I n t h e c a s e o f t a p p i n g b y t h e 
p o l i c e , t h e r e s t r i c t i o n s s o u n d fine: 

t h e o f f e n c e m u s t b e r e a l l y s e r i o u s ; n o r m a l m e t h o d s o f i n v e s t i g a t i o n 

• C o m m a n d 7 8 7 3 , p u b l i s h e d b y H M S O . 
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m u s t . . . f r o m t h e n a t u r e o f t h i n g s b e u n l i k e l y t o s u c c e e d . . . 
i n t e r c e p t i o n w o u l d b e l i k e l y t o l e a d t o a r r e s t a n d c o n v i c t i o n . 

B u t ' s e r i o u s ' d o e s n ' t m e a n w h a t i t u s e d t o m e a n . I t n o r m a l l y m e a n s a n 
o f f e n c e w i t h a l i k e l y m i n i m u m s e n t e n c e o f t h r e e y e a r s ' i m p r i s o i m i e n t , b u t i t 
c a n a l s o m e a n 

a n o f f e n c e o f l e s s e r g r a v i t y i n w h i c h e i t h e r a l a r g e n u m b e r o f p e o p l e i s 
i n v o l v e d o r t h e r e i s a g o o d r e a s o n t o a p p r e h e n d t h e u s e o f v i o l e n c e . . . 

T h i s c o u l d b e i n t e r p r e t e d t o c o v e r a n y i n d u s t r i a l d i s p u t e o r ' p o l i t i c a l ' c a s e . 
T h e ' s a f e g u a r d s ' a f f e c t i n g t h e S e c u r i t y S e r v i c e a r e s i g n i f i c a n t l y 

w e a k e r , s i n c e n o o f f e n c e n e e d e v e r t a k e p l a c e ; t h e S S m e r e l y h a v e t o 
d e m o n s t r a t e t h a t i n t e r c e p t i o n w i l l ' b e o f d i r e c t u s e i n c o m p i l i n g t h e 
i n f o r m a t i o n t h a t i s n e c e s s a r y . . . i n c a r r y i n g o u t ( i t s ) t a s k s ' . T h e t a r g e t o f t h e 
i n t e r c e p t i o n m u s t b e ' m a j o r s u b v e r s i v e , t e r r o r i s t o r e s p i o n a g e a c t i v i t y ' - b u t 
t h e c u r r e n t H o m e O f f i c e d e f i n i t i o n o f w h a t c o n s t i t u t e s s u b v e r s i o n i s s o w i d e 
as t o p e r m i t t h e i n c l u s i o n o f m u c h o r d i n a r y t r a d e s u n i o n a n d e v e n L a b o u r 
P a r t y a c t i v i t y . 

T h e r e p o r t a d m i t s t h a t w a r r a n t s f o r a ' t a r g e t ' o r g a n i s a t i o n , p e r s o n o r 
a c t i v i t y e x i s t a n d m a y c o v e r m u l t i p l e l i n e s w i t h o u t r e s t r i c t i o n o n t h e t o t a l 
i n v o l v e d . T h u s , t h e n u m b e r o f w a r r a n t s i s s u e d i s l e s s t h a n t h e n u m b e r o f 
l i n e s t h e y c o v e r - s u b s t a n t i a l l y l e s s , a c c o r d i n g t o o u r s o u r c e s . T h e 
e x i s t e n c e o f ' g e n e r a l ' w a r r a n t s , w h i c h s p e c i f y a g e n e r a l t a r g e t o n l y , a n d 
a l l o w c i v i l s e r v a n t s t o a d d o r r e m o v e t h e t e l e p h o n e l i n e s i n v o l v e d a t w i l l , 
w a s a d m i t t e d , i f s o m e w h a t e l l i p t i c a l l y . T h e W h i t e P a p e r e x p l a i n s t h a t t h e 
S e c r e t a r y o f S t a t e ' m a y d e l e g a t e ' t o t h e c i v i l s e r v i c e p o w e r t o a m e n d a 
w a r r a n t . I n o t h e r w o r d s , o n c e t h e H o m e S e c r e t a r y h a s a p p r o v e d a s i n g l e 
w a r r a n t t o t a p t h e t e l e p h o n e l i n e o f a ' t a r g e t ' o r g a n i s a t i o n , 5 0 m o r e l i n e s o f 
i n d i v i d u a l m e m b e r s c o u l d b e a d d e d w i t h o u t h i s c o n s e n t b e i n g n e e d e d . 

T h e r e a r e f u r t h e r d i s c r e p a n c i e s b e t w e e n t h e n u m b e r o f w a r r a n t s 
i s s u e d a n d t h e n u m b e r o f l i n e s t a p p e d . C l e m e n t F r e u d M P s p o t t e d o n e , a n d 
a s k e d M r W h i t e l a w 

w h e t h e r t h e n u m b e r o f i n t e r c e p t i o n o r d e r s i s c u m u l a t i v e - t h a t i s t o 
s a y , t h o s e c u r r e n t l y i n f o r c e - o r i s t h e n u m b e r g i v e n s i m p l y t h a t o f t h e 
n e w o r d e r s t h a t h a v e b e e n p u b l i s h e d ? 

W h i t e l a w d i d n ' t a n s w e r t h e q u e s t i o n , l e a v i n g o p e n t h e p o s s i b i l i t y t h a t 
' p e r m a n e n t ' w a r r a n t s f o r M l 5 a n d t h e S p e c i a l B r a n c h ( w h i c h a r e r e -
a u t h o r i s e d e v e r y s i x m o n t h s ) a r e o n l y e n u m e r a t e d o n c e - i n t h e y e a r i n 
w h i c h t h e y w e r e first i s s u e d . T h e c u m u l a t i v e n u m b e r o f w a r r a n t s i n f o r c e 
w o u l d t h u s b e r a t h e r m o r e t h a n t h a t i m p l i e d b y t h e y e a r l y t o t a l p u b l i s h e d i n 
t h e W h i t e P a p e r . 

F r g u d a l s o u n s u c c e s s f u l l y a s k e d W h i t e l a w t o r e v e a l t h e b r e a k d o w n 
o f t h e t o t a l s b e t w e e n C u s t o m s a n d E x c i s e , M I S , a n d p o l i c e . B u t t h e H o m e 
O f f i c e , i n a d v e r t e n t l y , h a s g i v e n a c l u e t o t h e a n s w e r . T h e W h i t e P a p e r , i n a 
s e p a r a t e t a b l e , i n c l u d e d figures f o r t h e n u m b e r o f w a r r a n t s s i g n e d a n d i n 
o p e r a t i o n a t t h e e n d o f t h r e e s a m p l e y e a r s . T h e s e figures m a y b e c o m p a r e d 
w i t h t h e t o t a l n u m b e r o f w a r r a n t s s i g n e d d u r i n g t h e y e a r : 
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Signed during In force 
at 31 Dec. Year 

1 9 5 8 
1 9 6 8 
1 9 7 8 

year 
1 2 9 
3 3 3 
4 2 8 

9 5 
1 5 5 
2 1 4 

S i n c e a n o r m a l w a r r a n t l a s t s o n l y t w o m o n t h s , t h e n u m b e r o f w a r r a n t s s a i d 
t o b e i n o p e r a t i o n a t t h e y e a r ' s e n d i s a s t o n i s h i n g l y h i g h . S i n c e w a r r a n t s f o r 
t a p s b y t h e S p e c i a l B r a n c h a n d M I S a r e n o r m a l l y r e n e w e d f o r s i x m o n t h s a t 
a t i m e , t h e l i k e l y e x p l a n a t i o n i s t h a t m o s t o f t h e w a r r a n t s g o t o t h o s e 
agenc i e s , a n d t h a t m a n y w a r r a n t s a r e m o r e o r l e s s p e r m a n e n t . O n t h e b a s i s 
o f s i m p l e a s s u m p t i o n s a n d s o m e s i m p l e m a t h s ( w a r r a n t s i s s u e d e v e n l y 
t h r o u g h t h e y e a r , a n d s a y , o n c e ) t h e p r o p o r t i o n o f ' s e c u r i t y ' w a r r a n t s m a y 
be c a l c u l a t e d . F o r 1 9 6 8 a n d 1 9 7 8 , t h e p r o p o r t i o n i s a b o u t 7 5 p e r c e n t . 

T h e n u m e r o u s o p p o r t u n i t i e s f o r fiddling t h e figures, d e t a i l e d a b o v e , g o 
a c o n s i d e r a b l e d i s t a n c e t o w a r d s e x p l a i n i n g t h e d i s c r e p a n c y b e t w e e n t h e a p ­
p a r e n t l y ' m o d e s t ' o v e r a l l figures f o r w a r r a n t s i s s u e d , a n d t h e c a p a c i t y ( o f 
m o r e t h a n 1 , 0 0 0 l i n e s ) o f t h e n a t i o n a l p h o n e t a p p i n g c e n t r e i n E b u r y B r i d g e 
R o a d , L o n d o n , S W l , w h e r e t h e w a r r a n t s a r e p u t i n t o a c t i o n b y t h e P o s t 
O f f i c e . M e r l y n R e e s t o l d j o u r n a l i s t s i n F e b r u a r y 1 9 8 0 t h a t d u r i n g h i s t i m e 
as H o m e S e c r e t a r y , 2 - 3 , 0 0 0 l i n e s w e r e t a p p e d e v e r y y e a r , a n d 2 5 0 - 4 0 0 
w a r r a n t s w e r e i n f o r c e a t a n y o n e t i m e . T w o m o n t h s l a t e r , R e e s g r e e t e d t h e 
W h i t e P a p e r ' s r a t h e r s m a l l e r figures w i t h a n a l m o s t a u d i b l e s i g h , a n d a 
s y c o p h a n t i c s p e e c h . H e d i d n o t o f f e r a n y s u g g e s t i o n s as t o h o w h i s m e m o r y 
h a d p r e v i o u s l y f a i l e d h i m - o r , m o r e l i k e l y i n w h i c h w a y t h e H o m e O f f i c e 
h a d o b l i g i n g l y d o c t o r e d t h e r e a l figures d o w n t o m o r e ' m o d e s t ' l e v e l s . 

A t l e a s t W h i t e l a w d i d a c k n o w l e d g e t h a t s o m e t a p p i n g , p a r t i c u l a r l y i n 
N o r t h e r n I r e l a n d , w a s n o t c o v e r e d b y t h e W h i t e P a p e r . T h e H o u s e o f 
C o m m o n s w a s t o l d t h a t t a p p i n g i n N o r t h e r n I r e l a n d w a s d o n e u n d e r t h e 
s a m e ' c o n d i t i o n s a n d s a f e g u a r d s ' ; 

s u b j e c t o n l y t o o v e r r i d i n g r e q u i r e m e n t s f o r d e a l i n g w i t h t e r r o r i s m . . . 
w h i c h m e a n s , i n e f f e c t , n o s a f e g u a r d s f o r l i b e r t y o r p r i v a c y a t a l l . 

T h e r e w a s n o m e n t i o n o f t h e w a r r a n t s f o r t a p p i n g w h i c h a r e s i g n e d b y 
t h e F o r e i g n S e c r e t a r y ( f o r G C H Q a n d S I S ) , o r b y t h e P r i m e M i n i s t e r ; n o r 
w a s t h e r e a n y m e n t i o n o f t h e ( r e p u t e d l y ) d e l e g a t e d p o w e r o f t h e C a b i n e t 
S e c r e t a r y t o s i g n w a r r a n t s o n t h e P M ' s b e h a l f . T h i s w h o l e a r e a w a s o m i t t e d 
e v e n f r o m t h e B i r k e t t r e p o r t . I t b e c a m e c l e a r i n 1 9 6 7 t h a t a p e r m a n e n t 
w a r r a n t a u t h o r i s i n g t h e i n t e r c e p t i o n o f o v e r s e a s t e l e g r a m s b y G C H Q w a s 
i n f o r c e w h e n B i r k e t t r e p o r t e d - b u t t h e s u b j e c t w a s n ' t t o u c h e d . 

T h i s o m i s s i o n i s e v e n m o r e i m p o r t a n t i n t h e 1 9 8 0 s . T h e c o n t i n u i n g 
r e e q u i p m e n t o f t h e t e l e p h o n e t a p p i n g o p e r a t i o n c h a n g e d i t f r o m a h i g h l y 
spec i f i c a n d c o m p a r a t i v e l y e a s i l y r e g u l a t e d a c t i v i t y , c l o s e l y l i n k e d t o c l e a r 
o f f e n c e s a n d a r e a s o f c o n c e r n , t o g e n e r a l i s e d i n t e l l i g e n c e - g a t h e r i n g a n d 
s u r v e i l l a n c e , c a r r i e d o u t as p a r t o f G C H Q ' s r e c o g n i s e d C O M I N T j o b - b u t 
t u r n e d i n w a r d o n t h e B r i t i s h p e o p l e . T h e s u d d e n d r o p i n H o m e S e c r e t a r y ' s 
w a r r a n t s a f t e r 1 9 7 5 m a y b e o n e i n d i c a t i o n t h a t t h e s u r v e i l l a n c e ' l o a d ' o n 
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HOW (MANY WARRANTS ARE ISSUED? 
The White Paper 'brings up to date' the Birlcett report on the 
interception of communications, and gives statistics from 1958to 
1979 on warrants issued by the Home Secretary and the Secretary 
of State for Scotland. The figures, on careful examination, do not 
bear out Mr Whitelaw's contention that there has been a 'modest 
overall increase'in the total amount of interception-even leaving 
aside the omissions and other aspects of the White Paper. 

By plotting the newly released figures, a very different picture 
emerges (see graphs). Warrants for tapping in Scotland, according 
to the published information were virtually non-existent until 
1967. During 1967-69, the number of warrants issued annually 
wasten or less. During 1979,56 warrants were issued in Scotland. 

The rise in the number of Home Secretary's telephone 
tapping warrants issued yearly in England and Wales is less 
startling. From an immediate postwar low of 56, the number of 
warrants issued rose to peait at 231 in 1955. Thereafter, it has 
slumped, probably for two reasons. First cold war security hysteria 
was coming to an end. Second, public concern about telephone 
tapping was at a peak in 1956/7, provoked by a 1956 case in which 
telephone tapping information had been passed outside the 
public service, and which led to the setting up of the Birkett 
Inquiry in June 1957. 

After Birkett there came a sharp boom -from 129 warrants in 
1958 to 468 in 1 9 7 5 - a rise of more than 250 per cent. As can be 
seen clearly from the trend of the graph, the rise began immediately 
after Birkett reported, and recommended that in future figures on 
tapping should not be made public. The rise continued through 
the 60s, long before international terrorism, invoked by Whitelaw 

"Command 7873, published by HMSO. 
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Scottish S«cr*tary t * l * p h o i M warrants 
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as a case for growth, became a serious probiem. Indeed, the rate 
of growth of tapping seems, if anything, to have slackened around 
1970, just when terrorist activities were beginning to make their 
mark. 

The most startling feature of the graph is the abrupt dip and 
levelling off which takes place in 1976. The reason for this feature 
is unclearf rom evidence published so far. It clearly does not relate 
to tight security reins which Merlyn Rees might claim to have 
imposed after his arrival at the Home Office from Northern 
Ireland. 

The only downward trend is in the number of warrants issued 
for mall Interception. Part of the explanation may be in the 
removal or downgrading of offences concerning the transmission 
of, for example, obscene material through the post. 
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M l 5 h a s b e e n t r a n s f e r e e ! t o G C H Q . A l t h o u g h t h e g o v e r n m e n t h a s a l l u d e d 
t o ' f e a r s a b o u t n e w t e c h n o l o g y ' as o n e r e a s o n f o r t h e r e c e n t s t a t e m e n t , t h e y 
h a v e o f f e r e d n o t h i n g t o a l l a y s u c h f e a r s . I n 1 9 7 9 , i n t h e M a l o n e c o u r t case 
o n t h e l e g a l i t y o f p o l i c e t a p p i n g . V i c e C h a n c e l l o r S i r R o b e r t M e g a r r y 
c o m m e n t e d t h a t t a p p i n g w a s a s u b j e c t w h i c h ' c r i e s o u t f o r l e g i s l a t i o n ' . T h i s 
c r y h a s n o w b e e n w a t e r e d d o w n t o a ' c o n s i d e r a t i o n ' , w h i c h t h e g o v e r n m e n t 
h a s d i s m i s s e d as u n s u i t a b l e f o r s c r u t i n y b y P a r l i a m e n t o r t h e c o u r t s . 
I n s t e a d , a s i n g l e j u d g e w i l l be a s k e d t o e x e r c i s e r a t h e r l e ss s u b s t a n t i a l 
o v e r s i g h t o n a v e r y p a r t i a l b r i e f . 

T h e U K m a y w e l l b e i n b r e a c h o f i t s i n t e r n a t i o n a l o b l i g a t i o n s . 
A l t h o u g h t h e E u r o p e a n C o n v e n t i o n o f H u m a n R i g h t s m a k e s n o s p e c i f i c 
m e n t i o n o f t e l e p h o n e t a p p i n g , t h e E u r o p e a n C o u r t h a s r u l e d t h a t ' p o w e r s o f 
s ec r e t s u r v e i l l a n c e o f c i t i z e n s , c h a r a c t e r i s i n g as t h e y d o t h e p o l i c e s t a t e , a r e 
t o l e r a b l e u n d e r t h e C o n v e n t i o n o n l y i n s o f a r as s t r i c t l y n e c e s s a r y f o r 
s a f e g u a r d i n g t h e d e m o c r a t i c i n s t i t u t i o n s ' ; t h e C o u r t m u s t b e s a t i s f i e d t h a t 
' t h e r e e x i s t a d e q u a t e a n d e f f e c t i v e g u a r a n t e e s a g a i n s t a b u s e ' . I n G e r m a n y , 
t a p p i n g w a r r a n t s a r e s u p e r v i s e d b y a P a r l i a m e n t a r y c o m m i s s i o n a n d t h e 
v i c t i m o f t a p p i n g h a s e v e n t u a l l y t o b e i n f o r m e d : t h e s e p r o v i s i o n s w e r e f o u n d 
t o b e a c c e p t a b l e u n d e r t h e C o n v e n t i o n - b u t o n l y j u s t . T h e H o m e O f f i c e 
p l a n f o r a s i n g l e j u d g e w i l l n o t s u f f i c e . 

T h e a p p o i n t m e n t o f L o r d D i p l o c k t o t h i s p o s i t i o n - w h o s e r e ­
c o m m e n d a t i o n s l e d t o t h e a b o l i t i o n o f j u r i e s i n m a n y N o r t h e r n I r e l a n d 
c o u r t s - i s s c a r c e l y a m o v e i n t h e d i r e c t i o n o f r e a l s u p e r v i s i o n . 



C H A P T E R F I V E 

A m e r i c a ' s B i g E a r 
i n E u r o p e 

T i n k e r b e l l ' i s o n l y o n e p a r t o f a m a s s i v e exe rc i s e i n s p y i n g o n c i v i l a n d 
c o m m e r c i a l c o m m u n i c a t i o n s . A m u c h b i g g e r r o l e i s p l a y e d b y A m e r i c a ' s 
h i g h l y secre t ive N a t i o n a l S e c u r i t y A g e n c y ( N S A ) , o p e r a t i n g f r o m a r e m a r k a b l e 
base a t M e n w i t h H i l l , e i g h t m i l e s w e s t o f H a r r o g a t e i n Y o r k s h i r e . 

M e n w i t h H i l l — u n l e s s t h e K G B h a s s o m e t h i n g e v e n b i g g e r — a p p e a r s t o 
be t h e b igges t t a p p i n g c e n t r e i n t h e w o r l d . F r o m i t s h e a v i l y g u a r d e d o p e r a t i o n s 
r o o m s p e c i a l h i g h - c a p a c i t y cab l e s r u n u n d e r g r o u n d t o t h e P o s t m i c r o w a v e 
t o w e r a t H u n t e r s S t o n e s A v e m i l e s a w a y : t h i s p r o v i d e s a n u m b i l i c a l l i n k i n t o t h e 
i n t e r n a t i o n a l t e l e p h o n e a n d t e l e x s y s t e m r u n n i n g t h r o u g h B r i t a i n . A d i r e c t t a p 
w h i c h i s p l a c e d o n l i n e s t o F r a n c e a n d e l s e w h e r e i n E u r o p e h a s b e e n i n 
o p e r a t i o n f o r m o r e t h a n 15 y e a r s . 

F i v e y e a r s ago C o n g r e s s i o n a l i n q u i r i e s u n c o v e r e d s o m e t r a c e s o f t h e 
N S A ' s w h o l e s a l e i n t e r c e p t i o n o f A m e r i c a n a n d o t h e r c i v i l i a n c o m m u n i c a t i o n s . 
B u t t he agency has s t u b b o r n l y r e s i s t e d a l l s u b s e q u e n t a t t e m p t s t o d i s c u s s a n y 
de ta i l s o f i t s $10-12 b i l l i o n - w o r t h o f o p e r a t i o n s — s o m u c h so as t o a r o u s e 
j u d i c i a l s u s i c i o n s t h a t t h e y a r e u n c o n s t i t u t i o n a l . M e n w i t h H i l l , w i t h r a t h e r 
m o r e t h a n 800 e m p l o y e e s w o r k i n g a r o u n d t h e c l o c k t o g a t h e r p o l i t i c a l , m i l i t a r y 
a n d e c o n o m i c i n t e l l i g e n c e , i s t h e l a rges t N S A c i v i l i a n l i s t e n i n g - p o s t — 
r e f l e c t i n g B r i t a i n ' s s t r a t e g i c p o s i t i o n i n t h e w o r l d c o m m u n i c a t i o n s n e t — b u t 
even t r i v i a l d e t a i l s h a v e been k e p t secre t f r o m t h e U S C o n g r e s s . 

T h e b a s e a t M e n w i t h H i l l c o v e r s 5 6 2 c l o s e l y - g u a r d e d a c r e s o f t h e 
Y o r k s h i r e M o o r s , f e s t o o n e d w i t h a r e m a r k a b l e a r r a y o f s a t e l l i t e - t r a c k i n g 
a e r i a l s . I t s b u s i n e s s f o r m o r e t h a n fifteen y e a r s h a s b e e n s i f t i n g t h e 
c o m m u n i c a t i o n s o f p r i v a t e c i t i z e n s , c o r p o r a t i o n s a n d g o v e r n m e n t s f o r 
i n f o r m a t i o n o f p o l i t i c a l o r e c o n o m i c v a l u e t o t h e U S i n t e l l i g e n c e c o m ­
m u n i t y : a n d s i n c e t h e e a r l y 1 9 6 0 s i t s c l o s e p a r t n e r i n a n o p e r a t i o n o f e v e r ­
g r o w i n g t e c h n i c a l s o p h i s t i c a t i o n h a s b e e n t h e B r i t i s h P o s t O f f i c e . 

T h e P o s t O f f i c e h a s b u i l t M e n w i t h H i l l i n t o t h e h e a r t o f B r i t a i n ' s 
n a t i o n a l c o m m u n i c a t i o n s s y s t e m - a n d B r i t a i n , o f c o u r s e , o c c u p i e s a n o d a l 
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position in the communications of the world, especially those of Western 
Europe. It is not an exaggeration to say that the first stage of the Post 
Office's microwave network was constructed around Menwith Hill and its 
operations: at least five high-capacity networks feed into the base, from all 
parts of Britain, through the nearby Post Office tower at Hunters Stones 
(see map, and illustration). 

One tap which we can anatomise in considerable detjiil - due to the 
documentary indiscretion of a Ministry of Works surveyor - connects at 
least 3,600 Lx»ndon-to-Paris phone lines to the listeners at Menwith Hill. 

The Ministry of Defence told us that the station 'exists with the full 
approval of the British government'. They did not deny that it intercepted 
international civil conmiunications on a massive scale but a spokesman 
claimed that it did not listen in on calls across the Atlantic to or from Britain, 
'or any domestic calls in the UK'. 

This cautious and partial denial - the Post Office, as always, declines 
to discuss questions of interception - fails to deal with most of the points we 
have put to the Ministry. No attempt is made to deny the interception of 
phone calls to and from Europe, including those from North America: nor is 
the interception of non-telephone communication, such as telex and 
telegram traffic, denied. Since most of the operations of the 'big ear' at 
Menwith Hill would presumably be concentrated on the European side of 
Britain's communications, the MoD does not appear to be denying any 
pertinent part of our description. Given the almost total unreliability of 
official statements about communications interception, it is hard to know 
how seriously to take any part of the MoD's attempts to explain away the 
remarkable facilities at Menwith Hill. We have acquired some evidence 
suggesting that one of the base's minor roles involves the interception of 
phone-calls between Ireland and the UK: some gesture towards assistance 
with the anti-IRA campaign might make the existence of Menwith Hill 
more palatable to the host government. The MoD has refused to comment 
on suggestions that Menwith Hill could run taps on individual phone lines in 
Britain - such as those of people campaigning against cruise missile 
deployment. And a recent statement by a former US Air Force colonel who 
supervised some National Security Agency operations during the sixties 
reinforces the point that everything going across the Atlantic can be read by 
the NSA somewhere. Colonel Fletcher Prouty stated in October 1979 that: 

there are three satellites over the Atlantic, each capable of trans­
mitting on about 20,000 circuits. There are eight transadantic cables 
with about 5,000 circuits. NSA monitors all these circuits, collects 
and records the electronic information transmitted, and its computers 
can pick out the messages it wants by 'key words'. 

Every aspect of Menwith Hill's operations is shrouded in secrecy. But we 
have been informed that it was specially identified, during secret sessions of 
the 1975 Congressional hearings on US intelligence agencies, and des­
cribed as the larger of two centres for tapping telephone lines in Europe. 
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T h r e e p a s t a n d p r e s e n t U S i n t e l l i g e n c e o f f i c i a l s a l s o c o n f i r m e d t h e r o l e o f 
t h e b a s e f r o m first h a n d k n o w l e d g e . 

O n e e x - N S A a n a l y s t t o l d u s t h a t h e h a d s e e n a d o c u m e n t g i v i n g t h e 
' s e c r e t a l l - c i v i l i a n b a s e ' a u t h o r i t y f o r ' t a p p i n g t h e t e l e p h o n e l i n e s t o 
E u r o p e ' . A h i g h r a n k i n g i n t e l l i g e n c e c o n s u l t a n t , w h o s t i l l w o r k s f o r t h e U S 
i n t e l l i g e n c e c o m m u n i t y , t o l d u s t h a t h e w a s a w a r e o f M e n w i t h H i l l ' s 
e l a b o r a t e t e l e p h o n e a n d t e l e x t a p p i n g f a c i l i t i e s . H e h a d i n s p e c t e d t h e 
s t a t i o n o v e r 1 5 y e a r s a g o , a n d a g r e e d t h a t i t w a s s t i l l e n g a g e d i n t a p p i n g ; ' I 
k n o w i t f o r s u r e ' , h e s a i d . 

O n e f o r m e r B r i t i s h m i l i t a r y o f f i c e r h a s h a d o c c a s i o n t o v i s i t M e n w i t h 
H i l l ' s c o m p u t e r v a u l t s . H e d i s c o v e r e d t h a t ' i t i n t e r c e p t s t e l e p h o n e a n d o t h e r 
c o m m u n i c a t i o n s t o a n d f r o m t h e U n i t e d S t a t e s a n d E u r o p e . C o m p u t e r s file 
i n t e l l i g e n c e d o s s i e r s o n E u r o p e a n p o l i t i c a l a n d t r a d e s u n i o n l e a d e r s . ' 

Self-contained and ultra-secret 
T h e b a s e w a s first p l a n n e d i n 1 9 5 4 , b u t d i d n o t s t a r t o p e r a t i o n s u n t i l 1 9 6 0 . 
I n i t i a l l y , i t w a s r u n b y t h e U S A r m y S e c u r i t y A g e n c y , t h e m i l i t a r y 
m o n i t o r i n g a r m o f t h e N S A . I n S e p t e m b e r 1 9 6 0 , a U S A r m y g e n e r a l 
i n a u g u r a t e d M e n w i t h H i l l as t h e 1 3 t h U S A r m y S e c u r i t y A g e n c y F i e l d 
S t a t i o n . 

T h e P o s t O f f i c e s c h e m e o f s e c r e t l i n k s a l s o b e g a n i n 1 9 5 4 , a n d t h e 
p l a n n i n g a n d c o n s t r u c t i o n o f b o t h t h e b a s e a n d i t s t a p p i n g n e t w o r k 
p r o c e e d e d s i d e b y s i d e u n t i l t h e e a r l y 1 9 6 0 s . T h e t a p p i n g n e t w o r k w a s 
c o n c e a l e d w i t h i n a P o s t O f f i c e p l a n f o r a c h a i n o f m i c r o w a v e r a d i o t o w e r s 
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l i k e t h e o n e i n c e n t r a l L o n d o n ; t h i s s y s t e m , n a m e d ' B a c k b o n e ' , w a s 
s u p p o s e d l y g o i n g t o p r o v i d e e m e r g e n c y l i n k s i f B r i t a i n w e r e a t t a c k e d . B u t 
w h e n , a f t e r s o m e d e l a y . B a c k b o n e w a s c o m p l e t e d , i t t u r n e d o u t t o b e 
f e e d i n g s i g n a l s i n t o t h e i n t e l l i g e n c e b a s e a t M e n w i t h H i l l i n s t e a d . 

I n A u g u s t 1 9 6 6 , b o t h t h e 1 3 t h A S A F i e l d S t a t i o n a n d a s u b s i d i a r y 
ba se a t K i r k n e w t o n n e a r E d i n b u r g h a b r u p t l y c l o s e d . C i v i l i a n s f r o m t h e 
N a t i o n a l S e c u r i t y A g e n c y t o o k M e n w i t h H i l l o v e r e n t i r e l y , a n d i t b e c a m e , 
as i t h a s r e m a i n e d , s e l f - c o n t a i n e d a n d u l t r a - s e c r e t . 

T h e l e g a l i t y o f t h e N S A ' s o p e r a t i o n s i n Y o r k s h i r e m a y b e o p e n t o 
d o u b t . U n d e r s e c t i o n 4 o f t h e O f f i c i a l S e c r e t s A c t o f 1 9 2 0 , a n y S e c r e t a r y o f 
S t a t e c a n i s s u e a w a r r a n t f o r t h e i n t e r c e p t i o n o f t e l e g r a m s a n d t e l e p h o n e 
c a l l s i n a n d o u t o f B r i t a i n . B u t t h e P o s t O f f i c e A c t o f 1 9 6 9 , w h i c h w a s u s e d 
t o j u s t i f y d o m e s t i c t e l e p h o n e t a p p i n g i n 1 9 7 9 , o n l y a l l o w s P o s t O f f i c e 
e m p l o y e e s t o i n t e r c e p t t e l e p h o n e c a l l s f o r ' c r o w n s e r v a n t s ' . A m e r i c a n s a r e 
n o t c r o w n s e r v a n t s . 

T h e P o s t O f f i c e h a s r e f u s e d t o c o m m e n t , a n d s a y s t h a t i n t e r c e p t i o n ' i s 
d e a l t w i t h b y t h e H o m e O f f i c e ' . P e t e r A r c h e r M P , w h o as S o l i c i t o r G e n e r a l 
i n 1 9 7 9 d e f e n d e d t h e g o v e r n m e n t ' s o r t h o d o x t a p p i n g i n c r i m i n a l c a s e s , t o l d 
t h e New Statesman t h a t s u c h a m a s s i v e s n o o p i n g e x e r c i s e ' w a s c l e a r l y n o t 
i n t e n d e d b y P a r l i a m e n t i n p a s s i n g t h e t w o A c t s . ' 

L a s t w e e k t h e M o D w e r e ' n o t p r e p a r e d t o a n s w e r ' w h e n a s k e d h o w 
m a n y p e o p l e w o r k e d a t M e n w i t h H i l l . B u t a 1 9 7 4 r e l e a s e d e a l i n g w i t h t h e 
i n s t a l l a t i o n o f o n e o f i t s c o n s p i c u o u s t r a c k i n g d i s h e s s a i d i t h a d a s t a f f o f 
8 0 0 , a n d s i n c e t h e n i t s f a c i l i t i e s h a v e c e r t a i n l y e x p a n d e d c o n s i d e r a b l y . A l l 
e m p l o y e e s h a v e t o w o r k u n d e r r i g i d s e c u r i t y c o n t r o l . F a m i l y m e m b e r s a r e 
o r d e r e d n e v e r t o m e n t i o n ' N S A ' , a n d a l l , i n c l u d i n g c h i l d r e n a g e d t w e l v e 
a n d o v e r , a r e i n s t r u c t e d t o r e p o r t a l l c o n t a c t s w i t h ' f o r e i g n n a t i o n a l s ' . 
O f f i c i a l s a n d t h e i r f a m i l i e s h a v e b e e n q u i c k l y s e n t h o m e f o r e v e n m i n o r 
i n d i s c r e t i o n s o f t e e n a g e c h i l d r e n . 

N S A s u r v e i l l a n c e o f i n t e r n a t i o n a l t e l e p h o n e l i n e s w a s a d m i t t e d 
o f f i c i a l l y w h e n C L \r W i l l i a m C o l b y a p p e a r e d b e f o r e t h e P i k e 
C o m m i t t e e o n I n t e U i g e n c e i n 1 9 7 5 . B u t n o d e t a i l s w e r e r e v e a l e d . 

S i n c e C o l b y ' s s t a t e m e n t , N S A h a s f a c e d r e p e a t e d a c t i o n i n t h e 
S u p r e m e C o u r t b y i n d i v i d u a l s a n d g r o u p s w h o s e o r d i n a r y a n d l e g a l c i v i l 
c o m m u n i c a t i o n s w e r e i n t e r c e p t e d . N S A h a s r e p e a t e d l y r e f u s e d t o d i s c l o s e 
d e t a i l s o f h o w i t c a m e t o i n t e r c e p t t h e i r p h o n e c a l l s o r t e l e g r a m s , p l e a d i n g 
t h a t d i s c l o s u r e w o u l d d a m a g e ' v i t a l S I G I N T ( s i g n a l s i n t e l l i g e n c e ) s o u r c e s ' . 

H e a d i n g t h e l i s t o f f a c i l i t i e s w h i c h N S A d o e s n o t w i s h d i s c u s s e d i n 
p u b l i c i s M e n w i t h H i l l . S o f a r , n o c o u r t h a s f o r c e d N S A t o t h e p o i n t o f 
d i s c l o s u r e , b u t s o m e h a v e d e c i d e d t h a t N S A ' s r e l u c t a n c e i m p l i e s t h a t t h e y 
h a v e i l l e g a l l y b r e a c h e d t h e U S C o n s t i t u t i o n . 

Centre of Britain's radio linlcs 
F i v e m i l e s s o u t h o f M e n w i t h H i l l , a f r e s h l y p a i n t e d s i g n m a r k e d ' P o s t 
O f f i c e E n g i n e e r i n g D e p a r t m e n t - P r i v a t e ' d e n i e s a c c e s s t o a s m a l l p a t c h o f 
h i l l t o p w o o d l a n d . W i t h i n t h e w o o d s i s t h e H u n t e r s S t o n e s P o s t O f f i c e 
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IMenwith Hill Station (above) isthe largestand most secret civilian 
overseas base of the giant US National Security Agency. Its 
'dragnet' monitoring of international telephone and telex lines 
depends on a special network of microwave radio connections, 
which converge on the tower at Hunters Stones (top left), west of 
Harrogate, Yorks. From here, a high capacity underground cable 
(map, top right) runs along the B6451 road, and crosses the 
Skipton-Harrogate road into the base. 
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T o w e r , 3 2 0 f e e t h i g h . A l t h o u g h i s o l a t e d i n t h e m o o r s a n d a w a y f r o m a l l 
B r i t a i n ' s m a j o r u r b a n a r e a s , t h i s t o w e r h a s a g r e a t e r c o m m u n i c a t i o n s 
c a p a c i t y t h a n a l m o s t a l l o t h e r s i n t h e s y s t e m . H u n t e r s S t o n e s i s v i r t u a l l y t h e 
p i v o t a l p o i n t o f m o r e t h a n a m i l l i o n r o u t e - m i l e s o f m i c r o w a v e r a d i o 
c o n n e c t i o n s w h i c h h a v e b e e n i n s t a l l e d i n B r i t a i n . 

T h e m i c r o w a v e n e t w o r k l i n k s u p B r i t a i n b y s e n d i n g t h o u s a n d s o f 
p h o n e c a l l s ( o r o t h e r m e s s a g e s ) a l o n g r a d i o b e a m s b e t w e e n t o w e r s r o u g h l y 
t h i r t y m i l e s a p a r t . M a n y o f t h e d e t a i l s o f t h e s y s t e m a r e p h y s i c a l l y 
o b s e r v a b l e , o r c a n b e w o r k e d o u t f r o m i n f o r m a t i o n w h i c h h a s t o b e 
r o u t i n e l y p u b l i s h e d f o r e n g i n e e r s a n d o t h e r s : e x h a u s t i v e a n a l y s i s o f t h i s 
m a t e r i a l s h o w s a t l e a s t five r o u t e s f e e d i n t o t h e H u n t e r s S t o n e s t o w e r w h i c h 
a r e n o t u s e d f o r t e l e v i s i o n , t e l e x o r e v e n o r t h o d o x d e f e n c e p u r p o s e s s u c h as 
l i n k s t o e a r l y - w a r n i n g s t a t i o n s . A l t h o u g h t h e r e a r e c o n c e i v a b l y e v e n m o r e 
e x o t i c e x p l a n a t i o n s f o r a l l t h i s s u r p l u s m i c r o w a v e p o w e r , t h e o b v i o u s o n e i s 
t h a t t h e ' m y s t e r y ' b e a m s a r e t a p s u p o n v a r i o u s a s p e c t s o f t h e w h o l e s y s t e m 
- a n d , i n t h e c a se o f t h e t a p o n t h e L o n d o n - P a r i s b e a m , i t c a n b e t r a c e d i n 
d e t a i l . 

F r o m a s m a l l , w e l l - p r o t e c t e d e n g i n e e r i n g b u i l d i n g a t t h e b a s e o f t h e 
H u n t e r s S t o n e s t o w e r , a r e m o t e l y c o n t r o l l e d t e l e v i s i o n c a m e r a , i n s t a l l e d 
s i n c e e n q u i r i e s w e r e first m a d e t o t h e P o s t O f f i c e a b o u t t h e s t a t i o n ' s 
p u r p o s e , k e e p s a c a r e f u l w a t c h o n a n y o n e a p p r o a c h i n g . B e l o w g r o u n d , five 
c a b l e s a r e i n s t a l l e d i n a s m a l l t u n n e l w h i c h r u n s b e s i d e t h e r o a d n o r t h t o 
M e n w i t h H i l l . O n e o f t h e s e c a b l e s , p a i d f o r a n d i n s t a l l e d b y t h e A m e r i c a n s 
t h e m s e l v e s t h r e e y e a r s a g o , i s t h e p r i n c i p a l f e e d t o M e n w i t h H i l l . A l t h o u g h 
o n l y a b o u t t w o i n c h e s i n d i a m e t e r , i t i s p r o t e c t e d - v e r y u n u s u a l l y f o r r o b u s t 
t r u n k c a b l e s - b y b e i n g l a i d i n a n a l u m i n i u m t r a y w i t h i n t h e t u n n e l . S u c h a 
c o n s t r u c t i o n i n d i c a t e s a m a s s i v e c a p a c i t y — e q u i v a l e n t t o a t l e a s t 3 2 , 0 0 0 
t e l e p h o n e l i n e s — w h i c h i s a c h i e v e d b y s e n d i n g v e r y h i g h f r e q u e n c y r a d i o 
s i g n a l s a l o n g t h e c a b l e . I t i s p r o b a b l y a ' w a v e g u i d e ' o f v e r y h i g h c a p a c i t y . 

W e v i s i t e d P o s t O f f i c e e n g i n e e r s w h o w e r e w o r k i n g t o r e p l a c e a 
m a n h o l e c o v e r o n t h e c a b l e t u n n e l . T h e y d e s c r i b e d t h e c a b l e b u t d i d n o t 
k n o w i t s p u r p o s e . T h e y s a i d t h a t i f a n y t h i n g w e n t w r o n g w i t h t h e 
A m e r i c a n s ' c a b l e ' a l l h e l l w o u l d b r e a k l o o s e ' . T h e e n g i n e e r s w e r e 
s u b s e q u e n t l y w a r n e d n o t t o s p e a k t o r e p o r t e r s . 

D u r i n g M a r c h 1 9 8 0 , a Sunday Times p h o t o g r a p h e r t o o k a p i c t u r e o f 
t h e s ec r e t U S c a b l e i n i t s p r o t e c t i v e t r a y . H o w e v e r , a f t e r t h a t a l i t e r a l c o v e r -
u p t o o k p l a c e . W h e n a New Statesman p h o t o g r a p h e r v i s i t e d t h e a r e a f o u r 
m o n t h s l a t e r , n e w c o v e r s h a d b e e n i n s t a l l e d o v e r t h e c a b l e a n d p a d l o c k e d 
d o w n , c o n c e a l i n g i t f r o m v i e w . T h e n e w c o v e r s a r e i n a d d i t i o n t o t h e n o r m a l 
m a n h o l e c o v e r s , w h i c h a r e 8 i n c h e s t h i c k a n d w e i g h s e v e r a l h u n d r e d w e i g h t . 
T h e s i g n a n d s u r v e i l l a n c e c a m e r a a t H u n t e r s S t o n e s w e r e a l s o n e w . 

T h e t h e n M e n w i t h H i l l S t a t i o n C o m m a n d e r , A l b e r t D B r a e u n i n g e r , 
d o e s n o t d e n y t h e e x i s t e n c e o f t h e l i n k t o t h e P o s t O f f i c e . I n a n i n t e r v i e w , h e 
e x p l a i n e d : 

W e p a s s i n f o r m a t i o n t h r o u g h t h e U K c o m m u n i c a t i o n s s y s t e m . O u r 
l i n e i s c a b l e . . . i t i s p u r e l y a c o m m u n i c a t i o n s l i n k . W e o n l y u s e t h e 
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H u n t e r s S t o n e s p o w e r as a c u s t o m e r o f t h e P o s t O f f i c e . 
A n o t h e r N S A o f f i c i a l h a s a c k n o w l e d g e d t h a t t h e m a i n c a b l e t o H u n t e r s 
S t o n e s w a s i n d e e d ' h i g h c a p a c i t y ' . T h e P o s t O f f i c e h a v e r e f u s e d t o a n s w e r 
a n y q u e s t i o n s , a n d w i l l o n l y s a y t h a t ' H u n t e r s S t o n e s i s o n e o f o u r 
m i c r o w a v e r e l a y s t a t i o n s . T h e d e t a i l s o f r o u t i n g o f c i r c u i t s o v e r t h e 
m i c r o w a v e n e t w o r k i s s o m e t h i n g w e d o n ' t d i s c u s s p u b l i c l y ' . 

' N o h i g h - r a n k i n g B r i t s ' 
M e n w i t h H i l l i s c o m p l e t e l y a n d c a r e f u l l y i s o l a t e d f r o m t h e l o c a l c o m ­
m u n i t y . M a n y o f i t s s t a f f l i v e o n a n e s t a t e w i t h i n t h e b a s e s e c u r i t y f e n c e , o r 
o n o t h e r s p e c i a l l y b u i l t h o u s i n g e s t a t e s . A l l t h e i r s u p p l i e s c o m e f r o m a d u t y 
f r ee ' P X ' s h o p , a n d t h e base h a s i t s o w n w a t e r s u p p l y g e n e r a t o r s , s e w a g e 
f a c i l i t i e s , f i r e s t a t i o n , p e t r o l s t a t i o n , r e s t a u r a n t s a n d e n t e r t a i n m e n t f a c i l i t i e s . 
T h e o u t e r p e r i m e t e r i s g u a r d e d b y M i n i s t r y o f D e f e n c e p o l i c e , w h o h a v e n o 
i d e a as t o t h e p u r p o s e o f t h e b a s e . T h e y m a i n t a i n r e g u l a r p a t r o l s , w h i c h 
q u e s t i o n a n y o n e s t o p p i n g i n t h e v i c i n i t y . T h e h e a r t o f t h e b a s e i s t w o 
m a s s i v e c o n c r e t e o p e r a t i o n s b l o c k s , b o t h e x t e n d i n g s e v e r a l floors b e l o w 
g r o u n d , h o u s i n g h u n d r e d s o f m i l l i o n s o f d o l l a r s w o r t h o f c o m p u t e r , 
c o m m u n i c a t i o n s , a n d s a t e l l i t e t r a c k i n g e q u i p m e n t . T h e ' o p s ' a r e a i s 
s u r r o u n d e d b y a t r i p l e w i r e f e n c e a n d h a s a r m e d g u a r d s . 

E v e n o u t s i d e t h e o p e r a t i o n s a r e a , m a n y o f f i c e s c a n o n l y b e e n t e r e d b y 
m e a n s o f c o m b i n a t i o n l o c k c o d e s . A l t h o u g h b a s e c o m m a n d e r B r a e u n i n g e r 
c l a i m e d t h a t t h e b a s e w a s a j o i n t f a c i l i t y , t h e s p o u s e o f a f o r m e r s e n i o r 
M e n w i t h H i l l o f f i c i a l g a v e a d i f f e r e n t a c c o u n t : 

T h e r e w e r e n o h i g h r a n k i n g B r i t s . T h e y d i d a l l t h e m e n i a l j o b s l i k e 
c l e a n i n g , m a i n t e n a n c e a n d e l e c t r i c i a n s f o r t h e h o u s e s . 

T h e s e c u r i t y p r e c a u t i o n s w e r e i n t e n s e : 
A n y o n e o v e r 1 2 g o i n g a b r o a d i s b r i e f e d first. I w a s t a k e n t o F o r t 
M e a d e ( N S A h e a d q u a r t e r s n e a r W a s h i n g t o n ) a n d h a d a s e s s i o n w i t h 
a s e c u r i t y o f f i c e r o n m y o w n . ( N o - o n e e l s e ) w a s a l l o w e d t o b e p r e s e n t . 
I w a s t o l d t h a t i f I m a d e f r i e n d s w i t h ' f o r e i g n n a t i o n a l s ' - t h a t i n c l u d e d 
B r i t s - 1 w a s t o t e l l m y s e c u r i t y o f f i c e r a s s i g n e d t o m e . . . W e w e r e 
n e v e r t o m e n t i o n N S A . 
S u c h s e c r e c y e x t e n d s t o U S C o n g r e s s i o n a l C o m m i t t e e s , t o w h o m 

M e n w i t h H i l l i s a ' c l a s s i f i e d l o c a t i o n ' w h o s e o p e r a t i o n s c a n n o t b e d i v u l g e d . 
D u r i n g a M a r c h 1 9 7 6 a p p r o p r i a t i o n s h e a r i n g , N S A ' s A s s i s t a n t D i r e c t o r 
f o r I n s t a l l a t i o n s a n d L o g i s t i c s , B r i g a d i e r G e n e r a l C h a r l e s K n u d s o n , a s k e d 
f o r a p p r o p r i a t i o n s t o l e a s e 2 7 4 f a m i l y h o u s e s f o r ' a c l a s s i f i e d l o c a t i o n 
o v e r s e a s ' . I n f a c t , N S A o n l y h a s o n e o v e r s e a s c i v i l i a n i n s t a l l a t i o n o f a n y 
s i z e - M e n w i t h H i l l . M o r e h o u s i n g w a s r e q u i r e d ' d u e t o r e l o c a t i o n o f 
o v e r s e a s m i s s i o n s a n d a s s u m p t i o n o f a n e w m i s s i o n ' . T h e s e c r e t s t a t i o n ' s 
w o r k , h e s a i d , r e q u i r e d 4 7 d w e l l i n g s a t v a r i o u s l o c a t i o n s a n d , r e v e a l i n g l y , 
' t w o . . . l e a s e s ( f o r ) o u r s e n i o r r e p r e s e n t a t i v e s a t L x > n d o n , E n g l a n d ' . 

A e r i a l s f o r ' S i g i n t B i r d s ' 
T h e m o s t s t r i k i n g f e a t u r e o f M e n w i t h H i l l , t o t h e c a s u a l v i s i t o r , i s t h e a r r a y 
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o f s a t e l l i t e c o m m u n i c a t i o n s a e r i a l s , t r a c k i n g d i s h e s a n d p r o t e c t i v e ' r a d o m e s ' , 
w h i c h a m p l y f i l l i t s s k y l i n e . M e n w i t h H i l l ' s s p a c e c o m m u n i c a t i o n s f a c i l i t i e s 
h a v e b o o m e d s i n c e t h e f i r s t t w o d i s h e s w e r e i n s t a l l e d i n 1 9 7 4 . T h e r e a r e 
n o w e i g h t , f o r m i n g p a r t o f N S A ' s w o r l d w i d e n e t w o r k l i n k i n g F o r t M e a d e 
w i t h ba se s i n G e r m a n y a n d D i e g o G a r c i a i n t h e I n d i a n O c e a n - a n d m a k i n g 
M e n w i t h H i l l p e r h a p s t h e l a r g e s t k n o w n s a t e l l i t e c o n u n u n i c a t i o n s t e r m i n a l 
i n t h e w o r l d . 

T h e p u r p o s e o f t h i s m a s s i v e c a p a c i t y i s n o t e n t i r e l y a p p a r e n t . 
A c c o r d i n g t o o n e U S g o v e r n m e n t c o m m u n i c a t i o n s o f f i c i a l , i t i n c l u d e s 
g r o i m d s t a t i o n s f o r t o p s e c r e t C I A a n d N S A s a t e l l i t e s d e s i g n e d t o m o n i t o r 
c i v i l c o m m u n i c a t i o n s f r o m c o u n t r i e s w h o s e t e l e c o m m u n i c a t i o n s a d m i n i s ­
t r a t i o n s a r e l e s s o b l i g i n g t h e n t h e B r i t i s h P o s t O f f i c e . T h e s e s a t e l l i t e s , 
c o l l o q u i a l l y k n o w n as ' S i g i n t b i r d s ' , i n c l u d e C I A p r o j e c t s R H Y O L I T E a n d 
A R G U S , w h o s e e x i s t e n c e w a s o n l y r e v e a l e d r e c e n t l y d u r i n g a s p y t r i a l i n 
L o s A n g e l e s . ( R h y o l i t e i s a d u l l v o l c a n i c r o c k c o n t a i n i n g c o l o u r f u l b i t s o f 
q u a r t z a n d f e l d s p a r - a n a p t l a b e l f o r a p r o g r a m m e w h i c h i s c o n c e r n e d w i t h 
h o s i n g u p v i a s a t e l l i t e m a s s e s o f c o n m i u n i c a t i o n s a n d u s i n g c o m p u t e r 
p o w e r t o s e l e c t i t e m s o f i n t e r e s t . ) 

C I A o f f i c i a l s , as w e l l as t h o s e o f N S A , w o r k a t M e n w i t h H i l l . O n e o f 
t h e m , L a r r y S c h o t t ( n o w r e t u r n e d t o t h e U S ) , w a s i n d i s c r e e t e n o u g h t o 
p r o d u c e h i s i d e n t i t y c a r d - c l e a r l y m a r k e d ' C e n t r a l I n t e l l i g e n c e A g e n c y ' -
t o a r e s p e c t e d H a r r o g a t e j o u r n a l i s t a f e w y e a r s a g o d u r i n g a p a r t i c u l a r l y 
l i v e l y p a r t y . 

D e s p i t e s u c h s l i p s , t h e w o r s t t h a t H a r r o g a t e h a s e v e r h e a r d a b o u t 
M e n w i t h H i l l w a s a r u m o u r i n t h e e a r l y 1 9 7 0 s t h a t t h e o p e r a t i o n s b l o c k s 
w e r e a c e n t r e f o r b r e e d i n g ' k i l l e r flies'. T h i s r u m o u r w a s , v e r y r e a s o n a b l y , 
d e n i e d . 

W h o a re t h e t a rge t s ? 
T h e w o r l d h a d l i t t l e i d e a o f t h e s c a l e o f t h i s o p e r a t i o n u n t i l 6 A u g u s t 1 9 7 5 , 
w h e n C I A D i r e c t o r W i l l i a m C o l b y f a c e d d e t e r m i n e d q u e s t i o n i n g f r o m 
D e m o c r a t L e s A s p i n , o n t h e P i k e C o n g r e s s i o n a l C o m m i t t e e , a b o u t N S A 
m o n i t o r i n g o f ' t e l e p h o n e c a l l s b e t w e e n A m e r i c a n c i t i z e n s a n d f o r e i g n e r s 
a b r o a d ' . C o l b y r e p l i e d t h a t : 

T h e A g e n c y d o e s m o n i t o r f o r e i g n c o m m u n i c a t i o n s . . . t h a t g o a b r o a d 
o r a r e a b r o a d . ( T r a f f i c w i t h a U S c i t i z e n a t o n e e n d ) c a n n o t b e 
s e p a r a t e d f r o m t h e t r a f f i c t h a t i s b e i n g m o n i t o r e d . 

N e i t h e r h e n o r N S A D i r e c t o r G e n e r a l L e w A l l e n w o u l d g o f u r t h e r i n o p e n 
s e s s i o n . 

W e h a v e , h o w e v e r , o b t a i n e d c o p i e s o f b o t h t h e s e c r e t P i k e r e p o r t 
( w h i c h w a s l a t e r l e a k e d t o t h e Village Voice n e w s p a p e r ) a n d f u r t h e r d e t a i l s 
o f t h e s e c r e t t e s t i m o n y o n t h e m o n i t o r i n g o f a l l f o r e i g n c o m m u n i c a t i o n s 
t r a f f i c . I n 1 9 7 6 , t h e P i k e C o m m i t t e e r e p o r t e d t h a t : 

N S A s y s t e m a t i c a l l y i n t e r c e p t s i n t e r n a t i o n a l c o m m u n i c a t i o n s , b o t h 
v o i c e a n d c a b l e . M e s s a g e s t o a n d f r o m A m e r i c a n c i t i z e n s h a v e b e e n 
p i c k e d u p i n t h e c o u r s e o f g a t h e r i n g f o r e i g n i n t e l l i g e n c e . 
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P L Y M O U T H 

Britain is the hub of international communications to, from and 
within Europe. The international network (right) is composed of 
submarine cables and satellite ground stations. Britain's position 
means that London handles most transatlantic traffic, as well 
as calls to and from Scandinavia, and northern and eastern 
Europe. In the early 1960s the special network of Post Office 
towers and links was built to feed national and international 
connections into Menwith Hill (left: special links, bold). 

D u r i n g t i i e s e c r e t h e a r i n g o f t h e P i k e C o m m i t t e e , N S A D i r e c t o r A l l e n g a v e 
a m o r e d e t a i l e d a c c o u n t o f h o w t h i s o c c u r r e d . A c c o r d i n g t o o n e firsthand 
s o u r c e , A l l e n d i d i d e n t i f y t w o p r i n c i p a l B r i t i s h s i t e s f o r t h i s p r o j e c t - o n e i n 
t h e H a r r o g a t e a r e a a n d t h e o t h e r i n ' s o u t h e r n E n g l a n d ' . 

B u t t h e o p e r a t i o n w h i c h c o u l d b e p a r t i a l l y - g U m p s e d i n p o s t - W a t e r g a t e 
i n q u i r i e s i n t o t h e i n t e l l i g e n c e a g e n c i e s ' o p e r a t i o n s h a d b e e n q u i e t l y g r o w i n g 
e v e r s i n c e 1 9 4 5 - i t r e p r e s e n t s , as i n B r i t a i n , a d e t e r m i n a t i o n b y s e c r e t 
b u r e a u c r a c i e s t o h o l d o n t o p o w e r s a c q u i r e d d u r i n g t h e S e c o n d W o r l d W a r , 
a n d e x p a n d t h e m i n t o n e w t e c h n o l o g i c a l e n v i r o n m e n t s . F o u r d a y s a f t e r V J 
d a y , t h e A r m y S e c u r i t y A g e n c y t o l d t h e A m e r i c a n c o m m e r c i a l c o m ­
m u n i c a t i o n s c o r p o r a t i o n s t h a t t h e y m u s t c o n t i n u e t o h a n d o v e r c o p i e s o f a l l 
o v e r s e a s t e l e g r a m s . 

T h e c o m p a n i e s w e r e u n e a s y , f o r t o d o s o i n p e a c e t i m e w a s i l l e g a l , b u t 
t h e p r o c e d u r e b e c a m e i n s t i t u t i o n a l i s e d u n d e r t h e t i t l e S H A M R O C K , b e i n g 
t a k e n o v e r b y t h e N S A w h e n i t s u c c e e d e d t o t h e A r m y S e c u r i t y A g e n c y ' s 
o p e r a t i o n s i n t h e fifties. 

B y s p r i n g 1 9 7 5 t h e S e n a t e I n t e l l i g e n c e C o m m i t t e e u n d e r S e n a t o r 
F r a n k C h u r c h finally g o t w i n d o f S H A M R O C K , a n d i n M a y i t w a s 
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a b r u p t l y d r o p p e d as b e i n g o f n o f u r t h e r v a l u e a s ' a s o u r c e o f f o r e i g n 
i n t e l l i g e n c e ' . A l t h o u g h S H A M R O C K w a s n o d o u b t o b s o l e t e b y c o m ­
p a r i s o n w i t h t h e f a c i l i t i e s a t M e n w i t h H i l l a n d e l s e w h e r e , t h e N S A f o u g h t 
b i t t e r l y t o p r e v e n t a n y d i s c u s s i o n o f i t . 

T h e y d e n i e d acces s t o p a p e r s , a n d t r i e d - a f t e r C o l b y ' s a d m i s s i o n 
a b o u t t h e s c a l e o f N S A t r a w l i n g - t o e n t i c e t h e c o m m i t t e e i n t o d e e p l y s e c r e t 
b r i e f i n g s . W h e n C o n g r e s s w o m a n B e l l a A b z u g s u m m o n e d N S A o f f i c i a l s 
a n d p a p e r s , t h e N S A t r i e d t o i n v o k e ' e x e c u t i v e p r i v i l e g e ' ; a n g e r e d , t h e 
C h u r c h C o m m i t t e e c a l l e d p u b l i c h e a r i n g s o n S H A M R O C K a n d o t h e r N S A 
o p e r a t i o n s s p y i n g o n i n t e r n a t i o n a l c i v i l c o m m u n i c a t i o n s . C h u r c h h i m s e l f 
l e d o f f w i t h a b o l d d e s c r i p t i o n o f N S A : 

T h e n a m e ( o f N S A ) i s u n k n o w n t o m o s t A m e r i c a n s . ( Y e t i t ) i s a n 
i m m e n s e i n s t a l l a t i o n . I n i t s t a s k o f c o l l e c t i n g i n t e l l i g e n c e b y i n ­
t e r c e p t i n g f o r e i g n c o m m u n i c a t i o n s , t h e N S A e m p l o y s t h o u s a n d s o f 
p e o p l e a n d o p e r a t e s w i t h a n e n o r m o u s b u d g e t . I t s e x p a n s i v e c o m p u t e r 
f a c i l i t i e s c o m p r i s e s o m e o f t h e m o s t c o m p l e x a n d s o p h i s t i c a t e d 
m a c h i n e r y i n t h e w o r l d . 

N S A , ' t h e l a r g e s t a n d l e a s t k n o w n ' i n t e l l i g e n c e a g e n c y w a s a l s o t h e ' m o s t 
r e t i c e n t ' : 

W h i l e i t s w e e p s i n m e s s a g e s f r o m a r o u n d t h e w o r l d , i t g i v e s o u t 
p r e c i o u s l i t t l e i n f o r m a t i o n a b o u t i t s e l f . . . n o s t a t u t e e s t a b l i s h e s t h e 
N S A o r d e f i n e s t h e p e r m i s s i b l e s c o p e o f i t s a c t i v i t i e s . 

C h u r c h c o n c l u d e d t r i u m p h a n t i y : 
W e w i l l b r i n g t h e a g e n c y f r o m b e h i n d c l o s e d d o o r s . 

N S A ' w a t c h l i s t s ' 
T h e C h u r c h C o m m i t t e e d i d n ' t q u i t e d o t h a t . W h i l e t h e y e x p o s e d S H A M ­
R O C K a n d o t h e r i l l e g a l N S A o p e r a t i o n s , t h e y g a v e n o p u b l i c i n d i c a t i o n 
w h e t h e r s i m i l a r a c t i v i t i e s w e r e c o n t i n u i n g . I n f a c t , S H A M R O C K h a d 
s t a r t e d b e c o m i n g o b s o l e t e i n 1 9 6 2 , w h e n N S A ' w a s a b l e t o s o r t e l e c ­
t r o n i c a l l y t h e i n f o r m a t i o n w a n t e d . . . a g a i n s t i t s s e l e c t i o n c r i t e r i a . ' 

F e w s p e c i f i c d e t a i l s o f t h e s e e l e c t r o n i c s e a r c h e s a r e k n o w n . W e h a v e 
h o w e v e r p i e c e d t o g e t h e r d e t a i l s o f H A R V E S T , a m a s s i v e N S A c o m p u t e r 
p u r p o s e - b u i l t b y I B M , w h i c h w a s d e l i v e r e d t o N S A h e a d q u a r t e r s i n 1 9 6 2 . 

H A R V E S T w a s t h e b i g g e s t c o m p u t e r b u i l t u n t i l t h e l a t e 6 0 s . A t i t s 
c e n t r e w a s a n I B M p r o c e s s o r k n o w n as S T R E T C H , c o u p l e d t o H A R V E S T 
u n i t s w h i c h w e r e c a p a b l e o f s i f t i n g i n t e r c e p t e d c o m m u n i c a t i o n s a t p h e ­
n o m e n a l speed . H A R V E S T c o u l d l o o k f o r w o r d s o f i n t e l l i g e n c e s i g n i f i c a n c e 
w h i l e w o r k i n g a t a r a t e o f 4 m i l l i o n c h a r a c t e r s a s e c o n d - r o u g h l y e q u i v a l e n t 
t o r e a d i n g , s o r t i n g a n d filing e v e r y t h i n g i n a l a r g e d a i l y n e w s p a p e r i n l ess 
t h a n a s e c o n d . ( I t w a s a l s o s p e c i a l l y d e s i g n e d f o r c o d e b r e a k i n g ) . 

M e n w i t h H i l l , w e h a v e l e a r n t , r e c e i v e d a s i m i l a r b u t s m a l l e r I B M 
c o m p u t e r a t a b o u t t h e s a m e t i m e , b a s e d o n a n I B M 7 0 9 4 p r o c e s s o r . 

T h e s e c o m p u t e r s , a n d m a n u a l a n a l y s t s e l s e w h e r e , u s e d t h e n a n d s t i l l 
u s e a p r o c e d u r e c a l l e d ' w a t c h l i s t s ' f o r s o r t i n g i n f o r m a t i o n . T h e w a t c h l i s t s 
c o n t a i n n a m e s o f p o l i t i c a l figures, b u s i n e s s e s , a n d o t h e r t o p i c s o f i n t e r e s t . 
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T h e e x t e n t o f N S A s u r v e i l l a n c e o f t a r g e t s u n r e l a t e d t o ' n a t i o n a l 

s e c u r i t y ' i s b r e a t h t a k i n g . F r o m p u b l i s h e d a r t i c l e s , a n d p r i v a t e i n f o r m a t i o n 
f r o m m o r e t h a n h a l f a d o z e n f o r m e r N S A e m p l o y e e s , w e h a v e c o m p i l e d a n 
e x t e n s i v e l i s t o f o r g a n i s a t i o n s o r i n d i v i d u a l s w h o s e c a l l s a n d t e l e g r a m s w e r e 
i n t e r c e p t e d , o r w h o w e r e o n ' w a t c h l i s t s ' . T h e y i n c l u d e : 

F o r m e r U S A t t o r n e y s - G e n e r a l R a m s a y C l a r k a n d R o b e r t F K e n ­
n e d y ; T e x a s G o v e r n o r J o h n C o n n a l l y ; c i v i l r i g h t s a n d b l a c k a c t i v i s t s 
J a n e F o n d a , D r B e n j a m i n S p o c k , T o m H a y d e n , R e v R a l p h A b e r -
n a t h y ( w h o s u c c e e d e d M a r t i n L u t h e r K i n g ) , E l d r i d g e C l e a v e r , A b b i e 
H o f f m a n , S t o k e l y C a r m i c h a e l ; f o r e i g n l e a d e r s H o l d e n R o b e r t o a n d 
R o b e r t M u g a b e ; D e t r o i t a t t o r n e y A b d e e n J a b a r a , w h o d e f e n d e d 
R o b e r t K e n n e d y ' s a l l e g e d k i l l e r ; O c c i d e n t a l O i l C o r p o r a t i o n ; t h e 
S c i e n t o l o g y o r g a n i s a t i o n ; a n d s o o n . 

M e s s a g e s r e f e r r i n g t o t h e s e a n d o t h e r s , i n c l u d i n g 7 5 , 0 0 0 U S c i t i z e n s , h a d 
b e e n c o m p i l e d b y N S A c o m p u t e r s a n d a n a l y s t s u p t o 1 9 7 4 . N a t u r a l l y , t h e 
U S n a m e s f e a t u r i n g i n N S A files a r e a s m a l l p r o p o r t i o n o f t h e A g e n c y ' s 
o u t p u t . T h e C h u r c h C o m m i t t e e n o t e d t h a t ' t h e g r e a t m a j o r i t y o f n a m e s o n 
t h e w a t c h l i s t h a v e a l w a y s b e e n f o r e i g n c i t i z e n s a n d o r g a n i s a t i o n s . ' T h e i r 
c o m p o s i t i o n w o u l d b e s i m i l a r t o t h a t o f t h e U S l i s t : 

m e m b e r s o f r a d i c a l p o l i t i c a l g r o u p s , f r o m c e l e b r i t i e s t o o r d i n a r y 
c i t i z e n s i n v o l v e d i n p r o t e s t s a g a i n s t t h e i r g o v e r n m e n t . 

D u r i n g 1 9 7 4 , t h e N S A c o l l e c t i o n o f h u n d r e d s o f t h o u s a n d s o f files o n 
f o r e i g n c i t i z e n s a n d o r g a n i s a t i o n s w a s t r a n s f e r r e d t o a n e w c o m p u t e r 
d a t a b a n k , c a l l e d C O I N S ( C o m m u n i t y O n l i n e I n t e l l i g e n c e S y s t e m ) , w h i c h 
i s u s e d b y N S A , C I A a n d t h e D e f e n c e I n t e l l i g e n c e A g e n c y , D I A . N S A i s , 
a c c o r d i n g t o o n e C O I N S a n a l y s t , b y f a r t h e l a r g e s t u s e r . C O I N S i s n o w 
u s e d t o file m u c h o f t h e i n f o r m a t i o n o r i g i n a t i n g f r o m b a s e s l i k e M e n w i t h 
H i l l . I t s s c o p e i s b r o a d , a c c o r d i n g t o o n e r e p o r t . B y 1 9 7 4 , i t s s p r e a d o f U S 
c i t i z e n s u n d e r s u r v e i l l a n c e i n c l u d e d : 

p r o m i n e n t A m e r i c a n s i n b u s i n e s s , t h e p e r f o r m i n g a r t s a n d p o l i t i c s , 
i n c l u d i n g m e m b e r s o f C o n g r e s s . 

I t i s w o r t h n o t i n g , o f c o u r s e , t h a t o v e r t h e s a m e p e r i o d t h e B r i t i s h s i g n a l s 
i n t e l l i g e n c e a g e n c y , G C H Q , h a s c o n d u c t e d - w i t h o u t q u i t e s u c h l a v i s h 
t e c h n i c a l s u p p o r t - a v e r y s i m i l a r o p e r a t i o n m o n i t o r i n g t e l e g r a m t r a f f i c i n 
B r i t a i n . D e t a i l s w e r e e x p o s e d i n t h e D a i l y Express a n d D a i l y Sketch 
d u r i n g 1 9 6 7 . 

The British connection 
T h e h i s t o r i e s o f M e n w i t h H i l l , H u n t e r s S t o n e s a n d t h e N S A i t s e l f h a v e 
b e e n c l o s e l y - i f v e r y p r i v a t e l y - i n t e r w i n e d f o r 2 5 y e a r s . N S A w a s f o r m e d 
i n 1 9 5 2 , a n d o r d e r e d t o m o n i t o r f o r e i g n c o m m u n i c a t i o n s u n d e r a t o p s e c r e t 
a n d s t i l l c l a s s i f i e d d i r e c t i v e c a l l e d N S C I D - 6 . I n O c t o b e r 1 9 5 2 , N S A t o o k 
c o n t r o l o f t h e i n t e r c e p t i o n o p e r a t i o n s o f t h e U S a r m e d f o r c e s , i n c l u d i n g 
A S A a n d t h e U S A i r F o r c e S e c u r i t y S e r v i c e , w h i c h h a d j u s t s t a r t e d t w o 
bases a t C h i c k s a n d s , n e a r B e d f o r d , a n d K i r k n e w t o n , a f e w m i l e s w e s t o f 
E d i n b u r g h . 
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R e c e n t l y d e c l a s s i f i e d files i n t h e U n i t e d S t a t e s N a t i o n a l A r c h i v e s 
i n d i c a t e t h a t a c r i t i c a l a n d s e c r e t m e e t i n g t o p l a n A n g l o - A m e r i c a n 
c o m m u n i c a t i o n s a n d e l e c t r o n i c a c t i v i t i e s w a s d u e t o t a k e p l a c e t w o y e a r s 
l a t e r , b e t w e e n t w o c i v i l s e r v i c e c o m m i t t e e s . T h e s e w e r e t h e B r i t i s h J o i n t 
C o m m u n i c a t i o n s E l e c t r o n i c s B o a r d ( p a r t o f t h e C a b i n e t O f f i c e ) , a n d i t s U S 
e q u i v a l e n t . D e c l a s s i f i e d c o r r e s p o n d e n c e s h o w s t h a t t h e N S A ' s f o r e r u n n e r , 
t h e A S A , w a s i n v o l v e d i n t h i s p l a n n i n g . 

T h e m e e t i n g w a s s c h e d u l e d f o r 1 1 O c t o b e r 1 9 5 4 , b u t n o r e c o r d o f t h e 
a c t u a l m e e t i n g o r i t s a g e n d a c a n n o w b e f o u n d i n t h e a r c h i v e s . I n q u i r i e s o f 
o f f i c i a l a r c h i v i s t s h a v e e l i c i t e d a r e s p o n s e t h a t t h e m e e t i n g n e v e r , i n t h e e n d , 
t o o k p l a c e as ' j o i n t o b j e c t i v e s h a d a l r e a d y b e e n a g r e e d ' . 

B y t h e e n d o f O c t o b e r 1 9 5 4 , W a r O f f i c e s u r v e y o r s w e r e o n s i t e a t 
M e n w i t h H i l l . T h e P o s t O f f i c e s i m u l t a n e o u s l y b e g a n p l a n s f o r i t s ' B a c k ­
b o n e ' m i c r o w a v e t o w e r c h a i n , a n d t h e s e w e r e d e s c r i b e d i n t h e F e b r u a r y 
1 9 5 5 W h i t e P a p e r : 

T h e P o s t O f f i c e a r e p l a n n i n g . . . a s p e c i a l n e t w o r k b o t h b y c a b l e a n d 
b y r a d i o , d e s i g n e d t o m a i n t a i n l o n g d i s t a n c e c o m m u n i c a t i o n i n t h e 
e v e n t o f a t t a c k . 

T h i s w a s l a rge ly m i s l e a d i n g flannel. I n A p r i l 1 9 5 5 , l o c a l M P J a m e s R a m s d e n w a s 
t o l d t h a t t h e M e n w i t h H i l l s i t e w a s t o b e c o m e a ' U S A r m y r a d i o s t a t i o n ' . 
C o n s t r u c t i o n b e g a n i n A p r i l 1 9 5 6 a n d a n i n i t i a l s e v e n U S a r m y p e r s o n n e l 
se t u p o n 1 M a y 1 9 5 6 . T h e f o l l o w i n g y e a r , i t w a s r e t i t l e d t h e 1 3 t h U S A r m y 
S e c u r i t y A g e n c y F i e l d S t a t i o n . B u t t h e n n o t h i n g h a p p e n e d u n t i l J u n e 1 9 5 9 . 

P r e c i s e l y t h e s a m e d e l a y s a f f l i c t e d t h e P o s t O f f i c e ' s p l a n s , w h i c h 
w e r e first l a i d i n d e t a i l d u r i n g 1 9 5 5 . W e h a v e o b t a i n e d ' c o n f i d e n t i a l ' c o p i e s 
o f m o s t o f t h e s e e a r l y p l a n s , w h i c h w e r e s u p p l i e d b y t h e P o s t O f f i c e a t t h e 
t i m e t o t h e C o u n c i l f o r t h e P r e s e r v a t i o n o f R u r a l E n g l a n d ( C P R E ) . A 
d e t a i l e d m a p , d a t e d J u n e 1 9 5 6 , s h o w s a c h a i n o f 1 4 t o w e r s r u n n i n g r o u g h l y 
f r o m L o n d o n t o C a r l i s l e , v i a M a n c h e s t e r a n d B i r m i n g h a m . T h e n e w s t a t i o n s 
w o u l d p r o v i d e B r i t a i n w i t h i t s first l o n g d i s t a n c e r a d i o m i c r o w a v e n e t w o r k -
u n t i l t h e n , s u c h s y s t e m s h a d o n l y b e e n u s e d i n a n i s o l a t e d a n d ad hoc w a y 
f o r c a r r y i n g t e l e v i s i o n . 

The Hunters Stones network 
T h e 1 9 5 6 p l a n a n d s u b s e q u e n t d e v e l o p m e n t s s h o w t h a t t h e H u n t e r s S t o n e s 
t o w e r w a s , u n a c k n o w l e d g e d , a t t h e c e n t r e o f t h e s y s t e m . T h i s e m e r g e s i n 
v a r i o u s w a y s : 

• T h e P o s t O f f i c e h a d a l r e a d y b u i l t a m i c r o w a v e s y s t e m f r o m 
M a n c h e s t e r t o S c o t l a n d , w h i c h r a n t h r o u g h L e e d s . B u t w h e n t h e n e w 
s y s t e m w a s b u i l t , i t w a s r o u t e d a l s o t h r o u g h a n a d d i t i o n a l a n d 
t e c h n i c a l l y w h o l l y u n n e c e s s a r y t o w e r j u s t t e n m i l e s f r o m L e e d s , a t 
H u n t e r s S t o n e s . 

• T h e H u n t e r s S t o n e s t o w e r c a m e u n d e r i n t e n s e e n v i r o n m e n t a l p r e s ­
s u r e , l i k e m a n y o t h e r s . T h e P o s t O f f i c e s h i f t e d t h e t w o t o w e r s j u s t 
n o r t h o f H u n t e r s S t o n e s a n d t h e o n e i m m e d i a t e l y s o u t h , b a c k t o 
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O T M j bw, . t M . . . . n*..tffn« u /b36 
Brady O A 1 7 Castle C lo .K l l l i i i g l ia l l HMroftte itMl 
inOi E, 1 0 Rosevi l le M. Harratate 8 8 4 2 4 S 
Brady Jolm, 1 8 P a r k House Gn Hamt*t( 5 5 9 4 1 
Brady L.G, 1 4 Greenfields D» Hwratati 8 8 7 8 1 0 
Brady PJ, 9 Deep Ghyll C re f t l lpM 5 6 7 8 
Braeunlnoer A .O , 1 1 1 M e n w t t l i H i l l S t n Hirraiate 7 7 0 9 1 2 
B r a l l s l o r J F, 1 5 9 Otiey Rd H(rrH*le 6 9 0 5 1 
B r a i m P a u l , 1 1 Dale Cla,HaiiiiisUiwalte Harrsfttt 7 7 0 5 ' 
B ra ime J.L, 7 V o r i t PI,Km«4on) HarrHiit 8 6 3 ' 
B r a i m e J.S, 3 3 G M e M e a d o w . S l u n m 

' 26a West P a r k I 

Albert Dale BraeunJngerwas 
the Chief of NSA's Menwith 
Hill Station until late 1980. 
Although he claimed to work 
for the US Department of 
Defense, his name does not 
appear in any of the last 25 
years DoD directories. Above: 
Harrogate telephone direct­
ory listing. 

e x i s t i n g s i t e s . B u t t h e y r e f u s e d t o m o v e t h e n e w s i t e a t H u n t e r s 
S t o n e s . 

• R e s i t i n g t h e o t h e r t o w e r s m e a n t t h a t H u n t e r s S t o n e s w o u l d h a v e t o b e 
b u i l t a c o s t l y 2 0 0 f e e t t a l l e r t o t a k e s p e c i a l l i n k s . T h e y s t i l l r e f u s e d t o 
m o v e i t . 

• T h e s y s t e m w a s e v e n t u a l l y b u i l t t h r o u g h H u n t e r s S t o n e s as p l a n n e d . 
S o o n a f t e r , e a s t - w e s t l i n k s w e r e a d d e d t o t h e s y s t e m , r u n n i n g t o Y o r k 
a n d L a n c a s t e r . F o u r s e p a r a t e l i n k s t h e n j o i n e d u p a t H u n t e r s S t o n e s . 
L a t e i n 1 9 5 6 , e v e r y t h i n g c a m e t o a h a l t . B o t h P o s t O f f i c e a n d 

M e n w i t h H i l l p l a n s w e n t i n t o s u s p e n d e d a n i m a t i o n u n t i l e a r l y i n 1 9 5 9 . I n 
t h e m e a n t i m e , t h e P o s t O f f i c e d r i e d u p ; a l e t t e r t o C P R E , i n D e c e m b e r 
1 9 5 6 , r e f e r s t o ' m i s g i v i n g s . . . w e h a v e b e e n v e r y c l o s e l y e x a m i n i n g t h e 
w h o l e s c h e m e a g a i n ' . 

T h e s u d d e n s i l e n c e i s n o t d i f f i c u l t t o e x p l a i n . A n g l o - A m e r i c a n s e c r e t 
i n t e l l i g e n c e r e l a t i o n s h i p s h a d s u f f e r e d t h e i r m o s t s e r i o u s f r a c t u r e d u r i n g t h e 
S u e z i n v a s i o n , a n d t h e U S w a s a c c u s e d i n P a r l i a m e n t o f c r a c k i n g B r i t i s h 
m i l i t a r y a n d d i p l o m a t i c c y p h e r s . I t w a s s m a l l w o n d e r t h a t M e n w i t h H i l l 
w e n t i n t o a b e y a n c e . 

A r e c e n t l y d e c l a s s i f i e d N S A ' T e l e c o m m u n i c a t i o n s S u p p o r t P l a n ' o f 
M a y 1 9 5 6 s h o w s t h a t M e n w i t h H i l l h a d b y t h e n b e e n i n c l u d e d i n i t s 
w o r l d w i d e l i s t e n i n g o p e r a t i o n s . T h e p l a n g i v e s d e t a i l s o f a ' C O M I N T 
C o m m u n i c a t i o n s R e l a y C e n t r e ' w h i c h w a s b u i l t a t C h i c k s a n d s , B e d ­
f o r d s h i r e . C h i c k s a n d s w a s l i n k e d t o N S A , G C H Q , K i r k n e w r t o n , a n d o t h e r 
B r i t i s h a n d A m e r i c a n l i s t e n i n g s t a t i o n s a n d h e a d q u a r t e r s . 



6 2 Big Brother is Listening 

P o s t O f f i c e p l a n s w e r e r e a c t i v a t e d d u r i n g 1 9 5 9 , a n d c o n s t r u c t i o n o f 
t h e B a c k b o n e c h a i n b e g a n e a r l y i n 1 9 6 0 . M e n w i t h H i l l b e g a n t o b u i l d u p t o 
s t r e n g t h ; 3 2 n e w p e r s o n n e l a r r i v e d t o s t a r t o p e r a t i o n s d u r i n g J u n e 1 9 5 9 , 
a n d t h e s t a t i o n o f f i c i a l l y o p e n e d fifteen m o n t h s l a t e r . I t e v e n t u a l l y h a d a n 
a u t h o r i s e d s t a f f o f 5 0 6 . B y 1 9 6 1 , c o n s t r u c t i o n c o s t s h a d e x c e e d e d $ 6 
m i l l i o n . 

B e c a u s e o f e n v i r o n m e n t a l d i f f i c u l t i e s . H u n t e r s ' S t o n e s w a s c o m ­
p l e t e d l a t e r t h a n o t h e r t o w e r s , d u r i n g t h e w i n t e r o f 1 9 6 1 , a n d w a s 
c o m m i s s i o n e d i n 1 9 6 2 . A t first, a c a b l e w a s l a i d d i r e c t t o t h e b a s e , i n a 
c r o s s - c o u n t r y d i t c h . U s i n g t h e C P R E files, a n d s e v e r a l y e a r s p r i o r r e s e a r c h 
o n t h e c o n t e m p o r a r y P o s t O f f i c e t o w e r n e t w o r k , i t i s p o s s i b l e t o p o r t r a y t h e 
s u b s e q u e n t d e v e l o p m e n t o f t h e n e t w o r k t h a t f e d H u n t e r s S t o n e s : 

• T h e first l i n k w e n t s o u t h f r o m H a r r o g a t e t o L o n d o n . B u t s o o n a f t e r a 
s p e c i a l n e w r o u t e b y p a s s e d L o n d o n a n d finished u p a t a t o w e r a t 
F a i r s e a t , n e a r M a i d s t o n e . 

• A M i n i s t r y o f W o r k s s u r v e y o r i n J u n e 1 9 6 2 i n a d v e r t e n t l y s e n t t h e 
C P R E a l e t t e r s h o w i n g t h a t t h e r a d i o l i n k s f r o m F a i r s e a t w o u l d g o 
t h r e e w a y s : L o n d o n , P a r i s a n d H a r r o g a t e . T h e t h i r d c o n n e c t i o n 
f r o m F a i r s e a t - a c r o s s E n g l a n d t o H u n t e r s S t o n e s - c o u l d p l a y n o 
s e n s i b l e p a r t i n a c o m m u n i c a t i o n s c i r c u i t b e t w e e n L o n d o n a n d P a r i s . 
N o r , e v i d e n t l y , a r e H a r r o g a t e a n d M a i d s t o n e s u c h c e n t r e s o f 
c o m m e r c i a l a c t i v i t y as t o m e r i t t h e i r o w n h o t - l i n e . T h e s u r v e y o r ' s 
l e t t e r s h o w e d c l e a r l y t h a t t h e n o r t h w a r d l i n k w a s t o b e i n s t a l l e d 
s i m u l t a n e o u s l y as p a r t o f t h e London-Paris c o n n e c t i o n . I t c o u l d o n l y 
b e a t a p . 

• I n 1 9 6 3 , n e w l i n k s w e r e a d d e d : e a s t t o a t o w e r a t T h e S t o n e b o w i n t h e 
c e n t r e o f Y o r k ; w e s t , t o Q u e m m o r e n e a r L a n c a s t e r ; a n d n o r t h t o 
C r a i g o w l H i l l n e a r D u n d e e . 

• T h e c l a i m t h a t t h e n e w s y s t e m w a s f o r u s e ' i n t h e e v e n t o f a t t a c k ' w a s 
u n t r u e . S u c h a s y s t e m , l i n k i n g r a d a r s t a t i o n s a n d c o n t r o l c e n t r e s , w a s 
b u i l t b y t h e P o s t O f f i c e a n d a d d e d t o t h e m i c r o w a v e n e t w o r k . B u t i t 
w a s d e s i g n e d a n d b u i l t t w o y e a r s qfter t h e o t h e r l i n k s . I t f o l l o w s 
d i f f e r e n t r o u t e s . 

• S i n c e 1 9 6 3 , o t h e r c o n n e c t i o n s h a v e b e e n f e d i n t o H u n t e r s ' S t o n e s . 
O n e l i n e b r a n c h e s o f f f h s m n e a r O x f o r d t o w a r d s P l y m o u t h . C u r r e n t l y , 
t h e r e a r e t w o o t h e r c o n n e c t i o n s w h i c h s t o p a t H u n t e r s S t o n e s ; f r o m 
M a n c h e s t e r , a n d f r o m L o n d o n . 

S c o o p i n g u p n e w l i n k s a b r o a d 
A m a p p u b l i s h e d b y t h e P o s t O f f i c e i n 1 9 7 3 p r o v i d e s a q u a n t i t a t i v e 
m e a s u r e o f M e n w i t h H i l l ' s c a p a c i t y . T h e m a p s h o w s t h a t t h e f o u r o r i g i n a l 
l i n k s h a d e a c h a c a p a c i t y f o r 3 , 6 0 0 s i m u l t a n e o u s t e l e p h o n e c a l l s i n a n d o u t . 
T h i s g i v e s a t o t a l o f 1 4 , 4 0 0 l i n e s . 

B u t t h e International Frequency List, a v o l u m i n o u s i n t e r n a t i o n a l 
d i r e c t o r y c o m p i l e d i n G e n e v a , c o n t a i n s a d d i t i o n a l i n f o r m a t i o n . T h e e n t r i e s 
i n t h e 1 9 7 9 l i s t b a s e d e n t i r e l y o n i n f o r m a t i o n s u p p l i e d b y t h e P o s t O f f i c e 
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NSA Headquarters, Fort George G Meade, near Washington DC. 

i t s e l f , s h o w t h a t H u n t e r s S t o n e s b e s i d e s r e l a y i n g r o u g h l y 1 0 , 0 0 0 o r d i n a r y 
t e l e p h o n e c a l l s , s e v e r a l T V c h a n n e l s , a n d d a t a f r o m n o r t h e r n e a r l y w a r n i n g 
r a d a r s t a t i o n s , h a s a d d i t i o n a l c o n n e c t i o n s . A c c o r d i n g t o t h i s o f f i c i a l s o u r c e 
5 , 4 0 0 a d d i t i o n a l inward only c i r c u i t s f e e d i n t o H u n t e r s S t o n e s , m o s t l y 
f r o m L e e d s , a n d u l t i m a t e l y L o n d o n . 

T h e l i n k t o L o n d o n h a s acces s t o t h e i n t e r n a t i o n a l e x c h a n g e s , a n d 
t h u s t h e w h o l e p a n o p l y o f i n t e r n a t i o n a l c o n n e c t i o n s . T h e l i n k t o Y o r k i s w e l l 
p l a c e d t o c o n n e c t t o s u b m a r i n e c a b l e s t o S c a n d i n a v i a a n d n o r t h w e s t 
E u r o p e , s o m e o f w h i c h l e a v e f r o m S c a r b o r o u g h . T h e l i n k t o L a n c a s t e r c a n 
access t r a n s a t l a n t i c c a b l e s , a n d c o n n e c t i o n s t o I r e l a n d . 

A l t h o u g h e v e r y s e c t i o n o f t h e M e n w i t h H i l l n e t w o r k c a n n o t b e 
e x a c t l y t r a c e d , i t s p u r p o s e i s c l e a r . A s t h e i n t e r n a t i o n a l c o m m u n i c a t i o n s 
n e t w o r k h a s b o o m e d o v e r t h e p a s t t h r e e d e c a d e s , M e n w i t h H i l l h a s b e e n 
a b l e t o s c o o p u p e a c h n e w l i n k a b r o a d . 

T h e c r i t i c a l p h a s e c a m e i n 1 9 6 6 w h e n N S A t o o k o v e r . A U S A F u n i t 
a t K i r k n e w t o n ( t h e 6 9 5 2 n d R a d i o S q u a d r o n M o b i l e ) a n d t h e A S A F i e l d 
S t a t i o n c l o s e d o n t h e s a m e d a y - 1 A u g u s t 1 9 6 6 . T h e c h a n g e h a d b e e n 
a n t i c i p a t e d ; t h e l o c a l p a p e r p r i n t e d a r e p o r t t h a t c i v i l i a n s w e r e t o t a k e o v e r 
d u r i n g J a n u a r y 1 9 6 6 . U S s p o k e s m e n s a i d t h e s t o r y w a s u n t r u e . B u t b y 
J u l y 7 0 N S A p e r s o n n e l w e r e e s c o n c e d i n H a r r o g a t e ' s G r a n d H o t e l , a n d t h e 
t a k e o v e r h a d b e g u n . P e r s o n n e l a n d t a s k s w e r e t r a n s f e r r e d f r o m K i r k n e w t o n 
d o w n t o H a r r o g a t e . 

O n e o f t h e K i r k n e w t o n a n a l y s t s w h o l e f t U S A F S S b e f o r e t h e m o v e 
s o u t h w a s a y o u n g c o n s c r i p t t o t h e U S A F . J i m H a y n e s i s w e l l k n o w n i n 
B r i t i s h a r t s c i r c l e s f o r h i s r o l e i n s t a r t i n g t h e E d i n b u r g h T r a v e r s e T h e a t r e , 
t h e L o n d o n A r t s L a b , a n d t h e International Times ( I T ) . H e i s n o t w e l l 
k n o w n f o r h a v i n g w o r k e d f o r N S A w h e n h e first c a m e t o S c o t l a n d . H e t o l d 
u s a b o u t K i r k n e w t o n ' s t a s k s : 
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I m o n i t o r e d c o m m e r c i a l t e l e g r a m n e t w o r k s . . . b e t w e e n L o n d o n , 
P a r i s , M o s c o w , B e o g r a d , C a i r o . . . M a c h i n e s i n i n t e r c e p t r o o m s , 
t u n e d t o t r a n s m i s s i o n c h a r m e l s , w o u l d s p e w o u t 8 - p l y p a p e r . I w o r k e d 
o n o n e o f t h e p l i e s . . . 

W a t c h l i s t s w e r e u s e d a t K i r k n e w t o n . M a n y o f t h e i t e m s l o o k e d f o r 
c o n c e r n e d c o m m o d i t i e s o r f m a n c i a l i n f o r m a t i o n . 

S i n c e t h e e a r l y ' 6 0 s , c o m m u n i c a t i o n s h a v e i n c r e a s i n g l y b e e n s e n t b y 
c a b l e o r s a t e l l i t e . T h u s c e n t r e s f o r r a d i o m o n i t o r i n g l i k e K i r k n e w t o n h a v e 
b e c o m e o u t d a t e d . I n c o n t r a s t , M e n w i t h H i l l ' s t a p s o n i n t e r n a t i o n a l l i n k s 
p r o v i d e d t h e i d e a l i n p u t f r o m c a b l e s i n s t e a d . 

B y l a s t y e a r , i n t e r n a t i o n a l c o m m u n i c a t i o n s t o a n d f r o m B r i t a i n h a d 
b u i l t u p t o c o n s i d e r a b l e p r o p o r t i o n s , i n c l u d i n g 1 3 m i l l i o n t e l e g r a m s a n d 
1 8 4 m i l l i o n t e l e p h o n e c a l l s - s o m e m e r e l y ' t r a n s i t i n g ' t h r o u g h B r i t a i n . 

B u t s u c h v a s t v o l u m e s a r e w e l l w i t h i n N S A ' s r e a c h . I n 1 9 7 4 a l o n e , 
a c c o r d i n g t o t h e C h u r c h C o m m i t t e e r e p o r t a n d o t h e r s o u r c e s , N S A ' s 
H A R V E S T f a c i l i t y a n d o t h e r s l i k e i t w e r e , i n t h e U S a l o n e , s i f t i n g t h r o u g h 
7 5 m i l l i o n t e l e g r a m s i n o n e y e a r - 1.8 m i l l i o n w e r e t h e n s o r t e d o u t f o r 
s u b s e q u e n t h u m a n a n a l y s i s . T h e i n f o r m a t i o n g a i n e d i s p r o c e s s e d a c c o r d i n g 
t o t h e r e q u i r e m e n t s o f K e y I n t e l l i g e n c e Q u e s t i o n s w h i c h a r e p o l i t i c a l , 
m i l i t a r y a n d e c o n o m i c . C o m m e r c i a l i n t e l l i g e n c e , a f t e r b e i n g ' s a n i t i s e d ' , i s 
a v a i l a b l e t o l a r g e U S c o r p o r a t i o n s t h r o u g h N S A S p e c i a l S e c u r i t y O f f i c e r s 
a t t a c h e d t o t h e c o m p a n i e s . M u c h t h e s a m e h a p p e n s a t G C H Q i n B r i t a i n . 

T h e P i k e C o m m i t t e e r e p o r t g a v e a u s e f u l i n s i g h t i n t o t h e c o m m e r c i a l 
t a r g e t s o f U S m o n i t o r i n g ; t h e y f o u n d : 

a t l e a s t o n e n e w a r e a o f n o n - p o l i t i c a l a n d n o n m i l i t a r y e m p h a s i s i n 
i n t e r n a t i o n a l i n t e r c e p t - e c o n o m i c i n t e l l i g e n c e . C o m m u n i c a t i o n s 
i n t e r c e p t i o n i n t h i s a r e a h a s d e v e l o p e d r a p i d l y s i n c e 1 9 7 2 , p a r t l y i n 
r e a c t i o n t o t h e A r a b o i l e m b a r g o a n d t h e f a i l u r e t o o b t a i n g o o d 
i n f o r m a t i o n o n R u s s i a n g r a i n p r o d u c t i o n a n d n e g o t i a t i o n s f o r p u r c h a s e 
w i t h A m e r i c a n c o r p o r a t i o n s . 

O n c e a g a i n M e n w i t h H i l l , s t r a d d l i n g t h e m a i n U S c o m m u n i c a t i o n s r o u t e s 
t o E a s t e r n E u r o p e a n d t h e M i d d l e E a s t , i s N S A ' s p r i m e s o u r c e . 

M e n w i t h H i l l , a c c o r d i n g t o a f o r m e r B r i t i s h m i l i t a r y o f f i c e r a n d 
s e v e r a l o t h e r l o c a l l y e m p l o y e d p e r s o n n e l , w e n t o n h i g h a l e r t a t u n u s u a l 
t i m e s . O n e s u c h o c c a s i o n w a s w h e n t h e N S A ' s s p y s h i p Pueblo w a s 
c a p t u r e d o f f N o r t h K o r e a . M o r e i n t e r e s t i n g l y , h o w e v e r , a l l s a y t h a t t h e b a s e 
w o r k s o v e r t i m e i m m e d i a t e l y after a n I R A b o m b i n c i d e n t o r o t h e r t e r r o r i s t 
a c t i v i t y i n B r i t a i n . 

T h e t i m i n g is r e v e a l i n g . I t i s n o t t h e b a s e g u a r d s w h o g o o n o v e r t i m e . 
T h e a g e n t s ' j o b , o n e o f f i c i a l w h o h a s w o r k e d w i t h N S A e x p l a i n e d i n 
W a s h i n g t o n , i s t o s i f t t h r o u g h already recorded c o m m u n i c a t i o n s t o find a 
m e s s a g e b e t w e e n B r i t a i n a n d I r e l a n d a n d e l s e w h e r e c o n c e r n i n g t h e 
f o r t h c o m i n g a t t a c k . ' T a p e i s c h e a p ' , t h e o f f i c i a l e x p l a i n e d , ' s t o r i n g a n h o u r ' s 
c a l l s o n a 1 , 0 0 0 l i n e l i n k i s s i m p l e ' a n d w o u l d u s e l ess t h a n $ 1 0 0 w o r t h o f 
t a p e . 
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The Hunters Stones tower has direct microwave Hnks to other towers at Lancaster and Manchester which, between them could provide access to all the lines between Britain and Ireland, as well as many transatlantic circuits. Such taps would also facilitate keeping watch after an explosion, in case of further communication by returning bombers. The inclusion of the terrorists and their ilk as NSA targets may be an inexpensive gesture made to the British government for the extraorcUnary facility that the Post Office has provided for NSA to spy on British communications. 
'No comment' This account of Menwith Hill's operations has been put, in some detail, to the Post Office, the Ministry of Defence, NSA base Chief Braueninger, NSA itself, and its Special US Liaison Officer, who is former NSA Deputy Director Benson Buiffham (now billed as a 'Political Attache' at the US Embassy). 

NSA would only say that its British operation was classified, and this covered any computers there. The Post Office has had equally little to say. Albert Dale Braeuninger, Menwith Hill Chief, was initially quite forth­coming on what he claimed the base didn't do; suggestions that they monitored national and international conmiimications were, he said 'rubbish'. Pressed for a specific explanation of its faciUties, however, he resorted to waffle: 
We do radio relays [a standard euphemism for sigint] - material comes in from a variety of places and is rerouted. It is a switching operation. We route it sometimes to the UK and sometimes to the US. 

Although he made Menwith Hill sound like a central London exchange, the above description scarcely refutes our relevations. Asked specifically about NSA, he retreated: 
It is not pertinent for me to discuss our organisational relationships within the UK or outside. You cannot really expect me to answer what kind of work goes on here either in a technical or operational sense. 

When these and similar questions were repeated to the NSA office in London last week, and also to the Ministry of Defence, they too retreated behind familiar covers. Menwith Hill, they said, is a 'communications relay centre for the (US) Department of Defence.' 
We then resubmitted detailed questions to the Ministry of Defence and the American Embassy, and asked for interviews. We also asked the Home Office and the Foreign Office if they had issued any warrants for the interception of international communications. No information was forth­coming from any of them. Whitehall, it appears, is ready to join in protecting NSA from British as well as American inspection. 

First published 18 July 1980 





P O S T S C R I P T 

P o s t s c r i p t 1 : N S A spies o n B r i t i s h g o v e r n m e n t 
T h e B r i t i s h g o v e r n m e n t i s o n e o f t h e t a r g e t s o f t h e U S N a t i o n a l S e c u r i t y 
A g e n c y c o m m u n i c a t i o n s m o n i t o r i n g o p e r a t i o n s , d e s p i t e t h e r e m a r k a b l e 
f a c i l i t y w i t h w h i c h B r i t a i n h a s p r o v i d e d i t a t M e n w i t h H i l l . I n f a c t , 
a c c o r d i n g t o p u b l i s h e d s o u r c e s a n d a U S i n t e l l i g e n c e c o n s u l t a n t , M e n w i t h -
t o g e t h e r w i t h o t h e r s i t e s i n t h e U S , G e r m a n y a n d I t a l y - i s a c e n t r e f o r 
' P r o j e c t W i d e b a n d E x t r a c t i o n ' . O n e o f t h e p r o d u c t s o f w i d e b a n d e x ­
t r a c t i o n , w h i c h e m e r g e s f r o m b a n k s o f m a c h i n e s a t t h e U S A r m y S e c u r i t y 
A g e n c y ' s i n t e r c e p t i o n s t a t i o n a t V i n t H i l l F a r m s , n e a r W a r r i n g t o n , 
V i r g i n i a , i s t h e B r i t i s h g o v e r n m e n t ' s c o m m u n i c a t i o n s a r o u n d t h e w o r l d . 

T h i s w a s r e v e a l e d i n a s e c r e t 1 9 7 5 c o n g r e s s i o n a l r e p o r t ; t h e F i n k 
R e p o r t t o t h e H o u s e C o m m i t t e e o n G o v e n m i e n t O p e r a t i o n s a n d I n d i v i d u a l 
R i g h t s , t h e n l e d b y C o n g r e s s w o m a n B e l l a A b z u g . A s t u d y o f N S A r e p o r t e d 
t h a t : 

N S A m o n i t o r s t h e t r a f f i c o f s p e c i f i c c o u n t r i e s , i n c l u d i n g G r e a t 
B r i t a i n , o u r c l o s e s t a l l y . T h e m o n i t o r i n g o f g o v e r n m e n t t r a f f i c h a s 
b e e n c o n f i r m e d b y a f o r m e r e m p l o y e e o f V i n t H i l l F a r m s s t a t i o n . 
( T h e s t a t i o n ) h a d a w h o l e b a n k o f m a c h i n e s ( a n d ) a w h o l e t e a m o f 
m e n w h o s e o n l y j o b w a s t o r e a d a n d p r o c e s s i n t e r c e p t e d B r i t i s h c o m ­
m u n i c a t i o n s . 

P a r a d o x i c a l l y , t h e ' s e c r e t ' F i n k r e p o r t c o n t a i n i n g t h e s e r e f e r e n c e s w a s 
p u b l i s h e d , u n a t t r i b u t e d a n d u n n o t i c e d , d u r i n g 1 9 7 8 h e a r i n g s o n t h e U S ' s 
n e w F o r e i g n I n t e l l i g e n c e S u r v e i l l a n c e A c t . 

P r o j e c t W i d e b a n d E x t r a c t i o n , w i t h w h i c h M e n w i t h H i l l a n d o t h e r 
N S A s t a t i o n s a r e c o n n e c t e d , s t a r t e d o p e r a t i o n s a t t h e V i n t H i l l F a r m 
s t a t i o n d u r i n g J u l y 1 9 6 9 . T h e j o b , as t h e n a m e i m p l i e s , w a s t o e x t r a c t 
s i g n a l s a n d m e s s a g e s o f i n t e l l i g e n c e i n t e r e s t f r o m a ' w i d e b a n d ' c o n t a i n i n g 
h u n d r e d s o f t h o u s a n d s o f o t h e r c o m m u n i c a t i o n s . S o m e t i m e s t h e s e c o m -
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m u n i c a t i o n s w o u l d b e t r a n s m i t t e d a r o u n d t h e w o r l d b y s a t e l l i t e f o r a n a l y s i s , 
a f t e r b e i n g i n t e r c e p t e d . M o r e o f t e n , a c c o r d i n g t o U S i n t e l l i g e n c e o f f i c i a l s , 
g i a n t f r e i g h t a i r c r a f t w o u l d fly b a c k t o t h e U S f r o m E u r o p e a n d A u s t r a l i a , 
l o a d e d w i t h r e e l s o f m a g n e t i c t a p e t o f e e d i n t o a n a l y s i n g c o m p u t e r s . 

M e n w i t h H i l l c a r r i e s o u t a g r e a t d e a l o f w i d e b a n d i n t e r c e p t i o n a n d 
e x t r a c t i o n . R e f e r e n c e s t o a n o t h e r s i t e f o r ' w i d e b a n d ' w o r k h a v e a l s o 
a p p e a r e d i n u n c l a s s i f i e d U S d e f e n c e a p p r o p r i a t i o n s h e a r i n g s . T h i s i s a t 
G a b l i n g e n , n e a r A u g s b e r g i n G e r m a n y , w h i c h i s t h e h e a d q u a r t e r s o f t h e U S 
A r m y S e c u r i t y A g e n c y ' s 5 0 2 d G r o u p , r e s p o n s i b l e f o r i n t e r c e p t i o n t h r o u g h o u t 
G e r m a n y . 

A u g s b u r g ' s r o l e i n t e l e p h o n e t a p p i n g w a s i n a d v e r t e n t l y c o n f i r m e d b y 
P e n t a g o n l a w y e r s i n t w o r e c e n t c i v i l r i g h t s c a s e s . A n a r m y o f f i c e r a n d s o m e 
U S c i v i l i a n s l i v i n g i n G e r m a n y h a d s u e d t h e U S D e f e n s e D e p a r t m e n t f o r 
u n l a w f u l s p y i n g o n t h e i r a c t i v i t i e s . D u r i n g t h e c o u r s e o f t h e c a s e , t h e 
P e n t a g o n p r o d u c e d a s h o r t l i s t o f u n i t s w h i c h h a d t h e c a p a c i t y t o t a p o r b u g 
t e l e p h o n e c a l l s i n G e r m a n y . T h e 5 0 2 d A S A G r o u p a t A u g s b u r g w a s 
i n c l u d e d . ( I n a r e c e n t r e o r g a n i s a t i o n t h e U S A r m y S e c u r i t y A g e n c y h a s 
b e c o m e t h e I n t e l l i g e n c e a n d S e c u r i t y C o m m a n d , a n d A u g s b u r g h a s 
b e c o m e t h e 6 6 t h I n t e l l i g e n c e a n d S e c u r i t y G r o u p H Q . ) 

A c c o r d i n g t o t w o f o r m e r U S i n t e l l i g e n c e o f f i c i a l s , t h e s i t e s o f U S 
t a p p i n g o p e r a t i o n s i n G e r m a n y a r e B e r l i n ( w h e r e t h e a l l i e d p o w e r s c a n 
f r e e l y t a p a n y p h o n e s t h e y l i k e ) a n d B a u m h o l d e r . T h e B a u m h o l d e r s t a t i o n 
w a s c o n s o l i d a t e d i n 1 9 7 2 w i t h a l l o t h e r A r m y S e c u r i t y A g e n c y o p e r a t i o n s 
a t A u g s b u r g . A n o t h e r m i n o r t a p p i n g s i t e i s i n I t a l y , w h e r e N S A i s k n o w n t o 
h a v e t w o b a s e s , a t T r e v i s o a n d B r i n d i s i . S o m e o f t h e s u b m a r i n e c a b l e s 
w h i c h c r o s s t h e M e d i t e r r a n e a n b a s i n t o t h e N e a r a n d M i d d l e E a s t c a n o n l y 
be r e a c h e d i n t h i s a r e a . 

A n o t h e r s i t e f o r t a p p i n g i n t e r n a t i o n a l p h o n e a n d t e l e x c a l l s w a s i n 
S i d i Y a h i a , n e a r R a b a t i n M o r o c c o . T h i s b a s e m o s t l y i n t e r c e p t e d F r e n c h 
s i g n a l s a n d c a b l e s . I t h a s n o w c l o s e d a n d m o v e d t o R o t a i n s o u t h e r n S p a i n . 
A f o r m e r a n a l y s t f o r N S A ' s N a v a l S e c u r i t y G r o u p , w h o w o r k e d f o r m o r e 
t h a n a y e a r a t S i d i Y a h i a , d e s c r i b e d i t s o p e r a t i o n s t o u s : 

I n o n e e i g h t h o u r s h i f t y o u w o u l d g o t h r o u g h p e r h a p s 5 0 0 - 6 0 0 p a g e s 
o f t e l e x t y p e s h e e t s . . . O n c e a w e e k I w a s a s k e d t o t r a n s l a t e a 
t e l e p h o n e t a p t a p e . . . 

H e h a d t o w a t c h f o r a n d file r e f e r e n c e s t o s u c h p e o p l e as S t o k e l y 
C a r m i c h a e l , R o b e r t M u g a b e , H o l d e n R o b e r t o , F r e l i m o . . . ' a n d a n y B r i t i s h 
o r A m e r i c a n d i p l o m a t s i n t h e a r e a ' . 

T h e h e a d q u a r t e r s o f P r o j e c t W i d e b a n d h a s n o w b e e n m o v e d t o a 
g i a n t n e w ' C e n t r a l S e c u r i t y O p e r a t i o n s S t a t i o n ' , w h i c h N S A h a s s e t u p a t 
S a n A n t o n i o , T e x a s . O v e r 5 , 0 0 0 s e r v i c e m e n a n d N S A p e r s o n n e l w o r k f u l l 
t i m e o n a n a l y s i n g i n t e r c e p t s f r o m a r o u n d t h e w o r i d . 

F i r s t published 2 5 July 1 9 8 0 
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John Vernon Mills, base security officer, ill-temperedly hung 
around TV crews who filmed Menwith Hill after the New Statesman 
revelations. He told the B B C that he 'didn't wish to dignify the 
article with a comment'. 

Postscript 2: No official denial 
D e s p i t e s o m e c o n f u s e d r e p o r t s t o t h e c o n t r a r y , n o B r i t i s h o r A m e r i c a n 
g o v e r n m e n t d e p a r t m e n t d e n i e d t h e a l l e g a t i o n s i n t h e New Statesman o n 1 8 
J u l y 1 9 8 0 t h a t t h e U S N a t i o n a l S e c u r i t y A g e n c y ' s M e n w i t h H i l l S t a t i o n i n 
Y o r k s h i r e i s c o n d u c t i n g m a s s t a p p i n g o f i n t e r n a t i o n a l t e l e p h o n e a n d 
t e l e g r a p h m e s s a g e s . 

T h e M i n i s t r y o f D e f e n c e - t h e o n l y d e p a r t m e n t p r e p a r e d t o d e a l w i t h 
t h e i s s u e - i s s u e d o n l y w h a t a s p o k e s m a n t e r m e d a ' c u r i o u s l y s p e c i f i c ' a n d 
h i g h l y ' l i m i t e d ' d e n i a l ; n a m e l y t h a t M e n w i t h H i l l w a s n o t i n t e r c e p t i n g 
t r a n s l a n t i c i n c o m i n g o r o u t g o i n g c a l l s , n o r w a s i t l i s t e n i n g t o a n y d o m e s t i c 
c a l l s i n t h e U K . 

T h e a c c u r a c y o f o f f i c i a l c o m m e n t s o n c o m m u n i c a t i o n s i n t e r c e p t i o n 
h a s n o t , h i s t o r i c a l l y , b e e n r e l i a b l e . B u t i n a n y c a s e , t h e M i n i s t r y ' s 
c o m m e n t s a r e v i r t u a l l y a t a c i t a c k n o w l e d g e m e n t t h a t M e n w i t h H i l l c a n 
l i s t e n i n , as w e d e s c r i b e d , t o a l l c a l l s t o E u r o p e , t r a n s a t l a n t i c c a l l s g o i n g 
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Spooks' Party: NSA agents from Menwith Hill celebrate at a 
showing of the film Yanks at a local Harrogate c inema. 

through Britain, and all telex and telegram traffic. As Bob Cryer MP 
suggested to the House of Commons after the allegations were published, 
the pronouncement (by the Leader of the House of Commons, Norman St 
John Stevas) that no minister was prepared to comment conceded their 
accuracy by default. 

The Post Office claimed - quite wrongly - that all aspects of 
interception were covered in the April Home Office White Paper. But they 
did lift the shutters a littie. They now admit to running the high capacity 
cable that feeds Menwith Hill. But it's a 'private circuit' - and they can't talk 
about it. 

First published 25 July 1980 
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state surveillance in Britain, conducted in the name 
of 'security', is untrammeled. No government has 
ever come clean on the extent of telephone tapping 
and other forms of secret surveillance. All aspects of 
secret surveillance are rigorously shielded by the 
cloak of the Official Secrets Act. 
This booklet pierces that barrier. In a series of articles 
which stirred considerable national and international 
interest, DUNCAN CAMPBELL describes British and 
American operations to listen in on individual tele­
phones and communications. The accounts start 
with the expose of Tinkerbell, the Post Office run 
national phone tapping centre in Chelsea, where 
thousands of lines are tapped every year. This report 
won the 1980 Cobden Trust Award for writing on Civil 
Liberties. 
Here too are the authoritative accounts of the scale 
and size of the British secret agencies and their 
headquarters. 
The reports also detail the massive and hitherto 
undiscovered American intelligence base in Yorkshire 
which forms a major part of a worldwide and intensely 
secret network of surveillance on ordinary civil com­
munications. 
This NS REPORT contains detailed facts, figures and 
photographs illustrating the growth in state sur­
veillance. 

£1.50f ISBN 0 900962 08 9 
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